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Abstract

Today’s Internet of Things (IoT) has evolved from simple
sensing and actuation devices to those with embedded pro-
cessing and intelligent services, enabling rich collaborations
between users and their devices. However, enabling such
collaboration becomes challenging when transient devices
need to interact with host devices in temporarily visited envi-
ronments. In such cases, fine-grained access control policies
are necessary to ensure secure interactions; however, manu-
ally implementing them is often impractical for non-expert
users. Moreover, at run-time, the system must automatically
configure the devices and enforce such fine-grained access
control rules. Additionally, the system must address the het-
erogeneity of devices.

In this paper, we present CollabIoT, a system that en-
ables secure and seamless device collaboration in tran-
sient IoT environments. CollabIoT employs a Large lan-
guage Model (LLM)-driven approach to convert users’ high-
level intents to fine-grained access control policies. To sup-
port secure and seamless device collaboration, CollabIoT
adopts capability-based access control for authorization and
uses lightweight proxies for policy enforcement, providing
hardware-independent abstractions.

We implement a prototype of CollabIoT’s policy genera-
tion and auto configuration pipelines and evaluate its efficacy
on an [oT testbed and in large-scale emulated environments.
We show that our LLM-based policy generation pipeline is
able to generate functional and correct policies with 100%
accuracy. At runtime, our evaluation shows that our system
configures new devices in ~150 ms, and our proxy-based data
plane incurs network overheads of up to 2 ms and access
control overheads up to 0.3 ms.

This work is licensed under a Creative Commons Attribution 4.0 Interna-
tional License.

SEC ’25, Arlington, VA, USA

© 2025 Copyright held by the owner/author(s).

ACM ISBN 979-8-4007-2238-7/2025/12
https://doi.org/10.1145/3769102.3770619

CCS Concepts

« Security and privacy — Access control; «+ Human-
centered computing — Ubiquitous and mobile com-
puting systems and tools.

Keywords
10T, LLMs, Access Control, Device Collaboration

ACM Reference Format:

Hetvi Shastri!, Walid A. Hanafyl, Li Wu!, David Irwin!, Mani
Srivastava®’, Prashant Shenoy!. 2025. LLM-Driven Auto Config-
uration for Transient IoT Device Collaboration. In The Tenth
ACMY/IEEE Symposium on Edge Computing (SEC °25), December 3—
6, 2025, Arlington, VA, USA. ACM, New York, NY, USA, 17 pages.
https://doi.org/10.1145/3769102.3770619

1 Introduction

Recent technological advances have led to rapid growth in
Internet of Things (IoT) devices in varied domains, such as
smart homes, mobile health, and entertainment [5, 22, 36,
52, 62, 64, 70, 72, 86]. Researchers estimate that the number
of deployed IoT devices exceeded 18.8 billion in 2024 and is
growing in a near-exponential manner [68]. Some have even
predicted an Internet of Trillion Things where such devices
become ubiquitous in our daily lives [18]. Alongside this
growth, IoT devices have evolved from passive sensing and
actuating devices to smart collaborating devices that interact
with one another. For example, motion sensors may trigger
smart lights or security cameras upon detecting motion [27].
To support such collaboration, devices need to interact with
one another and share access to their data, connectivity,
and resources with other devices and their users [39, 53]. In
addition, newer IoT devices are often mobile or nomadic in
nature, frequently moving into new environments beyond
their home networks.

Device collaboration in such dynamic and ad hoc settings
requires device owners to specify access control policies for
visitors, while also requiring visiting devices to be config-
ured to access network resources and IoT services in remote
environments. For example, food delivery robots are now
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common in many university campuses [13], and online retail-
ers are increasingly experimenting with autonomous robots
or drones to deliver packages [34]. In the future, such robots
could collaborate with home IoT devices to securely unlock
entry points—such as a garage door [83]—and place pack-
ages or food items inside the home. In this scenario, the
homeowner needs to configure access control policies that
specify which actions delivery robots are allowed or denied.
In particular, access to home devices or services needs to be
granted in a fine-grained manner such that only an appropri-
ate subset of them becomes accessible to the delivery robots.
For security or privacy reasons, such access may need to be
limited in different ways—e.g., restricted to the time period
of the visit or rate limited to prevent resource hogging or
DDoS attacks [80]. When a delivery robot arrives, the IoT
system must automatically configure its access rights and
facilitate secure and real-time interaction with home devices.
While policy specification and device configuration can be
done manually, such an approach does not scale when the
number and frequency of transient guest devices entering
and leaving an environment increases significantly.

Enabling secure and seamless device collaboration in
transient IoT environments remains challenging in today’s
edge environments for several reasons. First, device ecosys-
tems grow increasingly complex and interconnected, spec-
ifying access policies and configuring devices to access re-
sources based on these policies becomes highly challenging-
especially in transient settings where fine-grained access
control is a necessity [45, 65, 89]. However, manually config-
uring of policies and devices is both tedious and impractical
for non-expert users. One approach is to use Al-driven auto
configuration to automate these tasks. For example, we can
leverage the code generation capabilities of large language
models (LLMs) to convert a natural language description
of policy intent into structured policies. Such policies can
then drive the auto configuration of transient guest devices
to provide the desired levels of resource access. However,
the generative nature of LLMs introduces several limitations
for our setting. First, their outputs are probabilistic and may
contain hallucinated or logically inconsistent information,
which poses risks in policy enforcement. Second, LLMs are
typically trained on broad, general-purpose datasets and lack
exposure to domain-specific corpora, which hinders their
ability to generate system-specific access policies. As a result,
relying solely on LLMs is insufficient for automatic gener-
ation of fine-grain access control policies from high-level
specification with the accuracy and reliability required in
transient IoT environments.

A second challenge is that enabling seamless device collab-
oration at runtime presents significant hurdles due to the het-
erogeneity of devices in edge environments and the scale of
possible interactions. IoT devices in edge environments such
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as buildings or homes are inherently heterogeneous. Devices
vary widely in terms of hardware capabilities, operating sys-
tems, communication protocols, and runtime environments,
and they often expose different vendor-specific APIs. For
example, enabling a delivery robot to interact with a smart
door lock of a home may require installing specific drivers
or SDKs. This setup is not only time-consuming but also not
scalable in transient IoT environments where devices arrive
and leave frequently. Moreover, as the number of devices
increases, the number of possible interactions grows rapidly.
Supporting real-time collaboration at this scale requires sys-
tems that can dynamically discover devices, determine au-
thorized interactions, and enforce policies efficiently, which
remains a significant systems challenge.

To address these challenges, we present CollabIoT, a sys-
tem that enables devices in transient IoT environments to
securely collaborate by sharing data, resources, and services
in a seamless and secure manner. CollabIoT employs alarge
language model (LLM)-driven approach to generate fine-
grained access control policies from high-level natural lan-
guage descriptions provided by device owners. The LLMs
produce structured YAML-based policies, which are then
validated through a multi-stage pipeline to ensure syntac-
tic correctness, semantic soundness, and alignment with the
user’s intent and contextual constraints. Col1abIoT supports
an automated policy-driven configuration pipeline based on
capability-based access control tokens, which allows for se-
cure and scalable access control enforcement. Furthermore,
CollabIoT enables collaboration via lightweight proxies that
provide policy enforcement and hardware-independent in-
terfaces. Lastly, CollabIoT is designed to be lightweight and
can be deployed on edge nodes, such as a home hub or gate-
way controller, enabling real-time and secure interactions
with enhanced privacy.

In designing, implementing, and evaluating CollabIoT,
our paper makes the following contributions:

(1) LLM-based Policy Generation. We present an LLM-
based policy generation pipeline that generates validated
access control policies from natural language descrip-
tions. Our approach includes multi-stage validation to
ensure correctness and security.

(2) Device Auto Configuration. Our CollabIoT system
supports auto configuration of transient IoT devices
to enable secure, seamless, and scalable device collab-
oration. Specifically, CollabIoT auto-configures devices
with capability-based access tokens for authorization and
utilizes lightweight proxies for policy enforcement, pro-
viding hardware-independent abstractions.

(3) Implementation and Evaluation. We implement
CollabIoT using Pydantic for structured policy gener-
ation, with ~2.6k SLOC. We evaluate CollabIoT on a
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real testbed and in large-scale emulations. Our results
demonstrate the effectiveness of the LLM-based auto-
configuration and granular access control in transient
IoT environments. Our results demonstrate that our LLM-
based policy generation pipeline is capable of generating
functional and accurate policies with 100% accuracy. At
runtime, our evaluation shows that our system config-
ures new devices in ~150ms, and our proxy-based data
plane incurs network overheads of up to 2 ms and access
control overheads up to 0.3 ms.

2 Background and Requirements

This section provides background on transient collaborative
IoT systems and access control auto-configuration, intro-
duces LLM-based approaches for auto-configuration, and
outlines the key system design requirements.

2.1 Transient IoT Devices in Edge
Environments

Our work focuses on IoT devices in edge environments such
as a home or a building. We assume that each building or
a home is under a different administrative domain, and de-
vices in that network are controlled by the home owner or
an administrator. IoT systems in such environments have
evolved from simple statically-mounted sensing and actuat-
ing devices to mobile, intelligent devices that interact and
collaborate with one another and their environments. For ex-
ample, many devices such as delivery robots, wearables (e.g.,
AR glasses), and smartphones are mobile and can interact
with other devices. Further, such devices can enter and leave
different edge environments due to their mobile nature, mak-
ing them transient devices when visiting a different network
in a new administrative domain. We refer to devices that are
present in their home network environment as native de-
vices, and while those that visit a different edge environment
become guest devices in that network. Guest devices need to
configured with appropriate credentials (e.g., wifi password
or authorization tokens) upon entering a new network to
access network and devices resources in that environment.
Our hypothesis is that as the scale and frequency of tran-
sient device visits grows, such configuration can no longer
be done manually (as is done in some networks today).
Some current IoT frameworks already support automated
configuration primarily through service discovery, enabling
devices to locate and identify each other on a network. Pro-
tocols such as UPnP [25], Zero-Conf (Apple Bonjour) [11],
and Jini (Apache River) [57] provide plug-and-play capa-
bilities, allowing devices to advertise and discover services
without requiring manual configuration. However, these sys-
tems generally assume implicit trust among devices on the
same network and offer little to no built-in access control
or verification mechanisms. While suitable for small, static
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environments, these protocols are not suitable for transient
devices involving multiple trust levels.

2.2 Access Control in IoT system
Since transient environments require multiple trust levels,
there is a need for a user-friendly and fine-grained access
control system [23, 41, 45, 54], which was not addressed in
current [oT systems. For example, smart home applications
such as Nest Thermostat [40], Amazon Alexa [8], and Sam-
sung SmartThings [63] only support all-or-nothing access
for guest users. Application such as Wyze [84] allows per-
device sharing but fail to cover the capability level of sharing.
Apple HomeKit [12] can allow additional users with limited
capability options such as full control, view-only control,
and local or remote control. Although these approaches offer
a user-friendly interface, they often fail to offer fine-grained
access control, which is crucial in transient settings, since
each device needs its own specific access capabilities.
Enabling fine-grained access control, such as allowing a
guest with read-only access to stream from a camera with-
out granting it write access to control or reconfigure it, can
requires manual configuration of access control policies. In
dynamic settings where guest devices frequently enter and
leave, manual approaches are cumbersome and do not scale,
as they are primarily designed for static and single-user en-
vironments. As a result, even though fine-grained access
is essential, configuration of these policies at scale is not
fully addressed in most user-facing platforms due to its com-
plexity. While access control systems such as AWS IoT [9],
Azure 10T [17], and Amazon Greengrass [16] support de-
tailed, fine-grained policies, they are developer-centric and
require technical knowledge with a steep learning curve,
which is unsuitable for non-expert users.

2.3 LLM-based Policy Generation

Large language models (LLMs) [78] demonstrated a strong
performance across various language tasks. Trained on mas-
sive corpora of data, models like GPT-4 [3] excel at interpret-
ing high-level descriptions, identifying semantically equiva-
lent expressions, performing multi-step contextual reason-
ing, and generating coherent natural language [55, 58, 59].
These capabilities make LLMs highly valuable for applica-
tions that involve generating structured results, such as in
programming tasks [81].

In particular, the use of LLMs for generating policy con-
figurations has attracted growing interest [28, 71, 79, 87].
Their generative power enables the synthesis of configu-
ration policies directly from natural language descriptions,
significantly lowering the barrier for non-expert users. How-
ever, LLMs have inherent limitations that make them un-
reliable when used alone, especially in security-sensitive
domains. Their outputs are probabilistic and can introduce
hallucinated or logically inconsistent content. For example,
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Figure 1: CollabIoT design overview.

research work [79] explores the use of LLMs to synthesize
AWS Identity and Access Management (IAM) policies using
zero-shot prompting. The study found that the synthesized
policies were frequently incomparable to the ground-truth
policies and tended to be overly permissive. These deviations
largely stemmed from imprecise or underspecified prompts,
highlighting the difficulty of producing accurate and secure
policies without structured policy specification mechanisms
and additional validations.

2.4 Design Requirements

To enable seamless collaboration between guests and native
devices and services (e.g., embedded intelligence) running in
the host environment, our system should address four design
requirements:

R1 Intuitive and Precise Policy Configuration Inter-
face The system should be able to translate users’ high-
level intent into machine-readable policies and validate
the correctness of the generated policies.

R2 Granular Access and Rate Control Given the varying
levels of trust in guest users and their devices, it is im-
portant to implement granular access and rate control.
Different guests may need to interact with different sub-
sets of native devices. Therefore, it is essential to restrict
access to certain devices and services, limit the request
rates, and define which capabilities are permitted.

R3 Auto Configuration The system should be able to ad-
dress devices’ transient requirements and policy changes
by automatically granting access to newly arriving de-
vices, without user intervention.

R4 Hardware independence Since different IoT devices ex-
pose different vendor-specific APIs, it may not be reason-
able to expect a guest to know about all vendor-specific
interfaces on native devices (e.g., camera for different
vendors). Seamless collaboration requires the ability to
use vendor- and hardware-independent abstractions.

3 CollabIoT Design

This section presents the architecture and design details of
CollabIoT, our proposed Al-driven auto configuration sys-
tem for collaborating devices in transient IoT environments.
We begin with an overview of our system design, followed
by detailed descriptions of the core system components.
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3.1 Design Overview

Figure 1 depicts the architecture of our CollabIoT system.
At the core of CollabIoT is a control plane comprising a pol-
icy engine and an auto configuration engine that collectively
provide automated access to guest devices. CollabIoT pro-
vides users with an LLM-based policy generation interface,
where users specify their intents via natural language, which
are compiled into policies. At runtime, when a new device
joins the network, the policy engines automatically create
an access token based on the device’s attributes and system
policies. Lastly, CollabIoT includes a data plane based on
lightweight device proxies that enforce runtime granular
access and rate limits and implement hardware-independent
interfaces. Next, we provide an overview of CollabIoT’s
components:

LLM-based Policy Generator. Our LLM-based policy gen-
erator enables homeowners or administrators to use text
or voice commands, significantly lowering the barrier for
non-expert users to manage their IoT environments. Our
LLM-based policy generation includes a processing pipeline
that compiles the user’s prompts into a schema-structured
grouping and access control policies.

Policy Engine. The policy engine is responsible for vali-
dating the correctness of new or LLM-generated policies
and maintaining a database of available devices and policies.
Additionally, when a new device joins the system, the policy
engine matches the device attributes with the current system
policies. It then generates a list of permissible actions for the
specific native devices based on their attributes.

Auto Configuration Engine. The auto configuration en-
gine utilizes the list of permitted actions and creates cryp-
tographically signed capability-based tokens (e.g., a JWT
access token) and distributes them to the guest devices.
Proxy-based Data Plane. Our proxy-based data plane en-
capsulates all the device communication via a lightweight
proxy that provides a hardware-independent interface and
enforces access and rate control on behalf of the device.

In the remainder of this section, we first describe our ac-
cess control scheme (Section 3.2), then we describe our LLM-
based policy generation pipeline, and then explain our access
control auto configuration process (Section 3.4) and proxy-
based communication (Section 3.5). Finally, we provide an
end-to-end workflow example (Section 3.6).

3.2 CollabIoT Access Control Scheme

First, we describe our access control scheme, which com-
prises a separate dynamic grouping scheme and access con-
trol policies. This enables the policy engine to construct
device groups, map each device to its representative groups,
enable resource owners to specify the intended device access
policies, and determine devices, capabilities, or rate limits
across these groups.
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Table 1: Examples of hardware-independent attributes, capabilities, and APIs.

Device Attributes Capabilities Generic APIs

Phone owner, sens-level, ID NA NA

Bulb location, type, sens-level, ID, ... switch, brightness,... turn_on(), turn_off(), set_brightness()
Camera location, type, sens-level, ID, ... stream, rotate,... live_stream(), rotate(), retrieve()
Door lock location, type, sens-level, ID, ... switch, configure, logs,... lock(), unlock(), set_conf()
Laptop location, type, sens-level, ID, ... inference,... inference_service()
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Figure 2: An end-to-end access control policy descrip-
tion, where babysitters are given access to cameras,
lights in the baby room, and entertainment devices in
the living room, while friends are given access to the
gaming console and the living room devices.

3.2.1 Dynamic Grouping SchemeOur dynamic group-
ing scheme is an attribute-based method that utilizes device
attributes to construct device lists, which simplifies access
in dynamic environments. Using attributes to group devices
and users is a convenient shorthand over enumerating them,
which can be cumbersome. The dynamic grouping policies
can use device attributes (e.g., device type or location, such
as “all cameras” or “all living room devices”), context at-
tributes (e.g., specify event or times), user attributes (e.g., all
my friends), and their combinations to construct groups. We
assume each device type i, has a set of attributes A; and ca-
pabilities C; and that all devices (guest or native) use vendor-
independent attributes and capabilities descriptions. Table 1
lists examples of the hardware-independent attributes used
by CollabIoT.

3.2.2 Access Control PoliciesOur access control policy
scheme is a capability-based access control scheme that maps
guest and local (native) device groups. The access control
policy links different groups by defining source (i.e., guest
devices) and destination groups (native devices) using group
IDs. The access control policies define a per-device-type
include and exclude lists that denote allowed and not al-
lowed device capabilities. Additionally, our access control
policies feature rate-limiting configurations that enable users
to set device limits or priority scheduling policies, further fa-
cilitating secure collaboration between devices. Our utilized
capabilities combine the hardware-independent capabilities
names (see Table 1) within a device type, as capability names
may differ across vendors.
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Figure 3: LLM-based policy generation pipeline.

Figure 2 shows an example access control policy with two
users, a babysitter, and a gaming friend. We list the policy us-
ing our grouping and access control policy scheme in Figure 5
and discuss in Section 4. As shown, the grouping policies
use location and device type attributes to generate grouping
schemes (e.g., devices in the living room). The policy engine
uses these groups to dynamically select devices matching
the attributes at runtime, which implies handling dynamics
where guests and native devices may arrive or leave. In addi-
tion, the figure shows how policies connect baby room and
living room groups with the babysitter groups, enabling the
assignment of fine-grained access to the babysitter.

3.3 LLM-based Policy Generation Pipeline

Generating access control policies requires a level of expe-
rience not commonly available for end-users. For instance,
our configuration scheme requires knowledge of YAML and
a basic understanding of access control systems. To circum-
vent such requirements, in CollabIoT, we depend on LLMs’
abilities to generate structured outputs, such as in program-
ming and configuration tasks [28, 71, 79]. For example, to
define a group for the devices in the baby room, the user can
prompt: "Create a group with lights and the baby monitor in
the baby’s room", or " All door-locks on the east-side of
the building." In addition, to create an access control policy
that allows his friends to access the gaming devices, the user
can prompt: "Allow my-friends to use the gaming-device".
The key challenge, however, in this situation is that LLMs
may not produce syntactically correct outputs, may not rep-
resent the user’s intent accurately, or may not be compatible
with the current system configuration.

Figure 3 shows our proposed LLM-based policy genera-
tion and validation pipeline. Our LLM-based pipeline con-
sists of two components: an LLM agent that processes user
prompts and generates structured and type-safe output. In
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addition, it contains a validator (part of the policy engine) re-
sponsible for validating new configurations. Our pipeline be-
haves as follows: When a user issues a configuration prompt,
CollabIoT’s LLM-agent augments the user prompt with a
context (often referred to as few-shot examples [90]) that
contains the policy definition and a few example policies
based on the policy type which enhances the behavior or the
LLM model. The LLM agent also instructs the LLM model
to produce output that follows a structured and type-safe
model scheme. The structured scheme is defined as a class
representation of the YAML file that constrains the format
and types of the policies as per policy type (see Listing 1).
The class representation also includes rules on the allowed
attributes and constraints on domain values, as well as other
complex validation constraints.

To validate a new policy, the policy engine employs a
three-step validation approach. First, the policy engine val-
idates the scheme of the generated YAML files against the
CollabIoT schemes. Although the LLM-agent instructs the
LLM model to follow the model scheme, we found that since
our scheme was not in the training set, LLM may generate a
configuration with a scheme error. In this case, CollabIoT
uses a feedback loop with LLM while referring to the mis-
take that the LLM created based on the custom validators we
implemented in the model. Second, since LLMs may produce
outputs that deviate from users’ intentions (i.e., hallucina-
tions), we implement an LLM-based actor-critic feedback loop
that verifies semantic errors to ensure the original prompt
retains the same semantic meaning as the generated prompts.
To do so, we convert the generated policy into a text repre-
sentation using a predefined template and feed it, along with
the original prompt, to the LLM, asking it to validate that
both hold the same semantics. Similar to the scheme errors,
if it fails, we use a feedback loop to address the foreseen
issue. Third, the policy engine validates the output against
attribute errors (e.g., a user referred to a location not de-
fined in the system) or new policies that bring configuration
conflicts. In this case, we send the prompt to the user for
correction. Note that in some situations, our agent may not
be able to generate valid configurations, for example, when
user prompts are unclear. However, in this case, our pipeline
can flag their correctness and ask the user for correctness.
Lastly, once the LLM-generated output is validated, we con-
vert the generated classes into YAML files and feed them to
the policy engine database.

3.4 Device Auto Configuration

When a new device joins the collaboration network, the
CollabIoT automatically configures its permissions based
on its attributes and the current policies. We assume that
authenticated devices may hold a set of global attributes as
part of their authentication certificates (e.g., a delivery robot
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may authenticate itself via a certificate that indicates and
verifies its attributes). Additionally, the system administrator
may tag this new device with a set of attributes that are then
used for configuring the device (e.g., tagging the device as
‘friends’), which can also be automated using a discovery
LLM-based agent.

While auto configuration may include multiple operations,
we focus on the process of generating access control capabil-
ity tokens and assigning them to new devices. To configure
a new device with the proper access control permissions, we
rely on cryptographically signed capability-based tokens. We
generate the tokens as follows. After the device joins the net-
work, the auto configuration engine first interacts with the
policy engine to find all policies that match the device’s at-
tributes, which determines the device’s permissions and rate
limits accessible to a guest device based on the specified poli-
cies. Each matching policy enumerates all groups mentioned
within its policies and determines all matching devices. The
auto configuration engine then generates a capability token
(also known as an access token) for each matching device,
along with the allowed capabilities (i.e., actions that are per-
mitted on the devices), rate limits (e.g., requests per second),
and the token’s expiration time. The utilized structure of
the tokens is presented in Section 4.1. Capability tokens are
signed and encrypted by the auto configuration engine’s
public key. Tokens are then sent to guest devices to enable
access to the native devices.

It is important to note that the policy engine generates the
capabilities by merging all policies that match this device,
which is achieved by combining the policies and the specified
devices into a comprehensive list. For instance, if the friends’
group has two policies allowing them to access all light bulbs
and all devices in the living room, they will retain access
to all the light bulbs in the living room and other rooms. In
addition, when the policy changes, the policy engine iterates
over the affected groups and their associated native devices,
issuing an invalid token request. Device proxies retain a list
of invalidated tokens until they expire.

3.5 Proxy-based Device Collaboration

In CollabIoT, devices communicate via lightweight prox-
ies that enable vendor-independent communication, enforce
access control, impose rate limits, and augment the capabil-
ity of accessed devices. In CollabIoT each native device in
the system has a proxy!; to interact with a device, a guest
device sends an RPC request to the device’s proxy along
with the capability token. The proxy first verifies that the
token is not in the invalid lists. Then, the proxy decrypts
the request using the public key of the auto configuration
engine and verifies the token’s validity, capabilities, and rate

INote that guest devices that provide services (e.g., a friend who brings her
gaming console) require a proxy to enforce access control and rate limits.



LLM-Driven Auto Configuration for Transient loT Device Collaboration

Friends Phone 1. Connect

Auto Configuration | 2. Get Capabilities

SEC 25, December 3-6, 2025, Arlington, VA, USA

0. Set Policies

Policy Engine <>

(Guest Device)

e Engine

LLM- .
Matching <-><-> Validation |

6. Token (£20)

7. Command (220 ) Token

9. Command

8. Verify Token

4. Devices
5. Generate ¢ =9 /Capabilities

]
ﬁ% Door Lock

(Native Device)

Agent ~
3. Policy Resolution Resource Owner

Figure 4: End-to-end workflow, where a friend’s phone is given access to the door lock.

limits before allowing the request. A request is denied if the
capability does not permit the requested action or if rate
limits are exceeded. For efficiency reasons, signed tokens
are validated during session establishment time and cached.
The proxy maintains a list of verified tokens in its cache to
reduce per-request verification overhead in the data path.
Details of token validation are presented in Section 4.4.

Each proxy exposes a virtual, hardware-independent inter-
face for its device, enabling device-to-device communication
without requiring knowledge of vendor-specific interface
details, as these interfaces vary from one vendor to another,
even for the same device type. For example, all IoT cameras
can be accessed using the same abstract interface regardless
of the vendor. For each allowed request, the proxy performs
interface translation to convert the request to the underly-
ing vendor-specific interface and forwards the request for
execution on the device. The hardware-independent inter-
face in the proxy provides a virtual interface between access
requests and specific device APIs. Table 1 shows examples
of the generic APIs and capability definitions for different
device types.

3.6 Collaboration Workflow

Figure 4 lists an example and shows how the resource owner
and a guest device interact with CollabIoT. We assume all
point-to-point interactions are encrypted to ensure secure in-
teractions and token distributions. First, the resource owner
uses the LLM to create a one-time dynamic grouping and
access control polices which are verified by the policy en-
gine (Step 0). When a new guest device is connected and
tagged with appropriate attributes when it joins the system
for the first time (e.g., a friend’s phone), the auto configura-
tion engine contacts the policy engine, which computes the
accessible devices and capabilities (Steps 2-4). Subsequently,
the auto configuration engine creates a token per native
device (Step 5). Then, the auto configuration engine sends
this token to the guest device (Step 6) along with the de-
vice proxy access information (e.g., IP address and device
type). Finally, when the guest device issues a command, the
native device proxy verifies the token, ensures that the re-
quested command is authorized, and sends it to the device.
Note that the interaction between native and guest devices

can be bidirectional. To enable that, the guest can rely on
a CollabIoT-style control plane (e.g., hosted in the cloud),
which can issue capability tokens to other connected devices.

4 Implementation

This section outlines an implementation prototype of
CollabIoT described in Section 3. Our CollabIoT’s pro-
totype is implemented in Python3 using ~2.6k SLOC.
CollabIoT components’ communicate with external devices
(e.g., Guest Devices) via GRPC, and unless otherwise stated,
all communications are encrypted using SSL/TLS with AES-
256. In the remainder of this section, we outline the imple-
mentation of our access control scheme, detail our LLM-
based policy generation and validation pipeline, explain our
auto-configuration implementation, and finally describe our
proxy-based data plane.

4.1 Access Control Scheme

Our schemes comprise a separate dynamic grouping scheme
and access control policies. We based our policy specification
on NIST Next Generation Access Control (NGAC) architec-
ture [35] and implemented an access control spec using yaml.
Our access control policy implementation allows users to
define device groups G based on the logical relationships be-
tween devices and their attributes, and access control policies
P that connect these groups using the allowed capabilities
and rate limits. Our dynamic grouping scheme is an attribute-
based access control scheme that uses hardware-independent
attributes to construct groups of accessible devices (see Ta-
ble 1). The grouping scheme defines include and exclude
lists per attribute type. Our specification assumes that items
in the same include/exclude lists are ORed, while items across
lists (i.e., for different attributes) are ANDed. Our policy en-
gine saves the policies in the SQL database that are queried
whenever a new guest device arrives.

Figure 5a lists the living room devices (see Figure 2)
where the resource owner creates a group that selects “locks,
TVs, and bulbs in the living room”. Figure 5a lists the living
room devices (see Figure 2) where the resource owner cre-
ates a group that selects “locks, TVs, and bulbs in the living
room”. Figure 5b and Figure 5c define the groups for gaming
devices and the friends group. Figure 5d lists two access con-
trol policies from the friends’ scenario in Figure 2. policy1
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groups:
groups: - name: FD
- name: LR spec:
spec: attributes:
attributes: relation:
location: includes:
includes: - name: friend
- name: livingroom
ty’i)séludes: (c) Friend’s devices group
- name: lock - .
= name: TV policies:
- name: bulb - name: policyl

source: LR
destination: FD

(a) Living room group capability:
excludes:
groups: - name: lock_setconf
- name: GD name: policy2
spec: source: GD
attributes: destination: FD
type: capability:
includes: includes:

- name: laptop
- name: console

- name: laptop_getinference
limit: 1@ req/sec

(b) Gaming devices group
(d) Policies
Figure 5: Grouping scheme and access control policy

to describe the policies illustrated in Figure 2.

Listing 1: Pydantic schema for group schema model.

class NameEntry (BaseModel):
name: str
AttributeTypelLiteral = Literall

) )

]
class AttributeSpec(BaseModel):
includes: Optional[List[NameEntry]]l = None
excludes: Optional[List[NameEntry]] = None
class Spec(BaseModel):
attributes: Dict[AttributeTypelLiteral,
AttributeSpec]
class GroupItem(BaseModel):
groupName: str
spec: Spec
class GroupGrammar (BaseModel):
groups: List[GroupItem]

permits friends to access the living room devices and all capa-
bilities except for setting the lock configuration. In contrast,
policy2 permits the friends to access the inference service
with a maximum rate of 10 req/sec.

4.2 CollabIoT LLM-based Pipeline

Our policy generation pipeline uses a Large Language
Model (LLM) to compile user intents into a grouping scheme
or access control policies. Our pipeline comprises an LLM
agent responsible for generating a structure and type-safe
configuration. We build our agent on top of the Pydantic
LLM agent framework [76] and use models supplied by
Ollama[60]. Pydantic Al utilizes Pydantic validation models,
which provide an intuitive way of self-validating schemes.

Shastri et al.

We formalize both group and access control policies using
Pydantic validation models. Listing 1 shows an example of a
schema that validates a grouping scheme and lists optional
properties and domain values for attributes.

At runtime, our LLM agent takes the user prompt, the
validation model, and a few-shot prompting examples (de-
noted as system_prompt) and produces results that follow
the examples and the validation model. These validation
models are passed to the LLM to constrain the output and
ensure type-safe and structured generation. The LLM out-
put is automatically parsed and validated against this model,
enabling us to identify and correct type-missing fields or
malformed outputs early. Moreover, we implement a feed-
back loop to reprompt the LLM in case of syntax or scheme
errors as explained in Section 3.3. Additionally, we imple-
ment a semantic validation agent that ensures the generated
configuration aligns with the user’s intent. The validation
process works by converting the generated configuration
into a text representation and comparing it with the original
prompt, asking the agent to confirm that they hold the same
semantics. Lastly, our attribute validation is implemented
using Python, which queries the policy and devices database
to validate attributes and resolve conflicts.

4.3 CollabIoT Automatic Configuration
CollabIoT operates as a transparent gateway (i.e., home
hub) and is able to detect new connections, issuing our auto-
configuration protocol that spans the policy and auto config-
uration engine and provides the new device with an access
token and a list of accessible devices. When a new device
is authenticated, the auto configuration engine then inter-
acts with the policy engine and computes the accessible
devices, the allowed capabilities, and the rate limits for each
device, as well as generates an access token for each device.
Our system encodes these capabilities as JSON Web Tokens
(JWT) [50]. Our tokens use official attributes (also called reg-
istered claims) and custom (private) claims such as inc_cap,
which lists the allowed capabilities and resource limits as
described in [38].

The following example explains different claims and
shows how we provide VR_headset with capabilities to of-
fload processing requests but not to update the gaming con-
sole configurations.

{
"iss": 'CollabIoT', //Issuer (CollabIoT)
"sub": 'VR_headset', //Subject(Guest Device)
"aud": 'Gaming_laptop', //Audience(Native Device)

"iat": 1731425174, //Issued At Time
"nbf": 1731425174, //Not Before Time
"exp": 1731459572, //Expiration Time
"inc_cap": // Included Capabilities and Limits
[{"offload":503}1],
}
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Figure 6: Experimental testbed.
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Figure 7: CollabIoT real testbed.

After creating the tokens, the auto configuration engine
encrypts them using ED25519 256 and signs them using Ed-
DSA digital signatures. These tokens are validated before exe-
cuting the requests or starting a communication session. Our
implementation assumes that the client is authenticated by
validating its certificate using a certificate authority, bearer
tokens, or group signatures [24], which is practical in sce-
narios such as the delivery robot example, where companies
own a fleet of devices.

4.4 Proxy-based Device Collaboration

The device proxy implements a hardware-independent GRPC
interface for its device type (see Table 1). It encapsulates the
hardware-independent interfaces by translating the guest
device’s request to the hardware-dependent interface or uti-
lizing a device-specific SDK (e.g., Wyze SDK [74]). The proxy
uses asynchronous communication to serve concurrent ac-
cess requests. We implement the rate limit with a token
bucket rate limiter [73]. For ease of deployment, we imple-
ment device proxies as Docker containers, assigning one
CPU core per proxy instance.

5 Evaluation

In this section, we evaluate the efficacy of CollabIoT us-
ing an IoT testbed and various case studies. We start by
describing our experimental setup and then present our case
studies that shows the end-to-end behavior of CollabIoT.
Then we evaluate various components of CollabIoT. Lastly,
we demonstrate the performance of the CollabIoT control
plane and data plane with multiple micro-benchmarks and
large-scale emulations.
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Create a group with door lock and camera in the garage.

groups: CollabIoT

- groupName: GarageDevices
spec:
attributes:
deviceType:
includes:
- name: door lock
- name: camera
devicelLocation:
includes:
- name: garage

]

% l Create a group with delivery robot.
I

groups:
- groupName: DeliveryRobot CollabIoT

spec:
attributes:
deviceType:

includes:

- name: delivery robot
Define policy that lets DeliveryRobot access stream capped at
5 request per sec and unlock up to 2 request per sec on
GarageDevices,

]

policies: CollabIoT

- policyName: ManagerPads
source: GarageDevices
destination: DeliveryRobot
capability:

includes:

- name: stream
limit: 5 req/sec

- name: unlock
limit: 2 req/sec

Figure 8: Delivery robot policy configuration.
5.1 Experimental Setup
In this section, we detail our experimental setup, LLM models,
and IoT devices.
Hardware Testbed. Our testbed, shown in Figure 6 and
Figure 7, is based on a local IoT testbed. The testbed uses
an Apple Mac mini as a home manager hub. The Mac mini
has an Intel i3-8100B CPU running Ubuntu 22.04. The home
manager hub hosts CollabIoT’s control plane and the data
plane. In addition, we utilize a Mac mini with an M4 CPU to
host local LLM models from ollama [60] and our LLM agent
and emulate IoT devices in our large-scale experiments.
LLM Agent. Our LLM agent can use multiple local and cloud
LLM models (See Table 3). We evaluate the behavior of dif-
ferent models under two scenarios, each with 20 grouping
and 20 access control policies. Our first scenario, which we
denote as structured prompts, assumes that the user fol-
lows a very elaborate format, which details the grouping
or access control policy. Our second set of prompts, which
we denote as unstructured prompts, represents situations
where users provide unclear or concise prompts, which we
acquire by manually rephrasing the 40 policies.
IoT Devices. Our testbed, shown in Figure 6 and Figure 7,
includes a set of IoT devices: Raspberry Pi IMX219 camera, a
delivery robot, and a Jetson Orin Nano. The Delivery Robot
is based on the DonkeyCar framework [15] and comprises a
Jeton Nano developer kit. The Jetson Orion Nano is used to
host the Al service (developed using TensorRT)? and emulate
different IoT devices (e.g., a door lock). Lastly, we also devel-
oped sensor and device simulation clients that we deployed
on the M4 Mac mini for system scalability evaluations.

Zhttps://github.com/dusty-nv/jetson-inference
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Table 2: Results of Case Study 1 (Delivery Robot).

Event Time (ms) Verification Time (ms)
Robot Entering 151.51 NA
Lock Access 43.22 1.07
Camera Access 85.36 1.13

5.2 End-to-End Case Studies

We implemented two case studies to demonstrate the effec-
tiveness and performance of CollabIoT.
5.2.1 Case Study 1 - Delivery RobotOur first case study
demonstrates our auto configuration and device collabora-
tion abilities by enabling a delivery robot to access the garage
door lock and camera. In this experiment, the delivery robot
(i.e., our donkey car) arrives at a house with a package to
be delivered to a designated corner. The robot then requests
access to the garage door lock and camera, which aids it in
its path-planning decisions.? Figure 8 demonstrates how a
user can prompt and generate the access control policies for
the delivery robot. In this case, the user issues a prompt to
create two groups, one for garage devices and the other for
delivery robots. Then, prompt the system to create an access
control policy that links both groups, allowing the robot to
stream the garage camera at a rate of 5 frames per second
and access the garage door twice to unlock and lock the door.
Table 2 shows the steps and the time taken by each step
in this scenario, which does not require any human inter-
vention — except for setting the policies, which happens
beforehand. As shown, the results demonstrate the respon-
siveness of CollabIoT, where it only takes 151.51 ms to
connect to the control plane, evaluate the access control poli-
cies, list the devices, generate capabilities, and encrypt the
access control tokens (Steps 1 to 6 in Figure 4). In addition,
the results depict the end-to-end responsiveness of the data
plane, where it takes 43.22 ms to execute the unlock door
command and 85.36 ms to access the camera stream. In con-
trast, in both cases, it takes ~1 ms to verify the access token.
Lastly, we note that our policy generation time is model and
deployment dependent, Table 3 presents the average policy
generation time across all prompts, which we detail later in
this section.

3We do not implement a path-planning approach but demonstrate the feasi-
bility of accessing the camera live stream.
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Figure 10: LLM agent performance against structured
prompts in (a) grouping and (b) access control policies.
5.2.2 Case Study 2 - Al ProcessingIn our second case
study, we focus on CollabIoT’s proxy-based device data
plane and demonstrate its ability to augment device capabil-
ities by implementing device-agnostic scheduling and rate
control capabilities in the proxy. In this scenario, we con-
sider a GPU-based Al inference service deployed on a Jetson
Orin and shared between multiple users in the environment.
The Al server provides a service utilized by five players (e.g.,
AR/VR devices engaged in a video game) and a live feed
from a security camera, where all services send requests in
a closed-loop manner. For simplicity, we assume that all re-
quests are processed using an inference service that runs the
ResNet152 DNN model and is deployed with the TensorRT in-
ference framework. Figure 9 shows how CollabIoT canhave
implemented device-agnostic rate limiting and scheduling
policies:

Static Rate. Figure 9a illustrates the scenario where the
proxy enforces a static rate-limiting policy on the players, but
imposes no limits on the camera feed. As shown, removing
the rate limit allows all players and the camera to push the
same number of requests — total throughput is 2,769, while
each player/camera sends ~461 requests/min. However, as
we apply more constrained limits, the camera feed becomes
more favored, increasing its throughput by up to 790 requests
per minute, when all players have a rate limit of 60 requests
per minute. Note that since the camera cannot substitute for
the requests of all the players, the total request rate shrinks
as devices have more aggressive rate limits.

Dynamic Rate. Our second scheduling policy demonstrates
dynamic rate limiting, which can be used to implement situa-
tional awareness by adjusting the rate limits (e.g., in response
to camera movement detection). In this case, when the Al
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Table 3: The models and sizes incorporated in our LLM
agent and their average policy generation time.

Model Parameters Deployment Time (s)
Gemma 3 [75] 12B Local 7.07
Gemma 3 [75] 27B Local 14.83
LLaMA 3.3 [42] 70B Local 2241
GPT-4.1 [3] Cloud 1.22
GPT-40 [48] Cloud 1.94

model detects any objects, the proxy applies a stricter rate
limit on other players, allowing the camera to maintain its
rate limits. Figure 9b shows our evaluation for four minutes,
where we inject the movement detection at 60 seconds for
120 seconds. As shown, before the movement detection, each
player can send ~10 requests per second, totaling 50 requests
per second. However, when the movement detection is in-
jected, the player’s rate is dropped to ~4 requests per second,
and the camera rate is maintained at ~12 requests per second,
totaling ~30 requests per second. Note that, similar to the
previous example, the cameras are unable to send enough
requests to maintain the same throughput when players’ de-
vices are limited. Finally, when the system state is restored,
the proxy can restore the earlier request rates.

Priority Scheduling. Our third policy shows CollabIoT’s
ability to implement priority scheduling, where the camera
maintains a higher priority than the players. In this case,
the proxy features a priority queue that uses the First Come,
First Served (FCFS) algorithm for tie-breaking. Figure 9c illus-
trates our evaluation scenario, where, similar to the previous
example, the camera issues requests after 60 seconds for 120
seconds, during which the players’ requests undergo multi-
ple changes. As shown, while the total throughput remains
constant, primarily limited by the FCFS behavior. The cam-
era can be prioritized among other players’ devices once it
starts issuing requests and can maintain the highest request
rate (of ~12 requests per second).

Key Takeaways. Our case studies show that CollabIoT en-
ables users to employ granular access control policies without
requiring any technical knowledge, showcasing CollabIoT’s
ability to facilitate seamless communication between IoT de-
vices, as well as our proxy-based data plane capabilities to
augment devices with new features.

5.3 LLM-based Policy Generation

In this section, we address the following question? Are LLMs
able to create valid fine-grained access control policies? To do
so, we evaluate our LLM-based policy generation and valida-
tion pipeline. As mentioned in Section 5.1, our LLM-agent is
based on ollama, which enables us to evaluate multiple mod-
els using structured and unstructured prompts, each with 20
grouping and 20 access control policies. Since no standard-
ized dataset exists for policy generation tasks, we created
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Figure 11: LLM agent performance against unstruc-
tured prompts in (a) grouping and (b) access control
policies.

a custom dataset containing both structured and unstruc-
tured prompts. The unstructured prompts are specifically
designed to capture extreme conditions. For example, they
omit attribute types (e.g., type, location) and do not follow a
consistent, structured format. Table 3 presents five LLM mod-
els that we utilized in our evaluation, ranging from 12B to
70B open-source and local models, as well as paid cloud mod-
els*. Note that we use each model across the entire pipeline
(i.e., the same model is used both in the generation and vali-
dation parts, but with different contexts). As our goal was
to produce structured output, the table highlights how the
model size and deployment can affect the processing time.
For instance, a small model, such as Gemma 3 (12B), takes
around 7.07 seconds to produce a response, while large mod-
els deployed locally can take up to 22.41 seconds. However,
the cloud models, although they have a larger size, respond
faster because they utilize fast accelerators.

Figure 10 illustrates the behavior of the LLM policy gener-
ation pipeline, sorted by model size, when the user provides
well-structured prompts (e.g., Create a group including
devices where type is thermostat, location is
bedroom and living room.). As shown, all models are
consistently able to generate functional configurations cor-
rectly for both grouping and access control policies.

Figure 11 evaluates the behavior of our LLM pipeline with
scenarios where the user uses a less structured prompt (e.g.,
Create a group with oven, microwave, and fridge
but leave out the ones in the garage.). Similar to
Figure 10, the results show that all models generate correct
configurations for access control policy. However, for group-
ing policy the results highlight that Gemma 3 (12B) fails to
generate correct result for 20% times but due to the valida-
tion and feedback loop it repairs and gains 100% accuracy.
Intuitively, in comparison to access control policy, generat-
ing output from an unstructured prompt for grouping policy
is difficult, as LLM needs to classify values into different at-
tribute types. For example, when considering a prompt such
as: Create a group with plugs in the backyard but
leave out the broken ones, the LLM needs to classify

4GPT-4" is a mixture of experts model, whose size is not publicly disclosed.
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Figure 12: LLM agent performance without fewshot
examples for grouping policies.

‘bulb’, ‘backyard’, and ‘broken’ into different attribute types
on its own.

Key Takeaways. Our results show our policy generation
pipeline boosts the performance of edge-based LLMs, making
them comparable to cloud-based LLMs. In either case, our
results demonstrate the feasibility of generating accurate and
functional grouping and access control policies. Our results
highlight the value of the validation feedback pipelines in de-
tecting and correcting issues in the generated configurations,
especially for unstructured prompts.

5.4 Micro-benchmarks

In addition to the end-to-end evaluations, we implement
micro-benchmarks to evaluate the performance of our LLM-
policy generation pipeline and scalability of our CollabIoT’
control and data planes. To ensure consistent results, we
repeat each experiment 20 times and plot the average.

54.1 LLM Agent without fewshot examplesSince pol-
icy generation requires a structured output and is not a com-
mon task for LLMs, our approach features few-shot examples
to set the context for the LLM. In this experiment, we eval-
uate the LLM Agent’s performance in the absence of such
examples to assess their impact on system accuracy and
highlight the role of our validation pipeline. In Figure 12, we
show the performance of different LLMs when generating a
grouping policy across structured and unstructured prompts.
As shown, policy generation from a structured prompt is
typically straightforward; we did not see much impact on
our examples (see Figure 10a) . In contrast, for the unstruc-
tured prompts, the accuracy of gemma3:27b decreases from
100% (see Figure 11a) to 70%. More importantly, our pipeline
was able to detect invalid outputs and correct them, raising
accuracy to 95%.

5.4.2  Policy Engine Figure 13 depicts the policy resolution
time (Steps 3.1 to 3.4 in Figure 4) across different numbers
of device groups and attributes. Figure 13a shows the resolu-
tion time across different numbers of groups. In this case, we
create a list of groups, each with ten attribute combinations
and a device with 7 attributes , and record the time to com-
pute the groups this device is allowed to access. As shown,
increasing the number of groups has minor effects on the
performance, where going from 1 to 20 groups only adds
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Figure 13: Evaluating policy resolution time when vary-
ing the number of groups and attributes.

0.69 ms, while going from 20 to 100 device groups only adds
2 ms. Figure 13b shows how the number of attributes inside
a group affects the policy resolution time, where we create
a list of 50 groups with combinations of different numbers
of attributes from 1 to 50. Similarly, changing the number of
attributes has minor effects, where the difference between a
device with 1 and 50 attributes is only 3.52 ms.

5.4.3 Access Tokens Figure 15 evaluates the performance
of our capability-based authorization scheme across a differ-
ent number of capabilities. The figure focuses on the capa-
bility generation time (ms) and the final token sizes (bytes).
As shown, the capability generation time is constant across
different numbers of capabilities (~1ms). The token size,
however, increases sublinearly with the number of assigned
capabilities, where the token size increases by 851B when
the token contains 20 capabilities.

5.4.4 Proxy OverheadIn this section, we evaluate the over-
heads of our lightweight proxy-based architecture compared
to direct device-to-device interactions. Figure 14 evaluates
the performance of proxy-based architecture in three service
types: get_status, load_image, and process_image ser-
vices. Figure 14a) depicts the performance of get_status
request, Figure 14b) implements an image load service (e.g.,
loading a camera feed), where the network overheads be-
come more pronounced, and Figure 14c shows the time for
the Al processing (e.g., image captured and classified on Jet-
son Orin Nano using ResNet-152.), where most of the time is
spent at the devices. We note that in all cases, the proxy adds
up to 2 ms to the end-to-end response time, and access con-
trol overhead (including the token verification and enforcing
rate limits) adds a maximum of 0.3 ms.

5.4.5 Run-time ScalabilityNext, we evaluate the scalabil-
ity of our run-time environment. Figure 16 shows the end-
to-end response time of the get status functionality, which
includes the time for token verification (i.e., access control
overhead), network time, and processing time. In this figure,
we change the number of guests from 5 to 50 concurrent
guest devices accessing a single device proxy. As shown
in Figure 16, the results demonstrate that the proxy can sup-
port multiple clients with small overheads. For instance, the
results show that while a single client requires 6.46 ms per re-
quest (see Figure 14a), five clients have an average response
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and size across capabilities #.

time of 6.83 ms, representing a 5.7% overhead. Moreover, the
results show that our system can withstand 50 clients with
minimal overhead, resulting in a latency of 35.8 ms.

5.4.6 Control Plane Scalabilityln this section, we evalu-
ate the scalability of the control plane in environments with
multiple native devices requiring access management. As
shown in Figure 17, we measure the registration time, which
includes generating access tokens and distributing them to
guest devices. As the number of native devices increases
from 1 to 350, the registration time incurs an overhead of
only 5.31%. This demonstrates that our capability-based ac-
cess control can limit the registration overhead, which re-
mains low even as the number of native devices scales. In-
tuitively, when a roaming device enters the environment,
the capability-based approach only requires generating and
distributing capabilities to the roaming device, rather than
reconfiguring access for multiple native devices.

Key Takeaways. Our large-scale evaluation demonstrates
the scalability of CollabIoT across different levels of policy
complexities, including different attributes and capabilities.
Additionally, our evaluation reveals that our proxy-based
data plane incurs network overheads of up to 2 ms and access
control overhead up to 0.3 ms.

6 Discussion
6.1 Control Plane Deployment

CollabIoT’s control plane deployment relies on an edge ar-
chitecture in which policy generation and auto-configuration
are handled on a Mac Mini. Edge-based execution offers
complete autonomy and privacy, but at the cost of higher lo-
cal computation overhead for compute-intensive tasks such
as LLM-based policy generation. However, as we show in

Figure 16: Response time of get sta-
tus service for concurrent requests.

Figure 17: Registration time across
multiple native devices.

our cloud-based policy generation, such compute-intensive
tasks can be offloaded to cloud environments, which can
reduce local computation latency, as seen in Table 3, but in-
troduce dependencies and potential exposure risks. Nonethe-
less, CollabIoT can mitigate such risks during policy gen-
eration by transmitting only natural-language commands,
while keeping validation local, ensuring that no sensitive
device or environmental data leaves the local setup.

6.2 Data Plane Design

Our design employs a proxy that contains device-specific
logic to enable collaboration across heterogeneous IoT de-
vices. While our current implementation requires an addi-
tional effort to support new device types, our approach can
be integrated with emerging interoperability standards such
as Matter, which define unified data models and communi-
cation protocols that can simplify device integration.

6.3 Access Control Enforcement

CollabIoT’s access control enforcement focuses on
application-level enforcement, where policies are generated
and enforced within the application logic to manage device
collaboration. However, our approach can be complemented
with system-level security mechanisms such as Mandatory
Access Control (MAC), Discretionary Access Control (DAC),
sandboxing, or Trusted Execution Environments (TEEs).

6.4 Policy Generation

For LLM-based policy generation, we relied on user-specified
instructions through prompts. Nonetheless, our approach
can be complemented with learning-based mechanisms that
auto-configure the access control policies. For instance,
CollabIoT can utilize configuration mining (e.g., learning
rate limits) from historical logs or directly infer appropriate
access control components (e.g., rate limits) from the context
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of a given use case. Together, these directions can enable
adaptive, data-driven access control in CollabIoT.

7 Related Work

Automatic Policy Generation. Policy generation frame-
works have evolved from structured rule-based interfaces
to machine learning-assisted generation, and more recently,
to large language models (LLMs)-based generation. Earlier
research enabled users to specify access policies using tem-
plates or constrained logic [26, 32, 47, 51, 77]. While effective
for simple rules, these approaches struggled with scalability
and user comprehension as policy complexity increased. To
overcome these limitations, subsequent work employed ma-
chine learning (ML) and natural language processing (NLP)
to automate policy generation [6, 33, 46, 49, 85], though such
methods often required domain-specific retraining. More
recent efforts leverage LLMs’ ability to understand and gen-
erate structured outputs to directly generate policies from
natural language [28, 69, 71, 79, 87], thereby improving gen-
eralization and adaptability. However, these approaches lack
mechanisms to validate the correctness of generated policies.
In contrast, CollabIoT combines LLM-based synthesis with
multi-stage validation to produce accurate, fine-grained, and
enforceable access control policies aligned with user intent.
Access Control in Transient Environments. Although
central authorization approaches (e.g., OAuth 2.0 [44]) is
widely used for delegating access via bearer tokens that get
validated in a centralized authorization server. In decentral-
ized settings, however, validating resources via a central
authority may not be adequate, as it introduces unneces-
sary overhead. To address this issue, Capability-Based Ac-
cess Control (CapBAC) offers an alternative for such set-
tings by encoding access rights directly in signed tokens,
allowing users to generate fine-grained and self-validating
access tokens [19, 37, 38, 43]. While CapBAC approaches
address fine-grained and centralization issues, they often
lack mechanisms to configure access to devices automat-
ically. Thus, Attribute-Based Access Control (ABAC) has
been proposed to handle fine-grained, context-aware access
in smart homes [10, 21, 41, 66, 67], supporting multi-user
and multi-device scenarios. CollabIoT draws parallels from
hybrid models that combine ABAC and CapBAC [4, 20, 82]
and issue capability tokens based on attribute evaluation.
Moreover, CollabIoT utilizes an LLM-based approach to
facilitate policy generation.

Seamless Collaboration in heterogeneous environ-
ments. Many earlier efforts have addressed communica-
tion issues between heterogeneous devices. Jini (Apache
River) [57], introduced mobile Java proxies to enable
vendor-independent communication. However, its reliance
on the Java Virtual Machine made it impractical for to-
day’s resource-constrained IoT devices. CollabIoT adopts
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the proxy concept but improves it by localizing translation
logic at the device edge, enabling lightweight RPCs from
any client. Cloud-based platforms like IFT'TT [1], TTEO [88],
and Alexa Routines [7] support user-defined automation
via trigger-action rules but treat devices as passive and rely
on centralized clouds, introducing latency and limiting real-
time collaboration. CollabIoT, in contrast, enables direct,
local communication and fine-grained access control. Decen-
tralized systems like MOSDEN [61], MATT [56], Coulson’s
contact-action framework [30], and SIoT [14] explore oppor-
tunistic collaboration but lack runtime policy enforcement
and vendor abstraction, limiting their use in dynamic settings.
Standardization efforts like AllJoyn [29], IoTivity [2], and
Matter [31] aim for cross-vendor interoperability but require
complex onboarding or firmware compliance. CollabIoT
complements these efforts by supporting transient, heteroge-
neous devices through dynamic proxies that enforce access
policies locally and abstract away vendor-specific APIs.

8 Conclusion

This paper presented CollabIoT, a system that enables se-
cure and seamless device collaboration in transient IoT en-
vironments. CollabIoT address the security concerns by
allowing users to define fine-grained access control poli-
cies and employs an LLM-based policy generation pipeline
to generate validated access control policies from natural
language. To support real-time collaboration, CollabIoT au-
tomates authorization by distributing capability tokens to
transient devices and employs lightweight proxies for policy
enforcement. These proxies expose hardware-independent
APIs, enabling interactions across heterogeneous devices. We
demonstrate that our LLM-based policy generation achieves
100% accuracy in generating functional and correct policies.
At runtime, our evaluation shows that our system configures
new devices in ~150 ms, and our proxy-based data plane
incurs network overheads of up to 2 ms and access control
overheads up to 0.3 ms. In future work, we plan to integrate
CollabIoT with vendor-agnostic IoT frameworks such as
Matter and extend the role of LLMs in device discovery and

tagging.
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