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. Supposeyou were asked to develop a distributed applicationthat would allow teacherdo setup
exams.Giveatleastthreestatementthatwould be partof thesecuritypolicy for suchanapplication.

Answer —

Obvious requirementsvould include that studentsshould not be able to accessexamsbeforea
specifictime. Also, ary teacheraccessingan exam beforethe actualexaminationdateshouldbe
authenticatedAlso, theremay be a restrictedgroup of peoplethat shouldbe givenreadaccesgo
ary examin preparationywhereasonly theresponsibléeachesshouldbe givenfull access.

. Whatis wrongin implementinga nonceasatimestamp?

Answer —

Although a timestampis usedonly once, it is far from being random. Implementationof secu-
rity protocolsexist that usetimestampsas nonces,and which have beensuccusfullyattacled by
exploiting the nonrandomnessf thenonces.

. Doesit make sensdo restrictthe lifetime of a sessiorkey? If so, give anexamplehow thatcould
be established.

Answer —

Sessiorkeys shouldalwayshave arestrictedifetime asthey areeasierto breakthanothertypesof
cryptographidkeys. Theway to restricttheir life-time is to sendalongthe expirationtime whenthe
key is generate@nddistributed. This approachs followed,for example,in SESAME.

. NFSdoesnot provide aglobal,sharechamespace s thereaway to mimic suchanamespace?
Answer —

A globalnamespacecaneasilybe mimicedusingalocal namespaceor eachclientthatis partially
standardizedandletting theautomountemountthe necessargirectoriesnto thathnamespace.

. Takinginto accountcachecoherencasdiscussedn Chap.6, which kind of cache-coherengaro-
tocoldoesNFSimplement?

Answer —

Becausamultiple write operationscantake placebeforecacheddatais flushedto the sener, NFS
clientsimplementa write-backcache.

. Whatcalling semanticgloesRPC2provide in the presencef failures?

Answer —

Consideringthatthe client will be reportedan error whenaninvocationdoesnot complete RPC2
providesat-most-oncesemantics.



