Data Transfer Case Study: TCP o

Go- back N ARQ u

32-bit sequence # indicates byte number in stream u

transfers a byte stream, not fixed size user blocks u

full duplex( bi - rectional ) data transfer u

sends upper level data "at its convenience" (RFC793!), trying to accumulate 512 bytes of data o

cumulative ACK: ACK( n ) ack´s all bytes up thr ough n u

ACK for received A-to-B data piggybacked on B-to-A data packet o

Inte rnet checksu m: add up data, take 1 ´s complement u

covers both header and data

TCP Packet Format source port number dest . port num ber sequence number acknowledgment number head len

unused

u r g

a c k

p s h

r s t

s y n

f i n

window size ptr to urgent data

Internet checksum options data

32 bits

Data Transfer: XTP o

XTP: Xpress transfe r pr oto col o

design ed for hig h-speed, high-p erformance networks o

32- bit seque nce nu mb ers with tran sition to 6 4-bit seq . nu mb ers o

32- bit prio rity fie ld for diffe rent p riority data o

user-sele ctable: reliab le o r u nreliab le data tran sfer o

Go- Back-N ARQ but re ceiver can also i ndicate spans of packets received u

sender only retransmits gaps

Data Transfer: XTP o

checksum:

u

form of two-dimensional parity u

header and data checksummed separately u

data checksumming can be disabled u

data checksumming at end (send data while computing checksum (need only touch data once)

Flow and Congestion Control somet ime s s ender shouldn´t s end a rea dy packe t:

o

receiver not r eady ( e.g ., b uffers full) o

rea ct to co ngestion u

many unACK´ed packets may mean long end-end delays, congested networks u

network itself may provide sender with congestion indication o

avoid congestion:

u

sender transmits smoothly to avoid temporary network overloads

Flow and Congestion Control flow control:

sp eed and resource matchi ng of sende r an d r ece ive r o

sender should not overwhelm receiver conge stion c ontrol:

actio n taken in response to n etwork layer (and belo w) conge stion o

throttling sender is but one solution to congestion

The flow control scenario

Two approaches towards flow control

Explic it flow control

o receiver tells sender how much to send

Explicit flow control ( cont )

Useful abstract ion: send er ma inta ins slidin g

window over seq uence number , indicating

what it can send

o done in TCP and TP4

o congestion (as opposed to flow) control window may

further restrict sender

Flow Control in TCP

Receiver exp lici tly a dverti ses available bu ffer

space to sender :

o

16-bit "advertised window" specifies number of bytes

(starting from ACKnum ) receiver willing to receive

o maxwindow size is 64K

o recent "scaling" option for larger windows can send 1Kbytes,

send1K packet receiveradvertises

windowsize of 2048

bytes

can send 1Kbytes,

send1K packet

flowcontrol windowclosed

can send 1Kbytes,

send1K packet

flowcontrol windowclosed receiverdelays ACK

(no ACK generated)

receivergenerates ACK

ACK advertises

windowof 1024 bytes

<win=2048>

<ACK=2049, win=1024>

<seq=1024,data>

<seq=2048,data>

<seq=3072,data>

Sender Receiver

Implicit flow control

o receip t of ACK´s trig gers more send ing

o del aye d ACK (for whateve r re ason) slo ws

down sender

o

IBM virtual route pacing:

u initially send window of N packets

u

ACK of first packet in this (and subsequent)

windows of N allows send er to send N more

u jumpin g", n on-sliding windo w

u max. number of unACK´ed pa ckets?

u decrea se in traffic for explicit flow control

Congestion Control

Temporary demand for shared resources (links,

processing, buffers) in network layer and below may

exceed demand:

o packets buffered until resources available

o buffers full: packet lost (discarded)

u which to discard?

o lots of buffering: excessive delays

network layer

switching and routing

input

buffers output

buffers

Congestion Control: retransmission

effects

Ideal case:

o every packet delivered successfully until subnet

reaches capacity

o beyond capacity: deliver packets at capacity rate

In face of loss or long end-end delay, retransmissions

can make things worse

o inject more (not less) traffic into net

o throwing fuel on fire!

Congestion Control: retransmissioneffects

Congestion Control ( cont )

Realistically:

o as offered load increases, more packets lost, causing

more retransmission, causing more traffic, causing

more losses, �

u at(b),each original packetsent four times on average

u decreasing rate of transmission (e.g.,a larger timeoutv alue)

increases ov erall throughput

Moral:

o when losses occur: backoff , don´t aggressively

retransmit

How ever:

o social versus individual good: if most back off (and

suffer) how to handle greedy sender who does not

back off (and benefits)

Three Basic Approaches towards

Congestion Control

End-end congestion control

o sender-observ ed congestion (e.g., delays, losses) used to

control sender

o closed loop control

Netw ork-indicated congestion control

o network layer provides feedback to sender

Rate-based control

o sender behavior fixed (bounded) ov er time

o open-loop control

Real-world protocols sometimes mix/combine these