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Abstract

Whileseveral mechanismsfor maintainingconsistencyin singleproxycachesexisttoday, notasmuch research
hasaddressedwaysin which such techniquesmaybeextendedto a clusterof proxycaches. If such techniques
arenotdevelopedanddeployedcarefully, theoverheadsinvolvedin maintainingcacheconsistencyin large-scale
systemssuch asContentDistribution Networks(CDNs)increasesby several orders of magnitudewith increase
in the numberof proxies. Thegoal of developingsuch algorithmsis therefore to comeup with waysby which
consistencyguaranteescanbeprovidedwhile keepingnetworkandserverresourceusage low. In this paper, we
presentef�cient waysto maintaincacheconsistencyin CDNsusingleases. We addressthefollowing issues:(i)
Selectionof a leaderproxy, via which updatesand/or invalidatesmaybe propagatedto other proxies(ii) The
effectsof co-operation betweenproxy caches(iii) Eager vs. Lazyrenewal of leases(iv) Policies for intelligent
disseminationof updatesand/or invalidates. (v) Meansof adaptingto changingserverand networkloadsand
yet providing consistencyguarantees.(vi) Multi-level hierarchical proxy organizationand (vii) Thescalability
achievedwith increasingnumberof independentproxyclusters.

1 Intr oduction

1.1 Motiv ation

The Internetandthe World Wide Web have seentremendousgrowth in the last decade.This growth hasmadeit

possiblefor millions of usersto gain accessto geographicallydistributedwebcontent.However, dueto themagni-

tudeof the increasein theuserpopulationandthenon-uniformity of contentaccesses,popularobjects(especially

thosewhich changefrequently),createserver andnetwork overload,andtherebysigni�cantly increasethe latency

for contentaccess[40]. Proxycaching is a commonlyusedtechniqueto reducecontentaccesslatencies.A proxy

server (or webcache)sits in betweenclientsandservers. Requestsfrom clientsaredirectedto theproxy server. If

theproxyserver receivesarequestfor anobjectit doesnotcache(acachemiss), it obtainstheobjectrequestedfrom

theserver, cachesacopy of thisobjectlocally, andthenservestheobjectto therequestingclient. Ontheotherhand,

if theproxy getsa requestfor anobjectthatexists in its cache(a cachehit), it directly servesthe requestwithout

contactingtheserver. As proxycachesarecommonlydeployedontheedgesof networksandcloserto clients,proxy
� Master'sThesis- undertheguidanceof Prof. PrashantShenoy andProf. Krithi Ramamritham.Submittedto theDepartmentof Computer

Science,UMASS Amherst. This researchwassupportedin part by a NSF Careeraward CCR-9984030,NSF grantsANI 9977635,CDA-
9502639,EIA-0080119,Intel, IBM, EMC, Sprint,andtheUniversityof Massachusetts.
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Figure 1: A typicalCDN Architecture

cachingis alsoknown to reducenetwork bandwidthusage[40, 35]. Proxyserversaresometimesdeployedcloser

to theserversthantheclients(a techniquecalledreverseproxycaching)[8, 3]. This techniquereducesthe loadon

theserver in termsof thenumberof requestsprocessed.Giventhedevelopmentof suchtechniques,severalorgani-

zationshave deployedsuchproxiesto enablelower latenciesor betteruserresponsetimes, reduceserver loadetc.

However, with theexponentialgrowth of theWorld WideWeb,thesedeploymentswerenotgoodenoughandhence

motivatedtheneedfor scalablecachingsolutions.This gave birth to theideaof deploying networksof proxiesthat

provideserviceto contentproviders(suchasnewssites),theserviceprovidedbeingthedistributionof informationto

clientsthatrequestthecontent.Suchnetworksarewhatareknown todayasContentDistributionNetworks(CDNs).

OrganizationsthathavedeployedsuchnetworksincludeAkamai,Speederaetc[1, 2].

A CDN comprisesa few replicaorigin serversat onelevel andseveral intermediaryproxiesat a lower level, via

which contentis servedto clientsrequestingobjectsfrom origin servers.Origin servers arethoseserversfor which

a CDN providesserviceto. Replicaorigin servers belongto a CDN andare thoseserversacrosswhich content

from origin serversarereplicated.Intermediaryproxiesin CDNsarethoseentitiesvia whichcontentis servedfrom

replicaorigin serversto requestingclients.See�gure 1 for a typicalCDN architecture.Tyipcally in aCDN, aclient

requestto anorigin serversis re-directedto a replicaserver, which thentransfertherequestedcontentto theclient

via intermediaryproxies.

An importantproblemwith cachingof objectsis maintainingthefreshnessor consistencyof theseobjects.While

proxy cachinghasits bene�ts, the correspondingversionsof the cachedobjects,at the origin serverscanchange

(e.g.,news items,stockquotesetc). If proxiesdo not employ cacheconsistency mechanisms,they standtherisk of
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servingstalecontentor contentthat is not up-to-dateto requestingclients. Therefore,on a larger scale,if CDNs

do not employ cacheconsistency mechanismsthatensurethatproxiesarein-syncwith replicaservers,CDNsalso

standthesamerisk. However, maintenanceof consistency doesnot comefor free. In additionto processingclient

requestsandcachingobjects,proxiesand/orserversnow have to do extra work in orderto maintainconsistency of

objects.Someof thecommonconsistency mechanismsincludeproxypolling [19] (proxiespoll serversonbehalfof

theclientsto retrievechangingcontentif any), or theserver-basedmechanisms[10,46] (serverspushcontentasthey

changeto proxiesthatcachethem). Note thathybrid policiesalsoexist. This extra work generatesnetwork traf�c

andalsoinvolveskeepingstateat theserver (of proxiesthatcacheits objects)if themechanismis server-based.

While a lot of work haslookedinto thedevelopmentof webcacheconsistency mechanisms,mostof thesemech-

anismshave beenstudiedfor deployment in singleproxy caches.Several of suchmechanismshave indeedbeen

shown to beeffectivefor singleproxies,but suchmechanismsdonotscalewith thegrowth in thenumberof proxies,

asthecommunicationoverheadgeneratedin thenetwork andthestatespaceoverheadat theproxiesandserversare

mostlikely to beprohibitive. Thereforewith theincreasein userpopulationsandcontentrequested,networkssuch

asCDNsareboundto grow (in termsof thenumberof proxiesfor instance)to meetdemands.Hencethereis aneed

to developscalableandef�cient solutionsfor cacheconsistency to dealwith suchgrowths.

While studieshave addressedviable CDN architectures[48, 8, 4, 33, 12, 43, 37, 16], the role of a proxy in

a CDN [32], cooperative cachingto improve hit ratio andresponsetimes[44, 5, 11, 43, 12, 17, 28, 34, 38, 49],

loadbalancingamongstproxies[23, 24,33], redirectionschemesandotherperformanceissues[21, 20,31], object

replicationstrategiesin suchnetworks[22], andhow prefetchingaffectsperformancein CDNs[42], very few have

addressedconsistency issuesin CDNs. [47, 46,48,45,33] arefew of theexisting studiesthathave lookedinto the

areaof managingconsistency in large-scalesystems.While thesetechniquesarepossiblesolutionsto theproblem,

it is not clearwhetherthesesolutionsareindeedef�cient solutionsfor CDNs, andhow they shouldbe deployed.

Also, thesesolutionsaddressthemoregeneralclassof large-scalesystems,andnot CDNsin speci�c. Moreover, as

CDNsprovide a serviceof contentdistribution to origin servers,it is not clearwhetherthesesolutionscanindeed

provideconsistencyguaranteesto clientsrequestingcontent.

Weclaim thatef�cient consistency algorithmsfor suchlargenetworksshouldnotonly provideconsistency guar-

antees,but shoulddo so ef�ciently , andshouldbe scalablei.e., keepuserresponsetimeslow by keepinghit ratio

high, andalsokeepnetwork andserver resourceusagelow, even with the large growth of suchnetworks. In this

work, wepresentonesuchtechniquebasedon leases.

1.2 Relation to Previous Work

In earlierwork, we developedadaptive proxy-basedapproachesfor maintainingindividual andmutualconsistency

of web objects[41]. We alsodevelopeda server-basedtechniquecalledAdaptiveLeasesfor maintainingstrong

consistency on theWeb[10]. Beforewe proceed,let usde�ne what leasesarein thecontext of our work. A lease

for anobjectO, is a contract(a tuple< s;d > - wheres is the leasestarttime andd is thedurationof the lease)

givenby a server to a proxy that requestsanobject,which statesthat8t; s � t � s + d, theserver will propagate

changesto theobjectto a proxy. Two of thebiggestconcernsin providing consistency guaranteesarethecontrol

messageoverhead(communicationbetweenparticipatingentitiesin orderto maintainconsistency - commonwith
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poll-basedmechanisms)andthestatespaceoverheadat theserver for thesamepurpose(commonwith server-based

mechanisms).Wecanimaginetheseoverheadsformingaspectrumwhich theleasestechniquecanpotentiallyspan.

If leasesof zerodurationare issued,the techniqueboils down to a poll-basedtechniqueand if leasesof in�nite

durationis issued,thetechniquebecomesa purelyserver-basedtechnique.Thereforeonecanachieve a balanceof

thesetrade-offs by theintelligentcomputationof a leaseduration[10]. Weextendsomeof theideasin ourprevious

work with leasesto developadaptive,ef�cient andscalableconsistency solutionsfor largenetworkssuchasCDNs

with proxiesgroupedinto clusters.

1.3 Research Contrib utions

As the numberof proxiesgrow, it is necessaryto take load off the server (in termsof the numberof requests

processedand the amountof statemaintained)and thusavoid swampingthe server or the creationof hot spots.

A straight-forward way is to organizeproxiesinto a hierarchy, sincehierarchiesaresynonymouswith scalability.

However, [40] shows thatmulti-level hierarchiesworsenuserresponsetimesby a factorof about2; this is mainly

duethefacttherequestsreceivedby leafproxies(thoseat thelowestlevel) areforwardedto their immediateparents

if they do not cachetheobjectandif neitherof theproxiesin thehierarchy cachetherequestedobject,this request

forwardingcontinuesall the way all to the server beforea responseis �nally generated.Hencewe borrow their

ideaof hint caching, andorganizea clusterof proxiesinto logical, per-object,one-level hierarchiesfor ef�cient

disseminationof updatesand/orinvalidates.Suchhierarchiestake theburdenoff theserver in termsof thenumber

of proxiesit mayneedto communicateto in orderto propagatedupdates/invalidates(asmorethanoneproxy may

cachean object). At the root of theselogical hierarchiesexist whatwe refer to in the restof this reportasleader

proxiesor leaders. Theotherproxiescachingthesameobjectwill henceforthbereferredto asmemberproxiesor

members, asthey aremembersof theobject'sgroup.Thereforeanobject'sgroupcomprisesa leaderandpotentially

oneor moremembersandtheserver doesnot have to maintainstatefor all proxiesthatcacheanobject; rather, it

only needmaintainper-objectstatestatefor oneproxy- theleader. Theleaderin turnmaintainsa list of proxyidsor

IP Addressesrepresentingits membersandin additionmanagestheleasesfor objectsit represents;i.e., in addition

to formingachannelvia whichupdatesandinvalidatesmaybepropagated(asobjectchangeat theserver) to proxies

thatcacheanobjectit is theleaderfor (i.e., its members),it alsomaintainsleaseinformationandmakesthedecision

of whetherto renew a leaseor not. Whena leasefor an objectexpires, it is the leader's responsibilityto decide

whetherto renew theleaseor not. A leaserenewal involvesaleadersendingarequestto theserveraskingfor afresh

leasefor anobject.

Giventheabove introduction,we studythefollowing issuesthatareimportantfor scalableconsistency solutions

for CDNs,usingextensivesimulationsandaprototypeimplementationof ouralgorithms.

� Leader selectionschemes:Thedecisionof whichproxybecomesleaderfor anobjectis animportantone,as

wewill seelaterin thereport.Westudytwo leaderselectionschemes,by whichaproxyis pickedasleaderfor

aper-objectgroupandcomparehow well theseschemesbalanceloadacrossproxiesandthenetwork overhead

generated.Notethat if thenumberof proxiesincreaseby largenumbers,a one-level proxy organizationwill

not scaleasleadersthemselvesmaysuffer from overload.In suchcases,a multi-level hierarchy organization

of proxiesand/orthedivisionof theproxiesinto morephysicalgroupsarepossiblesolutionthatcanscale(3).
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� Cooperative caching: Suchtechniqueswhenemployedamonga groupof proxiesareknown to help in im-

proving hit ratiosanduserresponsetimesbut at thecostof increasednetwork bandwidthusage.Cooperation

betweenproxiesgeneratesnetwork traf�c asit necessitatescommunicationbetweentheproxiesfor locatingan

objectrequested.Severalsuchtechniqueshavebeendevelopedandstudiedin detail[43,12,17,28,34,38,49].

While this is orthogonalto the goal of maintainingconsistency, the trade-off of potentiallyachieving better

userresponsetimesversushighernetwork bandwidthusagehasto beaddressed.

� Propagationof updatesand/or invalidates: Whenanobjectchangesat theserver, for server-basedconsis-

tency schemes,it is necessaryto propagatethesechangeseitherin theform of updatesor invalidatesto proxies

holdingcachedversionsof theobject.While [25] measuresgainsinvolvedin piggybackinginvalidatesalong

with reply messagesin orderto lower thenumberof IMS requests,and[30] investigatesdelta-encodingasa

meansof updatepropagation,only [13] proposesatechniquefor decidingthebasisfor propagatingupdatesor

invalidates.Thisdecisionis animportantoneasthepropagationof updatesis potentiallymoreexpensive that

thepropagationof invalidatesin termsof network bandwidthconsumption.[13] addresseswaysto propagate

eitherupdatesor invalidatesbasedon thethenumberof requestsfor anobjectandits updatefrequency at the

server. They proposea protocolwherereplicaorigin serverscommunicatethe numberof requestsreceived

to their parentsandso on till the origin server getsthe information,aggregatesit, anddecideswhetherto

propagateupdatesor invalidates.While employing leases,weproposepoliciesthatareapproximationsof the

abovementionedtechnique,andstudyhow theseaffectnetwork bandwidthconsumption.

� Eager vs. Lazy LeaseRenewal: Thedecisionof whetherto renew a leasefor anobjectin aneagermanner

or in a lazy manneris alsoan issuethatneedsto beunderstood.Leasesaresaidto be renewed in aneager

manner, if leaderspro-actively decideonsomebasis,whetherto renew aleaseor not. Ontheotherhand,leases

aresaidto berenewedin a lazymannerif the leaderdoesnot renew a leaseon expire. In sucha situation,a

leasefor anobjectgetsrenewedonly on thearrival of a requestfor theobject. We studythesetechniquesin

termsof network overhead,serveroverheadandresponsetimes.

� Scalability issues:With thegrowth of a CDN andincreasein popularityof objects,thestatespaceoverhead

increasesin termsof amountof stateto bemaintainedin thesystemdueto growing numberof proxies,and

thenetwork overheadincreasesdueto increasednumberof requestsprocessed,increasednumberof control

messagesetc,to namea few. Oneway to reducenetwork bandwidthconsumptionis not to propagateall the

updatesattheserver. Assuminguserscantolerateoccasionalviolationsof consistency guarantees,wepropose

techniquesby which thefrequency of updateor invalidatepropagationadaptsto varyingnetwork andserver

load. In addition,we alsoevaluatethescalabilityof leasesin multi-level hierarchicalorganizationof proxies

andalsowith increasingnumberof groupsof proxies.

Therestof thepaperis organizedasfollows: Earlierin thissectionweintroducedsomeof therelatedwork in this

area.Section2 describessimilar work in moredetail. Section3 elucidatesour algorithms,techniquesandpolicies.

In Section4, we presentresultsof experimentswe conductedusingsimulationsanda prototypeimplementation.

Finally in Section5 weconclude.
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2 Related Work

A lot of techniques(proxy-based,server-basedandhybridsof these)for maintainingproxy cacheconsistency and

deployablein individualproxieshavebeendeveloped.Someof theseinclude:

� Periodic-polling [19] : Proxiespoll theserverperiodicallyandpull changesto objectsit caches.Suchmech-

anismsresultin unnecessaryconsumptionof network bandwidthfor polling, especiallywhenobjectspolled

for arestaticor arechanginginfrequently.

� Time-to-live (TTL) values [29]: Serversassociatetime valueswith requestedobjects. Proxiescanserve

requeststo suchobjectsfor a durationequalto theassociatedtime valueof theobject. Oncethis time value

lapses,a laterrequestsnecessitatetheproxy to issueanIMS requestto theserver to checkwhethertheobject

haschangedand if so, get the new object beforeit respondsto the client request. If TTL valuesare not

carefullyassigned,sucha mechanismmayresultin a largenumberof IMS requests,if TTL valuesaresmall,

andobjectschangeinfrequently.

� Adaptive TTL [6]: Hereproxiesprovide serverswith feedbackaboutanobject's popularityandthusenable

theserver to computesuitableTTL valuesfor objectsratherthanassign�x edor arbitraryTTL values.

� Time-to-refresh(TTR) techniques[39, 41]: Theseinvestigateproxy-basedtechniquesfor maintainingboth

individual andmutualconsistency for cachedweb objects. The ideahereis to provide user-desired�delity

or consistency guaranteesby makingproxiestracktherateof changeof objectsthey cache,at theserver and

thus intelligently adapttheir polling frequency to the rate at which cachedobjectschange. This way, the

mechanismnot only providesconsistency guarantees,but alsooptimizesnetwork bandwidthconsumptionby

polling only whenrequired.

� Server-basedinvalidation [25]: Theserver takestheonusof ensuringconsistency of objectscachedat the

proxiesby maintainingstateaboutsuchproxiesandpropagating invalidatesto proxiesasandwhenobjects

cachedat theproxieschange.Suchmechanismsinvolve maintainingstateat theserver aboutwhich proxies

cachewhatobjects.

� Adaptive Leases[10]: Theserver employs the leasesmechanism,which determinesfor how long it should

propagateinvalidatesto theproxies.Thiswork alsopresentspoliciesusingwhichappropriateleasedurations

arecomputedsoasto balancethetrade-offs of statespaceoverheadandcontrolmessageoverhead.

� Hybrid techniques- PoP, PaP [9]: This work delvesinto thedetailsof whenproxiesshouldpull datafrom

serversandwhenserversshouldpushdatato proxies/clientsandalsothoroughlyevaluatesschemes.

It shouldbeeasyto seethatthesetechniquescannotbedeployeddirectly into largenetworkscomprisingseveral

proxies,just becausethey do not scale.Thesetechniqueshave beendevelopedkeepingindividual proxiesin mind,

andnot taking into considerationtheexistenceof a largenumberof proxiesthatmayneedto communicatewith a

server. However, someof them,if carefullyextendedcanserve thepurpose.
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Cacheconsistency in CDNshasnot receivedasmuchattentionasfor individualproxies.Recently, [13] suggests

a schemefor managingconsistency in CDNs, and hasbeenmentionedin the previous section. They addresses

consistency issuesbetweenmasterorigin servers and replicaorigin servers. Therefore,maintainingconsistency

betweenreplicaorigin serversandintermediateproxiesis notanareathathasreceivedany attentionatall. While no

otherresearchhasgoneinto thisspeci�c area,othershave toucheduponwaysto maintainconsistency in large-scale

systems.

In [33], they suggestadistributedcachingarchitecturethatusesacentralcontrollerto keeptrackof popularobjects,

basedontheassumptionthatwebrequestsfollow Zipf-lik edistributionsandhencetry to maintainfreshnessfor such

objectsonly. Client-basedconsistency solutionscanpossiblyprovideconsistency guaranteesthatarecloseto server-

basedschemes,but arenotasgood,sinceall theinformationconcerningtheoriginal copiesof theobjectscachedat

theproxiesresideat theserver. Thesuggestedsolutionis acentralizedoneandis not likely to scalewith thegrowth

of suchnetworks. Moreover, this mechanismonly addressespopularobjectsandnot all objectsandhencedoesnot

provide strongconsistency guarantees.[48] suggesta mechanismwhich employs leasesandan application-level

multicastschemeto propagate invalidates. However they assumemulti-level hierarchicalorganizationof caches,

they employ a lazy leaserenewal techniqueandsuggesttheuseof heartbeatmessagesto communicateinterestin

objectsbetweenchild andparentcaches.In [46, 45, 47], the authorsintroduceVolumeLeasesasa consistency

solution. This amortizesthe leaserenewal overheadover volumesof objects.Someothertechniquesthey suggest

include delayedinvalidation as a schemeto reducenetwork overhead;note that theseschemesdo not provide

consistencyguarantees. In addition they note that leaserenewals may be prefetchedto keepclientsandservers

synchronizedfor longerperiodsof timeeitherby pull or push-basedmechanisms.

While theabove mentionedtechniquesfocuson theuseof application-level multicastandgroupingof objectsinto

volumesto reduceleaserenewal overhead,we studyseveralotherissuesandproposenovel scalabletechniquesto

keepresourceusagelow andyetprovideconsistency guarantees.

3 Consistenc y Semantics, Algorithms and Policies

Beforewe proceed,we shalltouchuponexisting typical architecturesof CDNs.See�gure 1. As mentionedearlier,

aCDN consistsof thefollowing:

� Servers: Masterorigin serveranda few replicaorigin servers.

� Proxies:Thesesit in betweenclientsandtheservers.

We assumethatstrongconsistencyexistsbetweenthesemasterandreplicaorigin servers.For moreinformation

onthis,onemayread[13]. Giventhatthereplicaserversareconsistentwith themasterorigin server, in whatfollows,

weaddressconsistency semantics,algorithmsandvariouspoliciesthatmaybeemployedfor deploying leasesasan

ef�cient mechanismfor maintainingcacheconsistency betweenreplicaserversanda �x ed groupof proxiesin a

CDN.
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3.1 Consistenc y Semantics

Consideraproxy in aCDN whichcachesfrequentlyaccessedobjectsfrom areplicaserver to improveuserresponse

times. Consideronesuchobjecta. Assumeall objectshave associatedversionnumbers.Also assumethat these

versionnumbersincreasemonotonically, i.e., every updateto anobjectcausesits versionnumberto increaseanda

proxycachenever replacesanexistingversionof anobjectwith anolderversion.

Now let Pa
t be the versionof a at the proxy andSa

t be the correspondingversionat the server. We say that

a consistency mechanismis strongly consistentwhen8t; P a
t = Sa

t . If we take network delaysinto account,and

assumea delay d in transferringa versionof an object from the server to the proxy, then the above condition

becomes8t; Pa
t = Sa

t � d.

While it is mostdesirableto providestrongconsistency guarantees,sometimesmeetingtheseguaranteesmaynot

bepracticaldueto thevery high overheadinvolved(which we will seelater in Section4). In suchcases,assuming

clientscantolerateoccasionalviolationsof consistency guarantees,we relax theabove de�nition andsaythatsys-

temsneedonly provide a weaker notionof consistency we call � -consistency. i.e.,a client maynot seeall updates

to anobjectit is interestedin, but is guaranteedto seeanupdateonceevery � time units. More formally, we say

thatmechanismsthatprovide � -consistency guaranteesshouldsatisfytheconditionthat8t; 9� ; 0 � � � � such

thatPa
t = Sa

t � d� � .

CDNsshouldemploy mechanismsthatsatisfytheabove conditionsin orderto provide strongor � -consistency

guaranteestherebyensuringthatthepopulationof clientsthatthey serve,dono receivestaledata.

3.2 Deplo ying Leases in CDNs

We useleases[18] asa mechanismto achieve cacheconsistency in CDNs.Givena �x edphysicalgroupof proxies,

whichwehenceforthreferto asacluster, wenow describemeansby which leasesmaybedeployedin CDNs.When

a proxy receivesa requestfor anobjectit doesnot have a valid leaseon, it forwardstherequestto theserver, which

thengrantsa leasefor the objectandsendsthe objectto the requestingproxy. A leaseis a contractgiven by the

server to theproxy, whichsaysthat,for thelengthof thelease,theserver will propagateall changesto theobjectat

theserver, to theproxy. [10] presentsdifferentpoliciesfor intelligent leasedurationestimation.At theendof the

leaseduration,if aproxy is still interestedin theobject,theleasegetsrenewed;in addition,proxiesensurethatthey

have valid leaseson objectsthey serve requestsfor. As a result,thesystemensuresstrongconsistency betweenthe

server andproxies.Now, sincemany proxiesmayrequestthesameobject,it is inef�cient for theserver to maintain

leaseson a per-proxy basis.Moreover, theoverheadfor maintainingmultiple leasesfor anobjectandpropagating

updatesfor anobjectto multiple proxiesis not a scalablesolution,giventhatthenumberof proxiesin a CDN may

grow to severalthousands.Henceanapproachthatguaranteesscalabilityis to electaleaderproxyvia whichchanges

to anobjectmaybepropagatedto otherproxiesthatcachetheobjectusinganapplication-level multicastscheme.

However, useof a �x edhierarchy with asingleleaderproxy, suffersfrom thesameproblemsof highstatespaceand

controlmessageoverheadthattheserversuffersfrom. We thereforeemploy adynamicgroupingmechanismwithin

a cluster. Proxiesthatcacheanobject,form a logical multicastgroup,with onesuchproxy assumingleadershipof
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thegroup. Hence,scalabilityachievedandin addition,the loadgetssharedamongall proxiesin thegroup. More

simplysaid,thereareasmany leadersandmulticastgroupsasthereareobjectcachedin thecluster.

With this introduction,wenow presentleaderselectionpolicies,consistency algorithmsthatemploy co-operation

and how they differ from thosewhich do not employ co-operation,eagerversuslazy renewal policies, and two

policies basedon which, updatesand/orinvalidatesmay be propagated. In Section4, we presentexperimental

evaluationsof all these.

3.2.1 Leader Selection Policies

Herewepresenttwo policiesby which leaderproxiesmaybeselectedonaper-objectbasis:

� First Proxy-basedscheme: Here,we employ a simplestrategy. The �rst proxy in the groupto receive a

requestfor anobjectbecomesleaderfor theobject. Theproxy forwardstherequestto theserver; theserver

thenmarksthisproxyasleaderandrepliesto therequestwith theobjectrequestedandsendsit a leasefor the

object.While suchaschemeprovesto beef�cient for asinglelevel hierarchy organizationof proxies,weshall

presenta schemeto scalethis techniqueto multi-level hierarchieslater in this section.Theexperimentsthat

comparethebene�tsof thisscheme,with ahash-basedscheme,for multi-level hierarchiesarenot includedin

this report.However, resultswhichestablishthefactthatthismethodindeedscaleswill bepresented.

� Hash-basedscheme:Here,the �rst proxy to geta requestfor anobjectin thegrouphashestheURL of the

objectrequestedto a number. This numberrepresentsthe id of a proxy, which is to be the leaderproxy for

theobject.Therequestalongwith theleaderproxy id getsforwardedto theserver; theservernotestheleader

id for theobjectandsendstheobjectto boththerequestingproxy andtheleaderproxy (if differentfrom the

requestingproxy). Theserver alsosendstheleasefor theobjectto theleader. This methodmaybeextended

to dealwith multiple levels of hierarchy, if the hashingfunction is madeto returna hierarchy of proxy id's

given the object's URL andthe branchingfactordesired;i.e., the executionof sucha hashingfunctionwill

determinewhichproxycommunicateswith whichotherproxy in thelogicalmultilevel hierarchy, onbehalfof

requestsfor anobject.

3.2.2 Co­operation between proxy caches

While co-operative cachingtechniqueshave beenwidely studiedand are known to achieve betteruser-response

times, they are also known to signi�cantly increasethe communicationoverheadbetweenco-operatingentities.

We employ the following directory-basedco-operative cachingtechnique[27, 15, 40]. Eachproxy in the cluster,

maintainsa directoryof object-leaderIdmappings.Assuminga �rst proxy-basedschemeof leaderselection,if a

proxy is the�rst to receive a requestfor anobject,it looksup its directoryandseesthata leaderdoesnot exist for

the object. It thenissuesa requestto the server for the object. The server repliesto this requestwith the object,

a leasefor theobjectandrecordsthe id of this proxy asleaderfor theobject. This proxy which is now the leader

for the object issuesa broadcastmessageto the groupclaiming itself asleaderfor the object. All proxiesrecord

this informationin their directories.From this point on, any otherproxy in the clusterthat receivesa requestfor

this object,neednot forwardtherequestto theserver, but forwardstherequestto theexisting leaderfor theobject.
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Sincethe leaseon theobjectimpliesall changesto theobjectwill bepropagatedto the leaderproxy by theserver,

every otherproxy in theclusteris guaranteedto get the latestversionof theobjectfrom the leaderproxy. This is

consideredcheaperthanfetchingtheobjectfrom theserver. Henceco-operationbetweenproxiesyieldsbetteruser

responsetime. In thecasewherethereis no co-operationbetweencaches,thedifferencesareasfollows: Proxies

do not communicatewith eachotherfor the retrieval of an object,which may alreadybe cachedin a cluster. All

requestsfor objectsthatarenot locally cached,areforwardedto theserver. However, logical multicastgroupswill

be formedfor update/invalidatepropagation, to ensurescalability. Leadersstill exist, but on becominga leader, a

proxy doesnot broadcastthis informationto thegroup;however, theserver which electsthe �rst proxy to request

anobjectasleader, piggybacksthis leaderinformationon all repliesto furtherrequestsfor this object.This is done

so thatproxiesknow whereto communicatetheir disinterestin theobject. Theserver alsosendsa messageto the

leaderaskingit to addadistinctrequestingproxyasmember. Thisway, achannelis setupfor ef�cient logicalgroup

maintenancefor update/invalidatepropagation,onaper-objectbasis.

3.2.3 Lease Renewal and Termination

In additionto maintaininga directory, eachproxy in thecluster, which potentiallybecomesa leaderfor anobjectat

somepoint,maintainsa membershiplist dynamically. Sucha list allows a proxy to identify whichotherproxiesare

membersof amulticastgroup,for whichit is theleader. Thisallowsaleaderproxyto multicastupdatesor invalidates

for anobject(usinganapplication-level multicast)only to memberproxiesin thegroup(i.e., thoseproxieswhich

cachethis object). The membershiplist de�nes thoseproxiesthat areinterestedin the object. A proxy is saidto

be interestedin an object if it hasreceived a requestfor the objectwithin somet time units wheret, is a tunable

parameter. If the proxy hasnot received a requestfor an object it cacheswithin the last t time units, it issuesa

terminaterequestto its leader. This is truefor thecaseof noco-operationalso.Theleaderthendeletesthismember

proxy from its group.

Here is a simpleway to deploy this leaseterminationpolicy: We areprimarily addressingconsistency for static

objectsandnot streamingobjects;it is well-known thatLRU is themostcommonlyusedcachereplacementpolicy

for suchobjects.LRU maybe implementedasfollows: If anobjectreceivesa request,placeit at theheadof the

list. For suchanimplementation,somefractionof thetail of theLRU list, is wherecandidatesfor terminationexist

i.e., this region of the LRU list hasobjectsthat have aged. Note that onemay arguethat the whole point about

maintaininganLRU list is that futurehits for objectsareexpected.However, [7] shows thatWebtraf�c follows a

Zipf-lik e distribution andthatonly 25%of theobjectscontribute to about70%of the traf�c andarethereforehot.

Giventhis result,we expecttherestof the75%of theobjectsto residetowardsthetail of theLRU list. Therefore,

every t timeunits,aproxymayscantheLRU tail for objectsthathavenot receivedrequestsfor over t timeunitsand

issueterminaterequestsfor suchobjects.This aswe seeis very easyto implementin today's proxy cacheswhich

mostlyemploy theLRU cachereplacementpolicy, theonly additionalrequirementbeingtheneedfor a timer that

signalsascanof theLRU tail every t timeunits.

If a leaderreceivesterminaterequestsfrom all its members,andit itself is not interestedin theobject,it terminates

the leaseandissuesa messageto all proxiesin theclusterandto theserver informing all that it is no moreleader

andthat the leaseon theobjecthasnot beenrenewed. If on theotherhand,at theendof a leaseduration,a leader
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hasat leastoneinterestedmember, it issuesa messageto theserver requestingrenewal of the lease.Notethat this

approachis similar to pruningin multicastprotocols.After leasetermination,thenext proxy in theclusterto receive

a requestfor theobjectassumesleadershipandtheprotocolexecutesasdescribed.

While it may be expectedthat the messageoverheadindeedincreasesby employing a mechanismthat provides

consistency guaranteesin CDNs,suchanoptimizationshouldarguein favor of leasesasacandidatemechanismfor

achieving strongconsistency, in termsof pro-activereductionin themessageandstatespaceoverheadby discarding

stateof objectsthatno oneis interestedin. Also notethat this optimizationis not compute-intensive anddoesnot

maintainany morestatethanis usuallymaintainedin proxycachestoday.

3.2.4 Lazy Lease Renewal

Therenewal policy describedabove is aneager renewal policy, whereif at leastoneinterestedmemberfor anobject

exists,theleaderfor theobjectissuesrenew requeststo theserver. Anotherrenewal policy is thelazypolicy. Here,

whenaleasefor anobjectexpires,irrespectiveof theexistenceof interestedproxies,theleaderproxydoesnotrenew

thelease.Theleaderinsteadsendsmessagesto all currentmembersfor anobjectinforming themthattheleasefor

theobjecthasexpiredandthat they shouldnot serve further requestsfor theobjectlocally. In addition,the leader

discardsits membershiplist. However, thenext requestfor theobject,at theexisting leaderor any otherproxy in the

cluster, triggersa renewal of thelease,andtheprotocolexecutesasdescribedabove.

As we shallseein thefollowing section,thetrade-offs of theabove two policiesarethatwhile thecontrolmessage

overheadand the statespaceoverheadare lessfor the lazy renewal policy, the hit ratio, responsetime anddata

transferoverheadaresigni�cantly worse.We do expecttheperformanceof botheagerandlazy renewal policiesto

convergewith increasein thedurationof theleasesgrantedby theserver.

3.2.5 Propagation of updates and invalidates

Thecostof propagatingupdatesor invalidatesdiffer widely (seeSection4). Sincenetwork overheadis something

we would like to keeplow, the decisionof whento propagateupdatesor invalidatesbecomesan interestingone.

While this problemhasreceivedlittle attention,a recentstudy[13] addressesthis issueto someextent.Somestudy

hasmeasuredthegainsin piggybackingof updatesalongwith repliesto IMS requestsreducethenumberof IMS

messages[25] andanotherhasstudieddeltaencoding[30] to make updatepropagationlessexpensive. However, in

orderto computeandpropagate'deltas'of objects,a historyof thechangesto anobjecthasto bemaintainedat the

server; this is extrastaterequired.

Althoughit is not commonfor server to propagateupdatesto proxiesthesedays,theeffectsof co-operationare

realizedonly whenpush-basedserversareusedfor updatepropagation. Thereforeour default algorithmrequires

a server to propagateupdatesto leaders,while leaderspropagate invalidatesto their members.On receiptof an

invalidate,a memberproxy evicts theobjectfrom its cache,forcing thenext requestfor objectto fetchthecurrent

versionfrom theleader, if oneexists,or from theserverotherwise.

Wenow presentthefollowing policiesthatmaybeemployedfor update/invalidatepropagation:
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� Popularity of an object: Intuitively, the propagation of invalidatesis goodto help alleviate proxiesof the

work requiredto updateobjectsthey cachedueto changesat theserver. However, this is usefulonly whenthe

popularityof anobjectis low. If anobjectis popular, andaserverpropagatesonly invalidates,theneveryother

requestfor theobjectgeneratesGETmessagesfor theobjects;this resultsin prohibitivenetwork overheadfor

largesystems.Hence,if anobjectis popular, it shouldbemoreef�cient to propagateupdatesthaninvalidates.

Now usingouralgorithm,wecanestimateobjectpopularityor objectinterest,by keepingtrackof thenumber

of successive leaserenewalsgrantedfor anobjectbeforea leaseis terminated.A highernumberof successive

renewals indicatescontinuinginterestin the object. Let the numberof successive renewals be Rsucc; then

a server administratorcould associatea thresholdnumberof renewals for objectshousedat the server (say

Rthr esh) andassertthefollowing:

if (Rsucc � Rthr esh)

propagateINVALIDATEs

else

propagateUPDATEs

� Object size: Anothersimplepolicy that a server mayemploy is that if the sizeof anobject,Sobj , is small,

propagatetheupdate,sincetheincrementalcostoverpropagatinganinvalidateis small.Hereagain,choosing

a thresholdsize(saySthr esh) is theadministrator's job. Thuswehave:

if (Sobj � Sthr esh)

propagateUPDATE messages

else

propagateINVALIDATE messages

� Hybrid Policy We could combinethe above two policies to work so as to propagateupdatesnot only for

popularobjects,but if they aresmalltoo.

if (Rsucc � Rthr esh)

if (Sobj � Sthr esh)

propagateUPDATE messages

else

propagateINVALIDATE messages

else

propagateUPDATEs

12



Now giventhatwehaveahandfulof possibilities,thequestionwetry to answeris whatthresholdoneshouldpick.

Saywe usean invalidate-onlyscheme.Let thenumberof requeststhatarrivedat proxiesin theclusterfor objects

thathave beeninvalidatedin their cachesben inv . We suggestthat,picking a thresholdthatallows thepropagation

of aboutn inv updatesis agoodapproximationof whatis required.This is intuitivebecauseif thenumberof updates

far exceedsn inv , thenit is likely that thesupply(numberof updatespropagated)exceedsthedemand(numberof

requests),which is thereforewastedeffort. Theseideasareevaluatedin Section4.

Note that the above mentionedpoliciesdo not requirerecursive exchangeof informationin the systemto �nally

accumulateat theserverbeforeadecisionof whetherto propagateupdatesor invalidatesis takenaswith techniques

proposedin [13].

3.2.6 Adapting to Server and Network Load

It is impossibleto predictserver andnetwork loadsin the Internettodaydueto unpredictableuser-accesspatterns

andlargevariationin updatepatterns,dependingon how dynamicobjectsare.If objectsat a server becomehot, (i)

thenetwork overheadincreasesdueto increasedrequestsfor theobject,replies,renewal requestsetc(ii) theserver

overheadinvolved in maintainingconsistency increases(statefor leases,leasedurationcomputation,leaderproxy

informationetc). If theseloadsbecomehigh, theperformanceof suchnetworksdegrade.It is necessaryto employ

mechanismsto dealwith suchburstsof load.

Most applicationstodaycantolerateoccasionalviolationsof consistency guarantees.Assumingthis, we suggest

thata way to dealwith suchburstsis to relaxthestrongconsistency guaranteesandnot propagateall updatesto an

object.Instead,theserver needonly propagateonechangeevery � time units,where� is eithera user-input to the

systemor parameterthatis computedbasedonbottleneckresources(theserveror thenetwork).

A simplewayto implementtheideais to keeptrackof bottleneckresourcesfor �x edtime intervalsandcomputethe

frequency at which updates/invalidatesshouldbepropagatedto theusersfor thenext suchtime interval, depending

ontheloadrecordedin thepreviousinterval. Theservershouldpropagateupdatesat leastonceevery� timeunitsin

orderto guarantee� -consistency or better. If theserverpropagatesoneupdateevery t timeunitswhere0 � t � � ,

thenwesaythatthefrequency f = 1
t . Thusf lies in therange[ 1

� ; 1 ].

Let Rthr esh denoteathresholdthatrepresentseithertheserver loadthresholdor thenetwork loadthreshold.Note

thatweusethenumberof leasesmaintainedat theserver to measureloadof theserver, andthenumberof messages

received andsentby the server to measurenetwork load. For the (k � 1)th �x ed interval of length t, let Rk� 1

representeithertheserver loador thenetwork load.

We presenttwo functionsor policiesthatwe useto computet k , the time betweentwo updatepropagationsand

hencethefrequency for thek th interval, f k .

� Policy 1:

Allow tk to varydirectlywith loadasfollowsandguaranteeconsistency levelsbetween� andstrongconsis-

tency:

tk =

8
><

>:

0 if Rk� 1 � Rthr esh

� if Rk� 1 � 2 � Rthr esh
Rk � 1 � R thr esh

R thr esh
� t otherwise
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� Policy 2:

Use the following stepfunction that guaranteesstrongconsistency if the load is below thresholdand � -

consistency whentheloadgoesabove thethreshold.Notethat� maybeauserinput.

tk =

(
0 if Rk� 1 � Rthr esh

� otherwise

Thesecondpolicy above, is relatively straight-forward.We thereforeevaluateonly Policy 1 in Section4.

3.2.7 Scaling the Leases technique

As CDNsbecomemoreandmoreusefulandpopularandthedemandsof clientsincrease,it is logical to addmore

proxiesto thenetwork to dealwith additionalload. Therearetwo waysin which this canbedone.(i) Proxiesmay

beaddedto eachclusterand(ii) thenumberof clustersmaybeincreased.

� Multiple Clusters: Here,while theconsistency algorithmfor a clusteraspresentedabove remainsthesame,

additionalstatehasto bemaintainedat theserver on a per-clusterbasis.This includesmaintainingof leaders

andleaseson a per-object,per-clusterbasis.Therefore,if proxiesin multiple clustersareinterestedin anob-

ject,theserverpropagatesupdatesto multiple leadersandthey in turn,propagateinvalidatesto theirmembers.

Also, themaintenanceof leasesonaper-clusterbasisallowsthealgorithmto addresstheneedsof eachcluster

independentlyandthereforeadds�e xibility to thesystem.For instance,a serveradministratormaychooseto

employ aspeci�c leasedurationcomputationtechnique[10], for aspeci�c cluster, and/ormonitortheloadon

eachclusterindependentlyetc.

� Multile vel Hierar chies: If thenumberof proxiesin a clustergrow, thenthelogical one-level hierarchy will

not scale,especiallywhenIP multicastis not employed. This is so becausethe amountof work neededto

disseminatedatato andmanageleasesfor growing numberof proxies,increases.To dealwith this scalability

problem,wepresentagenericmethodof creatinglogical,N � ary, L � level per-objecthierarchiesof prox-

ies,whereN maybeaninput to thesystem.This helpsreducethework leaderproxiesneedto do in orderto

propagateinvalidatesto their memberproxies.As we shallseein Section4, the �r st proxy-basedschemeof

leaderselectionis moreef�cient in termsof network bandwidthusagethanhash-basedschemes.Moreover,

theprobabilityof makingproxieswhich arenot interestedin anobjectpartof its groupis higherwith hash-

basedschemes.In a multi-level hierarchicalorganization,if a hash-basedschemeis used,while eachproxy

in a clusterwill know which otherproxy is its parentby executionof somefunction,it is not thateasyin the

�rst proxy-basedschemeandadditionalmechanismshaveto beemployed.Sowhile it wasbrie�y mentioned,

how thehash-basedschememaybeextendedto multiple levelsearlierin thissection,theextensionof the�rst

proxy-basedschemeis not asstraightforward. While theextensionmaybeaccomplishedin many ways,we

presentonesuchmechanismthat is ef�cient for our purposes.Somealreadyexisting protocolsinclude[14],
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Figure 2: Multilevel hierarchy examplewith branchingfactor= 2

[26].

Here,asthenamesuggests,the�rst proxy in theclusterthatreceivesa requestfor anobject,becomesleader

for theobject. This informationis broadcastto thecluster. Hence,otherproxiesthat receive requestsin the

clusterforwardtherequestto theleader. Theleadermakessuchproxiesits immediatechildrenaslong asthe

numberof suchproxiesis � N . To continuewith the descriptionof the protocol,we requirethat a proxy

keepstrackof thenumberof childrenproxiesin thesubtreerootedat eachof its members.If a proxy which

doesnot belongto the hierarchy requeststhe sameobject, the following protocol is employed: The leader

sendstheobjectto the requestingproxy andforwardsthe requestto any oneof its memberproxiesthathas

theleastnumberof children;if all membershave anequalnumberof children< N , thena memberis picked

at random. If all the membershave N childreneach,andthe leaderproxy hasN children,it forwardsthe

request(calledAdd-Memberrequestin theSection4) to oneof its children,pickedat random.Theprocess

recursively continuesuntil at somelevel of thehierarchy, a proxy with thelowestnumberof childrenproxies

is located.Suchaproxymakestherequestingproxyits child andthenew parentsendsamessage(calledJoin-

Merequestsin Section4) to therequestingproxy informing it of its action.Therequestingproxymakessuch

a proxy its parentandthusjoins thehierarchy. See�gure 2 for anexample. Theboxesrepresentproxiesin

thehierarchy andthe�elds correspondto childIds andthenumberof childrenin thesubtreerootedat childId

respectively. Sucha schemeaswe see,only involvesthoseproxiesthat are interestedin an object,unlike

thehash-basedscheme.However, with time, if membersin suchhierarchiesloseinterestin anobject,this in

effect reducesto a casewhereproxiesin thehierarchy becomesimpleforwarding proxies; i.e.,althoughthey

maynot serve requestsfor anobjectany morebecausethey do not receive any requestsfor theobject,they
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still forwardupdates/invalidatesto childrenproxiesthatareinterestedin theobject. Note thatwhena proxy

losesinterestin an object, it sendsa terminaterequestto its parent. The parentin turn shouldintimate its

parent(this goesall theway to theroot) of thesamesothatstateat theleaderconcerningnumberof children

in all subtreesgetupdated.ThesemessagesarecalledUpdateChildrenStatemessagesin Section4. Notethat

this ”join andleave” algorithminvolvesno multicastor broadcastandis thereforeef�cient in termsof its use

of availablenetwork bandwidth.Moreover, sincethatsubtreewith theleastnumberof children(or nodes)is

eventuallypicked,thetreeremainsfairly balancedatall times.

4 Experimental Evaluation

In thissection,wedemonstratetheef�cacy of leasesusingtrace-drivensimulationsandaprototypeimplementation.

In whatfollows,wepresentourexperimentalmethodologyandresults.

4.1 Simulation Envir onment

We designedanevent-basedsimulatorto evaluatetheef�cacy of theleases'techniquein maintainingcacheconsis-

tency betweenaserverandmany proxies.Thesimulatorsimulatesone/moreclustersof proxycaches(any number)

that receive andservicerequestsfrom several clients. Cachehits areservicedusing locally cacheddatawhereas

cachemissesaresimulatedby fetchingthe objecteitherfrom the server or from anotherproxy in the cluster(the

leader),in caseco-operativecachingtechniquesareemployed.Theproxiesareassumedto employ theleases'mech-

anismfor maintainingconsistency of cachedobjectswith their versionsat theserver.

For ourexperiments,weassumethataproxyemploysadisk-basedcacheto storeobjects.Weassumein�nite cache

sizes.Dataretrievalsfrom disk (cachehits)aremodeledusinganempiricallyderiveddiskmodel[] with a �x edOS

overheadaddedto eachrequest.We choosetheSeagateBarracuda4LP disk for parameterizingthedisk model[].

For cachemisses,dataretrieval time over the network is modeledusingthe round-triplatency, the network band-

width andtheobjectsize. Sinceproxiesareusuallydeployedcloserto clients,but distantfrom servers,we choose

3msand2MB/s asclient-proxylatency andbandwidth;the proxy-proxylatency andbandwidtharechosento be

75msand500KB/srespectively andtheproxy-server latency andbandwidtharechosento be250msand250KB/s

respectively (theseparametersassumeaLAN environment).In reality theseparametersvarydependingonnetwork

conditions,distancefrom sourceto destinationetc. Sincewe aremoreinterestedin consistency issues,theuseof a

simplenetwork modelsuf�ces.

4.2 Workload characteristics

To generatetheworkloadfor our experiments,we usetracesfrom actualproxies,eachservicingseveral thousands

of clientsover a periodof severaldays.We employ two tracesfor our experiments(NLANR andDEC traces).The

characteristicsof thesetracesareasfollows:

� NLANR Trace:

– TraceDuration:About15.5hours
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– Numberof ReadRequests:750000

– Numberof SyntheticWrites: 14385

� DECTrace:

– TraceDuration:About11.1hours

– Numberof ReadRequests:750000

– Numberof SyntheticWrites: 17126

Note: For few of the experiments,we neededthe numberof proxiesusedto grow to 15 or even 20. Due to

memoryconstraints,we have not beenableto simulate750000requestsfor thesecases.In mostof suchcaseswe

managed500000requests(for NLANR: it equals10.5hours,for DEC it equals6.5hours)andin onesuchcasewe

usedonly 490000requests(only for NLANR: it equals10hours).

Eachrequestin the traceprovidesinformationsuchasthe time of the request,the requestedURL, the sizeof

theobject,theclient makingtherequestetc.Determiningwhenobjectsaremodi�ed is crucialto cacheconsistency

mechanisms.Weemploy anempiricallyderivedmodelto generatesyntheticwrite requests(andhencelast-modi�ed

times) for our traces. Basedon observationsin [], we assume90% of all web objectschangevery infrequently

(i.e.,have anaveragelife time of 60 days).We assumethat7% of all objectsaremutable(i.e.,have anaveragelife

time of 20 days)andtheremaining3% of objectsarevery mutable(i.e., have anaveragelife time of 5 days).We

partitionall objectsin thetracesinto these2 categoriesandgeneratewrite requestsandlastmodi�ed timesassuming

exponentiallydistributedlife times.Thenumberof syntheticwritesgeneratedfor bothtracesis asshown above.

If correspondingNLANR andDEC resultsarecompared,subtledifferencesmay exist dueto (i) differencein

read/writeratiosand(ii) differencein theclient requestdistributionacrossproxiesin acluster.

4.3 Experiments with NLANR Trace

4.3.1 Constants

Unlessexplicitly mentioned,all ourexperimentshave thefollowing:

� Traceused: About15hoursof NLANR Trace(750000requests).

� Number of proxies: 10Proxies.

� Cooperation: Proxiesin aclusterco-operate.

� LeaseDuration: Weemploy a �x edleasedurationof 30minsfor all leases.

� RenewalPolicy: Weemploy aneagerrenewal policy for renewal of leases.

� LeaseTermination Policy: If a proxy doesnot receive a requestfor anobjectfor 30 mins,it concludesit is

not interestedin theobject.

� MessageCounting: Wecountamulticastmessageasn messages.
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� CacheHit: Ability of theclusterto servea requestwithoutcontactinganexternalentity.

� Client-Proxy mapping: is achievedby useof asimplehashingfunction(clientId% NumberOfProxies).

� GET Message:is issuedif anobjectis not locally availableOR if anobjecthasbeeninvalidated(countedas

1 message).

� IMS Message: is issuedonly if an objectexists in a proxy cache,but thereexists no authoritywithin the

clusterto serve it. i.e., its leasehasexpired(countedas1 message).

� RenewMessages:serve asIMS messagesalso,but arecountedseparately. This is doneto addressa real

scenario,whereanobjectchangesat theserver betweenthetime therenew requestis issuedandthetime the

requestreachesthe server. In sucha case,the reply from the server hasthe following (newLease, newOb-

jectVersion).

� 304Messages:arerepliesto IMS/Renew requestsif theobjectastheserver hasnot changed(countedas1

message).

� Terminate Messages:areissuedfrom memberproxiesto leaderproxiesif aproxyhasnot receiveda request

for 30mins(countedas1 message).We choosethis durationas30 minssincewe areemploying �x edleases

for ourexperiments.Terminatemessagesareissuedfrom leaderproxiesto serverandall proxiesin thecluster

if it hasnomembersAND it hasnot receivedrequestsfor anobjectfor 30mins.(Countedas1 + n messages:

1 unicastto server, 1 broadcastto otherproxiesin thecluster).

� Update/Invalidate Propagation Policy: Push-basedmechanismsarenot commonlydeployed in practice.

However, the bene�ts of cachecooperationarebetterrealizedwhenupdatesarepropagated. We therefore

assumethat serverspropagateupdatesto leaderproxies,andthesein turn propagateinvalidatesto member

proxies.Hencewhile objectsdo getreplicatedacrossproxies,asmoreandmoreproxiesgetreceive requests

for anobject,if theobjectchangesat theserver, therewill exist exactly onecopy of thenew versionof the

objectin the cluster, while all othercopiesget invalidated.Theseinvalidatedcopiesat memberproxiesget

replacedwith thenew versionof theobject,on request.

4.3.2 Leader Selection

Wecomparethe�rst proxy-basedandhash-basedleaderselectionschemesin termsof loadbalancingacrossproxies

andnumberof messagesgenerated.While the hash-basedschemeachievesbetterdistribution of load acrossthe

proxies,for a 10-proxycase,the �rst proxy-basedscheme's loadbalancingis governedby therequestdistribution

acrossproxies(seeGraph3(a)). Graph3(a) plots the numberof requestseachproxy received andalsoplots the

numberof timeseachproxy in theclusterassumedleadershipusingbothschemes.If therequestingproxy hasthe

sameid asreturnedby thehashingfunctionalways,thehash-basedschemebecomesasef�cient asthe�rst proxy-

basedschemein termsof network bandwidthconsumption.If this is not thecase,thenumberof messagesgenerated

is far more(seegraph3(b) - uptoa 10%increase).For instance,therewill beat leastonemoreterminatemessage
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Figure 3: ComparingLeaderSelectionSchemesin termsof loadbalancingandmessageoverhead

issuedfrom memberto leaderthanin the�rst proxy-basedcase.Sincetheserver hasto sendtheleaseto theleader,

if theleaderis not thesameastherequestingmember, thenanextramessageis incurredfor sendingtheleaseto the

leader- calledExtraLeasemessages.Also, sinceobjectupdatesaresentto theleaderproxy �rst, andthenlatersent

to the memberproxieson demand,the numberof messagesrequiredto transferdataarehigherin the hash-based

scheme(seeFileTransfermessages).However, assumingthaton severaloccasionsthis is thecase,whatwe should

noteis that replicationof theobjecthappensat a ratefasterthanin the �rst proxy-basedcase,andhencethereare

fewerGETmessages,andmoreIMS messages.

Comparetheseresultswith thecorrespondingDEC resultin �gure 33. Therequestdistribution is not asskewedas

it is in NLANR, hencewhile thehash-basedschemeachievesclose-to-uniformloadbalancingthe�rst proxy-based

schemeis not faroff. In any case,the�rst proxy-basedschemeconsumeslessnetwork bandwidth.

4.3.3 Cooperative Caching

In this experiment,we vary thenumberof proxiesfrom 5 to 15 andcompareresultsthusgot. While thereis only a

slight increase(about2%) in the total controlmessageoverheadwhenthereis no co-operationemployedbetween

proxies,as we go from 5 to 15 proxiesin a cluster, the price paid for co-operationis the numberof broadcast

messagesmadeby a proxy whenit becomesleaderfor an objectandwhena leaseis terminated.This causesthe

controlmessageoverheadto increaseby 160%(Graphs4(a)and(b)). Sucha highernumberis dueto thevery high

read/writeratio of theNLANR traceused.Thepositive sideof this however, is that thereis animprovementof up

to 12%in hit ratios(Graph5(a))andabout5% in themeanresponsetime (Graph5(b)). Anotherclearadvantageis

that theserver performslesswork (in termsof thenumberof requestsprocessed)whenco-operationis employed.

This is becauseif anobjectexists in theclusterandhasa valid leaseon it, thenit is alwaysservedfrom within the

cluster, thustakingloadoff theserver. Fromthegraph5(c),we seethattheserver overheadreducesby up to about

5%.

Fromtheabove results(�gures 4 and5), alsonotehow themetricsvarywith increasingnumberof proxiesin the

cluster. With cooperation,thehit ratio, meanresponsetime andserver overheadremainprettymuchthesame,as
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we distribute the sameworkloadacrossincreasingnumberof proxies. This resulthowever, doesnot hold for the

no-cooperationcase.While the control messageoverheadincreaseswith increasingnumberof proxies,the mean

responsetime andserver overheadincrease.We seea visible decreasein hit ratio becausethenumberof �rst-time

missesincreasewith increasingnumberof proxies.

For moredramaticdifferences,pleaseseetheDECresultsin �gures 34and35.

4.3.4 Eager vs. Lazy Renewals

In eagerleaserenewal policies,while leasesarerenewed pro-actively basedon criteria alreadystated,in the lazy

case,theleasesareleft to expire,all membershipstateis discardedandthealgorithmis madeto re-executeonreceipt

of thenext request.Sowhatwe do expectis thatat thecostof highermessageoverhead,dataavailability is more

andhenceuserresponsetimesarelower. This is exactlywhatweobserve in graphs(see�gures 6 and7).

For our experimentswe kept mostvariables�x ed andchangedon the leasedurationsof leasesgrantedfrom 5

mins to 300 mins. The resultswe observe aresimilar for short to long leasedurations. The numberof renewal

messages,terminatemessagesetcdecreasewill longerleases.However, notehow theresultstendto convergefrom

shorterto longerleases(see�gures 6, 7, 8, and9). For betterconvergence,seetheDECresultsin �gures 36 to 39.

Looking morecloselyat thegraphswe seethatwhile thereis a 60%to 150%increasein thenumberof control

messagesfor eagerrenewals over lazy renewals dependingon leasedurations(see�gure 6), andup to 16% more

statespaceoverheaddueto leasemaintenance(see�gure 8(b)), the plusesof eagerrenewals include25% to 80%

improvementin hit ratio andup to 7% improvementin meanresponsetime (see�gure 7). For shorterleases,the

numberof �le transfermessagesis lower becauseupdatesget propagatedonly for thoseobjectsthat have valid

leases.Moreover, eagerrenewals causea highernumberof �le transfersasthe chancesthat they arelongerlived

thanwhenusingthe lazy policy arehigher(see�gure 8(a)). Figure9 re�ect whatwe expectin that thenumberof

updatespropagatedaremorein theeagerrenewal caseasleasesare”alive” for longerdurationsof time. However,

for the numberof invalidatespropagatedfrom leadersto members,the numbersarehigher for the lazy renewal

policy for shorterleases.This is sobecause,theleaderis �x edandhencechancesthatsuchmessagesaregenerated

for otherproxiesarehigher. In theeagercase,over long durationsof time,severalproxiesmaybecomeleadersand

hencechancesof membersalwaysexisting arefewer. Hencethe fewer numberof invalidates.For longerleases,

sinceleadersremainput for longerdurations,with moreupdatespropagated,weseemoreinvalidates.

We also study the effects of varying our terminationpolicy. For the above resultswe assumedthat proxies

would issueterminaterequeststo their leadersif they do not receive requestsfor 30mins(equivalent to a lease

duration). Graphsin �gures 10, 11 and12 show us resultsof experimentswe conductedby varying this duration

from 30minsup to 120mins. As we expect, the numberof terminatemessagesandleaderIdbroadcastmessages

decreasewhile numberof renew messagesincreaseasproxiesretaintheir groupmembershipfor longerperiods.If

groupmembershipsareretainedfor longerperiods,it implieslongerdurationsfor which leasesremainvalid. Hence

the numberof updatesandinvalidatespropagatedalso increase(see�gure 11). Also from �gure 12 we seethat

the hit ratio increasesby about18% andthe meanresponsetime improvesby about26%. This is becausemore

updatesgetpropagated.However, notethatfor theabove mentionedbene�ts,thecontrolmessageoverheadandthe

statespaceoverheadat theserver (in termsof numberof leasesmaintained)increaseby up to about9% and209%

respectively (see�gure 10).
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Figure 14: ResponseTimewith varyingthresholds

4.3.5 Update vs. Invalidate Propagation

Herewe presentthe evaluationof the schemeswe proposedearlier for update/invalidatepropagation. What we

expectis thatirrespectiveof theschemeused,theresultsachievedby varyingthethresholdsthatdeterminewhether

to propagatean updateor not will pronouncewaysto bridgethe gapsbetweenthe overheadsof update-onlyand

invalidate-onlypropagation schemes.The graphs13(a)and(b) show the variationof hit ratio aswe move from

updates-onlyto invalidates-onlyschemes.As is expected,if fewer andfewer updatesgetpropagated,thehit ratio

is boundto decrease.Similarly themeanresponsetime (seegraphs14(a)and(b)) is boundto increasewhenmore

invalidatesarepropagatedasthey causefurtherrequestsfor theobjectto ”get” theobjectfrom leaderproxies.This

changesaresmall,which is adirectcauseof thehigh read/writeratioof thetraceused.

Graphs15(a)and(b) show how the total numberof controlmessagesand�le transfersvary. While thereis an

increasein thenumberof controlmessages,thenumberof �le transfermessagesdecrease.This is so,becausethe

morethenumberof invalidatespropagated,themoreaschemetendstowardsto ”serve-request-on-demand”scheme,
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Figure 15: Messageoverheadwith varyingthresholds
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Figure 16: Numberof updatesandinvalidatespropagatedfrom Server to Leaders,with varyingthresholds

26



�����

�����

���

���

�

�

�

�

�

�

�

�

�

�

�

�

���

���

���

���

���

���

0

2e+06

4e+06

6e+06

8e+06

1e+07

1.2e+07

<15 <9 <3

N
u
m

b
e
r 

o
f 
M

e
s
s
a
g
e
s

Varying Object Size (KB)

Hybrid Scheme for Update/Invalidate Propagation: Message Overhead (NLANR Trace)

CtrlMsg
FileTransfers 	
	
	

	
	
	

�
�
�

�
�
�

�

�

�










�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

0

200

400

600

800

1000

1200

1400

1600

1800

<15 <9 <3

N
u
m

b
e
r 

o
f 
U

p
d
a
te

s
/I
n
v
a
lid

a
te

s

Varying Object Size (KB)

Hybrid Scheme for Update/Invalidate Propagation: Updates and Invalidates (NLANR Trace)

Updates
Invalidates

(a)Hybrid scheme:MessageOverhead (b) Hybrid scheme:UpdatesandInvalidates

Figure 17: Messageoverheadandupdates/invalidatespropagatedfrom Server to Leaders,with varyingthresholds
usingthehybrid scheme

33

33.02

33.04

33.06

33.08

33.1

2 4 6 8 10 12 14 16

Hit
 Ra

tio
 (%

)

Varying Object Size (KB)

Hybrid Scheme for Update/Invalidate Propagation: Hit Ratio

Hit Ratio

413.52

413.525

413.53

413.535

413.54

413.545

413.55

2 4 6 8 10 12 14 16

Me
an

 Re
sp

on
se

 Ti
me

 (m
se

c)

Varying Object Size (KB)

Hybrid Scheme for Update/Invalidate Propagation: Response Time

Response Time

(a)Hybrid scheme:Hit Ratio (b) Hybrid scheme:ResponseTime

Figure 18: Hit RatioandResponseTime,with varyingthresholdsusingthehybrid scheme

27



andhencethe numberof data-carrying-messagesdecrease.On the otherhand,asmentionedabove, requestsfor

invalidatedobjectsgeneratemoreandmoreGET requests;this causesanoverall increasein thenumberof control

messages.Graphs16(a)and(b) show how thetotal numberof updateandinvalidatemessagesvary. As is expected,

with increasein the threshold,the numberof updatemessagesdecreaseand the numberof invalidatemessages

increase.Thesegraphsplot thenumberof requeststhatarrive for objectsthatareinvalidatedalso(69 suchrequests

for theinvalidate-onlycase).Aswecansee,ourideaof choosingathresholdbasedonthisnumberfor theinvalidates-

ony case,is a goodpredictorfor whatthresholdoneshoulduse,whenemploying therenewal-basedscheme(in the

resultshown, a renewal-basedthresholdof 2 suf�ces to bring thenumberof suchrequestsdown to 45). This does

not work aswell with thesize-basedscheme.In thehybrid scheme,we �x the thenumberof successive renewals

that indicatepopularityto 2 andvary thesizethreshold.We seefrom graph17(b)thatsucha schemeallows oneto

propagateupto1700moreupdatesif thesizethresoldis setto < 15K B ; this schemeis basedon theassumption

thatit is not expensive to propagate”small” updates.Graphsin �gure 18 show how thehit ratio andmeanresponse

timevary for thehybrid scheme.

4.3.6 The FrequencyParameter

In theprevioussectionweintroducedthenotionof ”frequency” asameansto dealwith increasingserveror network

load. Theideais to avoid thepropagationof all thechangesto objectshappeningat theserver, in orderto conserve

network bandwidth,assumingthat applicationsaccessingtheseobjectsfrom the proxiescan tolerateoccasional

violationsor stalehits.

Frequency can be incorporatedin two ways - we can either acceptit as an input to the system,and provide

user-desiredconsistency or we could dynamicallytrack resources(server andnetwork overhead)anddecidethe

frequency of updatepropagation from theserver to the leaders.We �rst presentresultsby assumingthat the time

interval betweentwo updatespropagatedis �x edandlaterpresentresultsby computingfrequency dynamicallybased

on server overhead(in termsof thenumberof active leases)andnetwork overhead(in termsof numberof control

messages).

In the �xed frequencyexperiments,we vary theperiodbetweenthepropagationof any two updatesfrom values

assmallas5 secondsto valuesaslargeas1 hour. If every updateis not propagatedfrom theserver to the leaders,

we expectthe following: (i) violationsof strongconsistency, thoughwe aremeeting� -consistency guarantees,�

beingtheinter-updatepropagationperiod.(ii) As thefrequency decreases,thecontrolmessageoverheadwill reduce

dueto decreasednumberof updatespropagated.(iii) Thenumberof numberof timesrequestsarrive for objectsthat

areinvalidatedwill be fewer, with fewer invalidatesarepropagatedfrom leadersto members.Hencethe hit ratio

increaseswith decreasingfrequency.

Giventheabove intuitions,wenow examineresultsin �gures 19,20and21. Figure19(a)showshow thenumber

of control messagesand �le transfermessagesvary with decreasingfrequency. While the decreasein network

bandwidthconsumptionis not clear from this graph,�gures 19(b) and (c) accenuatethe decrease.The control

messageoverheadis seento decreaseby about300 messagesandthe numberof �le transfersdecreasesby about

1200. Thedecreasedoesnotseemto besigni�cant becausetheupdatefrequency of objectsat theserver is nothigh;

about2000updatesarepropagatedif thefrequency parameteris not introduced- thereforethetotal decreasein the
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Figure 23: Averagefrequency, ViolationsandControlMessagesvaryingwith thethresholdserver load

controlmessageand�le transferoverheadsis small. Dueto fewer updatespropagated(see�gure 20(a)),asstated

above,thehit ratiodecreasesby smallamount.Themeanresponsetime(see�gure 21(a))is notseento changehere.

However expectedresultsarebetterseenin theexperimentsconductedwith theDEC Tracedueto a highernumber

of updatespropagated.Figure21(b)shows violationsof strongconsistency guaranteesto beabout0:0025%(if we

propagateupdatesonceevery5 seconds)to about0:025%(if wepropagateupdatesonceeveryhour).

Now weshow how wecandynamicallyadaptfrequency to aresourceonewould like to conserve. Figures22,23,

24 and25 show resultsof experimentswe conductedby settingdifferentthresholdsrepresentingthepoint beyond

which theserver is consideredto beoverloaded.Sofor instancesaywe want to provide consistency guaranteesof

at least30 minutes(i.e.,proxiesin thecluserandtheserver arenever out-of-syncby morethan30 minutes)andlet

our server load thresholdbe 12000leases.All updatesarepropagatedif the numberof active leasesat the server

is lessthanthis threshold.As describedin theearliersection,if thenumberof active leasesgoesabove 12000, our

algorithmcomputesanappropriatefrequency at which updatesarepropagated.Also if thenumberof active leases
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Figure 26: Comparingsingleandmultiple level hierarchicalproxyorganizationsin acluster

is � 24000, updatesgetpropagatedat a frequency of 1 updateevery 30 mins,in accordancewith guaranteesmeant

to beprovidedby thesystem.

Figure22 shows us the following: how the loadat theserver varieswith time (graph22(a)),how thefrequency

with whichupdatesarepropagatedvarywith timecorrespondingto theloads(graph22(b))andhow frequency varies

with server load(graph22(c)).For thedifferentthresholds,weseethatall updatesgetpropagateduntil thethreshold

is reached.The frequency then varieslinearly with load until the peakload is reachedafter which updatesare

sentonceevery30minutes.Figure23(a)showshow themeaninter-updateperiodvarieswith increasingserver load

thresholds.Thehigherthethreshold,themoretheupdatespropagatedhencethemeaninter-updateperioddecreases;

thenumberof timesstrongconsistency violationsoccurdecreaseswith increasingthreshold(graph23(b))andthe

numberof controlmessagesincreases(graph23(c)).

Theresultsfor frequency adaptationbasedonnetwork load(�gures 24and25)aresimilar. Network loadis mea-

suredin termsof thenumberof messagesreceivedandsentby theserverandthresholdsselectedfor theexperiment

variedfrom 30000to 70000messageseveryhalf hour.

4.3.7 Multi­le vel Hierar chies

Herewe show resultsof experimentswe conductedusing15 proxiesin a cluster. Thebranchingfactorinput to the

systemis 2. i.e., if all proxiesgot requestsfor thesameobject,theper-objecthierarchy would bea 3-level binary

tree,with theleaderproxyat root. Wesimulate500000requestsof theNLANR tracehere.

The graphsin �gure 26 re�ect the importantresultswe get of our evaluation. As we move from one-level to

multi-level hierarchiesin a cluster, we expectthenumberof controlmessagesto increasedueto theextra messages

involved in maintaininga hierarchy. However, the work requiredto be doneby the leaders(in form of invalidate

propagationto members,perobject)is expectedto decrease,dependingon thenumberof proxiesin theclusterand

theinputbranchingfactorto thesystem.
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Figure 27: Clusteringvs. No Clustering- Numberof LeasesgrantedandServerState

Graph26(a)shows an increaseof about4000controlmessagesin all aswe adoptthe logical multi-level hierar-

chical organization. The extra messagesgeneratedin the multi-level case(AddMember, JoinMe andUpdateChil-

drenState- alsoreferSection3) areplottedin graph26(b). At thecostof theabove increases,we seethebene�ts

of a multi-level hierarchy in graph26(c)wherethereis a decreaseof about78%in thework doneby theleaderfor

propagatinginvalidates.While invalidatesarepropagatedat therateof about7:43 invalidatesperhourin thecaseof

singlelevel hierarchies,leadersin themulti-level casepropagateinvalidatesata rateof only 2:09perhour.

4.3.8 Scalability achieved with Clustering

In earlierwork [], we presentedandevaluatedhow leasesmaybedeployed individual proxies. In this sectionwe

study the scalabilityachieved with clusteringof proxiesin termsof the amountof work doneby the server for

grantingleases,maintainingleasesandupdatepropagationto leaderproxies.

Wekeepthetotal numberof proxies�x edat20andsimulate490000requests.

If proxiesarenot organizedasgroups,thentheper-objectstatemaintainedat theserver would behigh asmore

thanoneproxy mayrequestanobjectcausingheserver to maintainper-proxy stateaswell. This in turn will cause

the server to propagatemultiple updatesper object to the proxiesinterestedin the object (i.e., thosewhich have

leaseson theobject). As thenumberof proxiesincrease,this couldcausehigh overheadat theserver in termsof

the numberof leasesgranted,the numberof leasesmaintainedandthereforethe numberof updatespropagated.

Thereforedeploymentof leaseson a per-proxy basisis indeednot scalable.However, if we groupproxiesinto a

cluster, thereis a needto maintainonly per-object statefor oneproxy (the leaderproxy for the object). Hence

theserver needpropagateupdatesonly to the leader(which in turn propagatesinvalidatesto its members,if any).

However, thecostof suchbene�ts will re�ect in increasednumberof controlmessagesdueto broadcastsrequired

for co-operation.

In Graph27(a),we seethedecreasein thenumberof leasesgrantedwhenwe employ clustering.This decrease,

thoughjust 4% for this trace,is sobecausewith clustering,oncea proxy in theclusterrequestsanobject,becomes

leaderfor theobjectandgetstheleasefor theobjectfrom theserver, all furtherrequestsfor theobjectarehandled
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Figure 28: Clusteringvs. No Clustering- Numberof UpdatesPropagatedandControlMessageOverhead

by theleaderproxy (aslong asoneexists)anddo not go to theserver andthusdo not resultin further leasegrants

by theserver. Requestsfor anobjectgo to theserver if andonly if theredoesnotexist a leaderproxy for theobject.

Graph27(b) re�ects the averagestatespaceoverheadrequiredto maintainleases.We seea 4:5% decreasein the

amountof staterequiredto bemaintainedby theserver. With clustering,sincetheserver now needcommunicate

with fewer proxiesperobject,thenumberof updatespropagatedby theserver is seento decreaseby 3:6% (graph

28(a)).However, for thesebene�ts,weseeaneight-foldincreasein thenumberof controlmessagesin graph28(b).

Possiblewaysto dealwith suchincreasesarementionedin thefollowing subsection.

4.3.9 Multiple Cluster s

Herewe try to understandhow thenumberof proxiesin a cluster(in effect thenumberof clustersgivena groupof

proxies)affect therelevantoverheads.

First we addresspossibleways to deal with the increasein control messagesas we move from no clustering

to clustering. The large increasesaredueto the broadcastmessagesrequiredfor co-operative cachingin clusters

(broadcastLeaderIdandterminatemessages).A possibleandwell-known way to getover thisproblemis to deploy

IP multicast. SinceIP multicastis not widely deployed, we have not assumedit for all the experimentswe have

performed.However, if we assumethedeploymentof IP multicastandalsoassumethattheproxiesin a clustercan

form multicastgroups,the following �gure depictthe effect of multicaston control messageoverhead.Note that

studieshave comparedcachingandmulticastfor improved WWW performance[36]. Herewe suggestthe useof

bothfor scalableconsistency.

Contrasttheabove graphwith graph28(b). Insteadof aneight-fold increasein thetotal numberof controlmes-

sages,weseeonly a25%increasewhenweemploy IP multicast(the20-clusterplot for agroupof 20proxiesre�ects

no clusteringin effect; comparethis with the 1-clusterplot). Note that with decreasingnumberof clusters(from

10 down to 1), the numberof leadersdecreasecausinga decreasein the numberof broadcastLeaderIdmessages.

This is oneof thecausesfor anoverall decreasein thecontrolmessageoverhead.Theotherreasonis, asproxies

get moreandmoredistributedacrossclusters,chancesthat terminatesoccurarehigher (hencelower numberof
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Figure 30: Possiblereasonasto why leasesareshorterlivedwhenwe distributea �x ednumberof proxiesover an
increasingnumberof clusters.
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Figure 31: Messageoverheadwith increasingnumberof clusters

terminatemessageswith a lower numberof clusters)andthereforeobjectleasesareshorter-lived. Similarly, asthe

sizesof clustersdecrease,thechancesthata leasegetsrenewedbecauseof interestedproxies,is less.Wethusseean

increasein thenumberof renewalswhenwe go from 10 to 1 cluster. This increaseis small (seebelow) andhence

theoverall controlmessageoverheaddecreaseswith a decreasein thenumberof clusters.To explain all this, let us

considera simple2-proxycluster(alsorefer �gure 30). Sayat time t1, P1 becomesleaderfor objectO. At a later

time t2 � t1 + d, P2 getsa requestfor objectO. At time t1 + d, P2 doesnotsatisfytheterminationconditionand

thereforetheleasegetsrenewed.On theotherhand,if P1 andP2 werein differentclusters,P1 would terminateat

timet1+ d andP2 would terminateits leaseat timet2+ d, of courseassumingnofurtherrequests.As adirectcon-

sequence,thenumberof renewals increaseswith a decreasein thenumberof clustersacrosswhich a �x ednumber

of proxiesgetdivided.But asthis increaseis nothigh,weseeanoveralldecreasein thenumberof controlmessages

(about4%) with decreasein numberof clusters.

Therefore,deploying IP multicastis indeeda possibleway to dealwith large control messageoverheadinvolved

whentrying to provide scalableconsistency solutions. It not only avoids the large increasein network bandwidth

consumptionaswe go from no clusteringto 1 cluster, thereincreasethereon (from 1 to 10 clusters)is only about

5%.

Now westudytheeffectsof varyingthenumberof clustersacrosswhicha�x ednumberof proxiesgetdivided.For

thissetof experiments,weassumeathenumberof proxiesto be20in all andsimulate490000requests.Wethenvary

thenumberof clustersfrom 1 to 20comprising20 to 1 prox(y)ieseach.With anincreasingnumberof clusters,note

thatthenumberof leaderproxiesperobjectincreases;however thedegreeof cooperationdecreaseswith decreasing

numberof proxiespercluster. Thiscausesadecreasein thenumberof broadcastmessages(broadcastLeaderIdand

terminatemessages).Thesetwo componentsresult in a decreasein the total numberof control messages(about

89%) aswe grow from oneto tenclusters(seegraph31(a)).Graph31(c)plotsthenumberof �le transfermessages

andthenumberof updatespropagatedfrom theserver to theleader. While thetotalnumberof �le transfermessages

remainsaboutthe same,the numberof updatemessagesincreasesby about4:5% (1 to 10 clusters). Thereare

moreupdatesbecausethenumberof leadersperobjectarelikely to increasewith increasingnumberof independent
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Figure 32: Hit Ratio,MeanResponseTimeandServerStateSpacewith increasingnumberof clusters

clusters,hencethenumberof updatesaserverpropagatesis likely to increase.Graph32(c)plotstheoverheadat the

server. Notethatasthenumberof clustersincrease,thenumberof leadersincrease,causingtheserver to maintain

morestatefor anobject. We seea 10%increasein statespaceoverheadat theserver aswe move from oneto ten

clusters.Graphs32(a)and(b) examinehow theoverall hit ratio andmeanresponsetime vary with thenumberof

clusters.With increasein thenumberof clusters,therateatwhichobjectsgetreplicatedreducedueto fewernumber

of proxiespercluster;henceweseea10%reductionin hit ratioanda6%increasein meanresponsetime.
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5 Conc luding Remarks

Fromwhatwehaveseenin all previoussections,weshouldtakehomethefollowing messages:

� A noteonLeases: Leasesis amechanismthatcanprovidestrongconsistency guaranteesontheWeb. However,

deploying leaseson a single-proxybasisis not a scalablesolutionfor the following reasons:(i) The server

hasto maintainper-objectandper-proxy state. (ii) The server will have to computeandgrant leaseson a

per-object,per-proxybasis.Theseproblemspave theway for swampingof webservers.(iii) Themechanism

requiresupdatesand/orinvalidatesto be propagatedasandwhenchangesoccurat the server. If the write

frequency of objectsis high,or if thenumberof proxiesgrow andthereadfrequency is high, it resultsin high

network overhead.

Wepresentedpossiblewaysof allowing theleasesmechanismto scale.

� Frequency:Theintroductionof thefrequency parameterallowsaserver to dynamicallyadaptupdatepropaga-

tion basedon server and/ornetwork loads.This is of course,basedon theassumptionthatapplicationstoday

cantolerateoccasionalviolationsof consistency guarantees.We showedthat in fact,with theintroductionof

thefrequency parameter, ourmechanismcouldguarantee� -consistency.

� Clustering: By creatingsubgroupsof proxiesin a CDN that we call clusters, the statespaceoverheadat

the server is greatly reducedas the server now only needmaintainper-object, per-clusterstate. This can

be achieved by electionof a leaderproxy per-clusterandmakingthe leadertake the responsibilityof lease

renewals and invalidatepropagation to othermemberproxiesin the cluster. We studieddifferentwaysby

which leaderscouldbeelectedandstudiedtheir trade-offs. We alsostudiedtheeffectstheclusteringto show

reducednumberof leasesgranted,leasesmaintainedand henceupdatespropagated. However, clustering

causesa signi�cant increasein thecontrolmessageoverhead.We suggestedtheemploymentof IP multicast

asapossiblescalablesolutionto theproblem.

� Sizeand Numberof Clusters: We studiedthe effect of dividing a �x ed numberof proxiesacrossvarying

numberof clusters.We saw thatwhile thereis signi�cant decreasein thecontrolmessageoverhead,thehit

ratiosdecreaseandthe meanresponsetimesincrease.In addition,the numberof leasesmaintainedby the

server increasesbecauseit maintainsmultiple leasesper-object,with multipleclusters.

� Renewal Policies: We studiedtwo differentrenewal policies(theeagerandlazy policies).We saw thateager

renewalsprovidebetterhit ratioandresponsetimesat thecostof highernetwork bandwidthconsumptionand

higherserver statespaceoverhead.We alsosaw thatwith increasein theleasedurationof leasesgranted,the

resultsof theexperimentalevaluationof theeagerandlazy policiestendto converge. If a CDN canprovide

evenmorenetwork bandwidth,we seethathit ratiosandresponsetimescanbeimprovedfurtherby varying

theleaseterminationpolicy.

� Updatesvs. Invalidates:Sincethepropagationof updatesaloneis potentiallymoreexpensive thantheprop-

agation of invalidatesalone,we suggestedtwo schemesby which the decisionof whetherto propagatean

updateor aninvalidatecouldbedynamicallytakenandthusspantheupdate-invalidatespectrum.Wesaw that

38



therenewal-basedpolicy did betterthanthesize-basedpolicy in propagatingthoseupdatesthatwererequired

(i.e., for thoseobjectsthatwereaccessed/requestedmore)sincethenumberof successive renewals is indeed

anindicatorof objectpopularity.
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6 Appendix A ­ Results with the DEC Trace
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Figure 33: ComparingLeaderSelectionSchemesin termsof loadbalancingandmessageoverhead

Figure33correspondsto �gure 3 in Section4.
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Figure 34: MessageOverheadcomparisonfor cooperativecaching

Figure34correspondsto �gure 4 in Section4.

Figure35correspondsto �gure 5 in Section4.

Figure36correspondsto �gure 6 in Section4.

Figure37correspondsto �gure 7 in Section4.
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Figure38correspondsto �gure 8 in Section4.
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lazy renewal policies.

Figure39correspondsto �gure 9 in Section4.
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Figure40correspondsto �gure 10 in Section4.
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Figure42correspondsto �gure 12 in Section4.

43



���

���

�� �� �

��

�

	�	 


���

���


�
 � �

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

���

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

���

 � 

!�!

!�!

!�!

!�!

!�!

!�!

!�!

!�!

!�!

!�!

!�!

!�!

"�"

"�"

"�"

"�"

"�"

"�"

"�"

"�"

"�"

"�"

"�"

"�"

#�#

#�#

#�#

#�#

#�#

#�#

#�#

#�#

#�#

#�#

#�#

#�#

$�$

$�$

$�$

$�$

$�$

$�$

$�$

$�$

$�$

$�$

$�$

$�$

%

%

%

%

%

%

%

%

%

%

&

&

&

&

&

&

&

&

&

&

'

'

'

'

'

'

'

'

'

'

(

(

(

(

(

(

(

(

(

(

)�)

*�*

+

+,

,

-�-

-�-

.�.

.�. /�/

/�/

0�0

0�0 1�1

1�1

1�1

2�2

2�2

2�2

0

500000

1e+06

1.5e+06

2e+06

2.5e+06

3e+06

3.5e+06

4e+06

4.5e+06

5e+06

30 60 90 120

N
um

be
r o

f M
es

sa
ge

s

Terminate after x mins

Termination Policy: Message Overhead (DEC Trace)

GETMsg
IMSMsg

RenewMsg
304Msg

BCastLIdMsg
TerminateMsg

FileTrasnfers

343

545

646

646

646

646

646

646

646

646

646

646

646

646

646

646

646

646

646

747

747

747

747

747

747

747

747

747

747

747

747

747

747

747

747

747

8

8

8

8

8

8

8

8

8

8

8

8

8

8

8

8

8

8

8

8

8

9

9

9

9

9

9

9

9

9

9

9

9

9

9

9

9

9

9

9

9

9

:

:

:

:

:

:

:

:

:

:

:

:

:

:

:

:

:

:

:

:

:

:

:

;

;

;

;

;

;

;

;

;

;

;

;

;

;

;

;

;

;

;

;

;

;

;

<4<

<4<

<4<

<4<

<4<

<4<

<4<

<4<

<4<

<4<

<4<

<4<

<4<

<4<

<4<

<4<

<4<

<4<

<4<

<4<

<4<

<4<

<4<

<4<

<4<

<4<

<4<

=4=

=4=

=4=

=4=

=4=

=4=

=4=

=4=

=4=

=4=

=4=

=4=

=4=

=4=

=4=

=4=

=4=

=4=

=4=

=4=

=4=

=4=

=4=

=4=

=4=

=4=

=4=

2000

3000

4000

5000

6000

7000

8000

9000

10000

30 60 90 120

N
u

m
b

e
r 

o
f 

U
p

d
a

te
s
 a

n
d

 I
n

v
a

lid
a

te
s

Terminate after x mins

Termination Policy: #Updates (Svr to Ldrs), #Invalidates (Ldrs to Mbrs) (DEC Trace)

Updates
Invalidates

(a)MessageTypes (b) UpdatesandInvalidates

Figure 41: MessageOverheadTypesandNumberof updatesandinvalidatespropagated

50

52

54

56

58

60

0 20 40 60 80 100 120 140

Hit
 Ra

tio
 (%

)

Terminate after x mins

Termination Policy: Hit Ratio

Hit Ratio

300

305

310

315

320

325

330

335

340

345

350

0 20 40 60 80 100 120 140

Me
an

 Re
sp

on
se

 Ti
me

 (m
se

c)

Terminate after x mins

Termination Policy: Response Time

Response Time

(a)Hit Ratio (b) ResponseTime

Figure 42: TheHit RatioandResponsetimewith varyingTerminationdurations

50

50.5

51

51.5

52

U 2 5 11 21 I

Hit
 Ra

tio
 (%

)

Number of Renewals as a threshold

Renewal-based Update/Invalidate Propagation: Hit Ratio

Hit Ratio

50

50.5

51

51.5

52

U <15 <9 <3 I

Hit
 Ra

tio
 (%

)

Object Size (KB) as a threshold

Size-based Update/Invalidate Propagation: Hit Ratio

Hit Ratio

(a)Renewal-based:Hit Ratio (b) ObjectSize-based:Hit Ratio
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Figure43correspondsto �gure 13 in Section4.
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Figure 44: ResponseTimewith varyingthresholds

Figure44correspondsto �gure 14 in Section4.

�����

�����

�����

�����

���

��� �

�

���

���

���

��� �

�

�

� 	�	

	�	


�



�
 �

�

�

� 
�



�


���

���

0

1e+06

2e+06

3e+06

4e+06

5e+06

6e+06

7e+06

8e+06

9e+06

U 2 5 11 21 I

N
u

m
b

e
r 

o
f 

M
e

ss
a

g
e

s

Number of Renewals as a threshold

Renewal-based Update/Invalidate Propagation: Message Overhead (DEC Trace)

CtrlMsg
FileTransfers ���

���

���

���

���

��� �

�

�

� �

�

�

� ���

���

���

��� ���

���

�

�

0

1e+06

2e+06

3e+06

4e+06

5e+06

6e+06

7e+06

8e+06

9e+06

U <15 <9 <3 I

N
um

be
r 

of
 M

es
sa

ge
s

Object Size (KB) as a threshold

Size-based Update/Invalidate Propagation: Message Overhead (DEC Trace)

CtrlMsg
FileTransfers

(a)Renewal-based:MessageOverhead (b) ObjectSize-based:MessageOverhead

Figure 45: Messageoverheadwith varyingthresholds

Figure45correspondsto �gure 15 in Section4.

Figure46correspondsto �gure 16 in Section4.

Figure47correspondsto �gure 17 in Section4.

Figure48correspondsto �gure 18 in Section4.
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Figure49correspondsto �gure 19 in Section4.
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Figure50correspondsto �gure 20 in Section4.
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Figure51correspondsto �gure 21 in Section4.

Figure52correspondsto �gure 22 in Section4.

Figure53correspondsto �gure 23 in Section4.

Figure54correspondsto �gure 24 in Section4.
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Figure 55: Averagefrequency, ViolationsandControlMessagesvaryingwith thethresholdnetwork load

Figure55correspondsto �gure 25 in Section4.
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Figure56correspondsto �gure 26 in Section4.

Figure57correspondsto �gure 27 in Section4.

Figure58correspondsto �gure 28 in Section4.

Figure59correspondsto �gure 29 in Section4.

Figure60correspondsto �gure 31 in Section4.
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Figure61correspondsto �gure 32 in Section4.
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7 Appendix B ­ Grammar for lease related requests

entity-header-extension = lease-controlj object-controlCRLF lease-control
lease-control = ”Lease-Control””:” lease-directive
object-control = ”Object””:” HTTP-URL
lease-directive = lease-request-directive j lease-response-directive j lease-invalidate-directive j

lease-update-directive j lease-info-directive j leaseend-timej
Imleader-broadcastj Addto-groupj lookup-directive j
lease-invalidate-ackj lease-upate-ackj lease-terminate-ackj
lookup-ackj Addto-group-ackj ImLeader-ackj lease-ack

lease-request-directive = ”Grant-Lease”j ”Renew-Lease”— ”Terminate-Lease”
lease-response-directive = ”Lease””:” lease-periodj ”Deny-Lease”— ”Granted-Lease”
lease-period = lease-start”-” lease-end
lease-start = HTTP-date
lease-end = HTTP-date
lease-invalidate-directve = ”Object-Invalidated”
lease-update-directive = ”Object-Updated”
lease-info-directive = ”Lease-Info””:” lease-period
leaseend-time = ”GetLastref-Time”
Imleader-broadcast = ”Leader-for-Object”
Addto-group = addproxyj addproxyHTTP-ID
addproxy = ”AddProxy-to-Group”
lookup-directive = ”Lookup”
lease-invalidate-ack = ”Invalidate-Ack”ack
lease-update-ack = ”Update-Ack”ack
lease-terminate-ack = ”Terminate-Ack”ack
lookup-ack = ”Lookup” ackHTTP-ID
Addto-group-ack = ”AddProxy-to-Group”ack
Imleader-ack = ”Leader-for-Object”ack
lease-ack = ”Lease-Info”ack
ack = ”OK” j ”FAILED”

Figure 62: User-de�ned extensionsto HTTP/1.1to incorporateleases.
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