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Abstract

Whilesereral metanismgor maintainingconsistencyn singleproxycadesexisttoday notasmud reseach
hasaddressedvaysin which sud techniqguesmaybe extendedto a clusterof proxy caches. If sud techniques
are notdevelopedanddeployedcarefully, the overheadsnvolvedin maintainingcache consistencyn large-scale
systemsud as ContentDistribution Networks(CDNs)increasesdy several orders of magnitudewith increase
in the numberof proxies. The goal of developingsud algorithmsis therefore to comeup with waysby which
consistencyguaranteescan be providedwhile keepingnetworkand serverresouce usage low. In this paper we
presentefcient waysto maintaincache consistencyn CDNsusingleases We addressthe following issues: (i)
Selectionof a leaderproxy, via which updatesand/or invalidatesmay be propagatedto other proxies(ii) The
effectsof co-opention betweerproxy caches(iii) Eager vs. Lazyrenaval of leases(iv) Policies for intelligent
disseminatiorof updatesand/or invalidates. (v) Meansof adaptingto changingserverand networkloadsand
yet providing consistencyuarantees. (vi) Multi-level hierarchical proxy organizationand (vii) The scalability
achievedwith increasingnumberof independenproxy clustess.

1 Introduction

1.1 Motiv ation

The Internetandthe World Wide Web have seentremendougrowth in the lastdecade.This growth hasmadeit
possiblefor millions of usersto gain accesso geographicallydistributedweb content.However, dueto the magni-
tudeof theincreasen the userpopulationandthe non-uniformity of contentaccessegopularobjects(especially
thosewhich changefrequently),createsener andnetwork overload,andtherebysigni cantly increasehe latengy
for contentaccesg40]. Proxy cacingis acommonlyusedtechniqueto reducecontentaccesdatencies.A proxy
sener (or web cachesitsin betweerclientsandseners. Requestérom clientsaredirectedto the proxy sener. If
the proxy senerreceiesarequesfor anobjectit doesnotcacheg(acachemisy, it obtainstheobjectrequestedrom
thesener, cachesa copy of this objectlocally, andthensenesthe objectto therequestinglient. Ontheotherhand,
if the proxy getsa requestfor anobjectthatexistsin its cache(a cade hit), it directly senesthe requestwithout
contactinghesener. As proxy cachesarecommonlydeplojedontheedgesf networksandcloserto clients,proxy
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Figure 1: A typical CDN Architecture

cachingis alsoknown to reducenetwork bandwidthusag€g40, 35]. Proxy senersaresometimesieployed closer
to the senersthanthe clients(a techniguecalledreverse proxy caching)[8, 3]. Thistechniquereducegsheloadon
thesenerin termsof the numberof requestprocessedGiventhe developmentof suchtechniquessereral organi-
zationshave deployed suchproxiesto enablelower latenciesor betteruserresponsegimes reducesener load etc.
However, with the exponentialgrowth of the World Wide Web, thesedeploymentswerenotgoodenoughandhence
motivatedthe needfor scalablecachingsolutions.This gave birth to theideaof deploy/ing networks of proxiesthat
provide serviceto contentproviders(suchasnews sites) theserviceprovidedbeingthedistribution of informationto
clientsthatrequesthecontent.Suchnetworksarewhatareknown todayasContentDistribution Networks(CDNS).
Organizationghathave deployed suchnetworksinclude Akamai, Speederatc[1, 2].
A CDN comprisesa few replicaorigin senersat onelevel and several intermediaryproxiesat a lower level, via
which contentis senedto clientsrequestingbjectsfrom origin seners. Origin serves arethosesenersfor which
a CDN providesserviceto. Replicaorigin serves belongto a CDN and arethosesenersacrosswhich content
from origin senersarereplicated.Intermediaryproxiesin CDNsarethoseentitiesvia which contentis senedfrom
replicaorigin senersto requestinglients. See gure 1 for atypical CDN architectureTyipcally in aCDN, aclient
requesto anorigin senersis re-directedo a replicasener, which thentransferthe requestedontentto the client
via intermediaryproxies.

An importantproblemwith cachingof objectsis maintainingthefreshnessr consistencyf theseobjects.While
proxy cachinghasits bene ts, the corresponding/ersionsof the cachedobjects,at the origin senerscanchange
(e.g.,news items,stockquotesetc). If proxiesdo notemplgy cacheconsisteng mechanismshey standtherisk of



servingstale contentor contentthat is not up-to-dateto requestingclients. Therefore,on a larger scale,if CDNs
do not employ cacheconsisteng mechanismshat ensurethat proxiesarein-syncwith replicaseners, CDNs also
standthe samerisk. However, maintenanc®f consisteng doesnot comefor free. In additionto processinglient
requestandcachingobjects,proxiesand/orsenersnowv have to do extra work in orderto maintainconsisteng of
objects.Someof the commonconsisteng mechanismancludeproxy polling [19] (proxiespoll senerson behalfof
theclientsto retrieve changingcontentf any), or thesener-basednechanismgl0, 46] (senerspushcontentasthey
changeto proxiesthatcachethem). Note thathybrid policiesalsoexist. This extra work generatesetwork traf c
andalsoinvolveskeepingstateat the sener (of proxiesthatcacheits objects)if the mechanisnis sener-based.

While alot of work haslookedinto the developmentof web cacheconsisteng mechanismanostof thesemech-
anismshave beenstudiedfor deploymentin single proxy caches.Several of suchmechanism$iave indeedbeen
shawn to beeffective for singleproxies,but suchmechanismsglo not scalewith thegrowth in thenumberof proxies,
asthecommunicatioroverheadyeneratedh the network andthe statespaceoverheadat the proxiesandsenersare
mostlikely to be prohibitive. Thereforewith theincreasan userpopulationsandcontentrequestednetworks such
asCDNsareboundto grow (in termsof the numberof proxiesfor instance}o meetdemandsHencethereis aneed
to developscalableandefcient solutionsfor cacheconsisteng to dealwith suchgrowths.

While studieshave addressediable CDN architecture448, 8, 4, 33, 12, 43, 37, 16], the role of a proxy in
a CDN [32], cooperatie cachingto improve hit ratio andresponsdimes[44, 5, 11, 43,12, 17, 28, 34, 38, 49],
load balancingamongsiproxies[23, 24, 33], redirectionschemesndotherperformancédssueq21, 20, 31], object
replicationstratgiesin suchnetworks[22], andhow prefetchingaffectsperformancen CDNs[42], very few have
addressedonsistenyg issuesn CDNSs. [47, 46, 48, 45, 33] arefew of the existing studiesthathave looked into the
areaof managingconsisteng in large-scalesystems While thesetechniquesrepossiblesolutionsto the problem,
it is not clearwhetherthesesolutionsareindeedef cient solutionsfor CDNs, and how they shouldbe deployed.
Also, thesesolutionsaddresshe moregeneraklassof large-scalesystemsandnot CDNsin speci c. Moreover, as
CDNs provide a serviceof contentdistribution to origin seners, it is not clearwhetherthesesolutionscanindeed
provide consistencyguaranteedo clientsrequestingontent.

We claimthatef cient consisteng algorithmsfor suchlarge networks shouldnot only provide consisteng guar
anteesput shoulddo so ef ciently, andshouldbe scalable.e., keepuserresponsdimeslow by keepinghit ratio
high, andalsokeepnetwork andsener resourceusagelow, evenwith the large growth of suchnetworks. In this
work, we presenbnesuchtechniquebasedon leases

1.2 Relation to Previous Work

In earlierwork, we developedadaptve proxy-basedpproachefor maintainingindividual andmutualconsisteng

of web objects[41]. We alsodevelopeda sener-basedtechniquecalled AdaptiveLeasesfor maintainingstrong
consisteng on the Web [10]. Beforewe proceedJet usde ne whatleasesarein the context of our work. A lease
for anobjectO, is a contract(atuple< s;d > - wheres is the leasestarttime andd is the durationof the lease)
givenby a sener to a proxy thatrequestsan object,which stateghat8t;s t s+ d, thesenerwill propagte
changedo the objectto a proxy. Two of the biggestconcerndn providing consisteng guaranteesrethe control
messag@verheadcommunicatiorbetweenparticipatingentitiesin orderto maintainconsisteng - commonwith



poll-basednechanismsandthe statespaceoverheadat the sener for the samepurposgcommonwith sener-based
mechanisms)We canimaginetheseoverhead$orming a spectrumwhich theleasedechniquecanpotentiallyspan.
If leasesof zerodurationareissued,the techniqueboils down to a poll-basedtechniqueandif leasesof in nite
durationis issuedthetechniquebecomes purely sener-basedechnique.Thereforeonecanachiere a balanceof
thesetrade-ofs by theintelligentcomputatiorof aleaseduration[10]. We extendsomeof theideasin our previous
work with leasego developadaptve, ef cient andscalableconsisteng solutionsfor large networks suchasCDNs
with proxiesgroupednto clusters.

1.3 Research Contrib utions

As the numberof proxiesgrow, it is necessaryo take load off the sener (in termsof the numberof requests
processedindthe amountof statemaintained)and thus avoid swampingthe sener or the creationof hot spots
A straight-forvard way is to organizeproxiesinto a hierarcly, sincehierarchiesare synorymouswith scalability
However, [40] shaws that multi-level hierarchiesvorsenuserresponseimesby a factorof about2; this is mainly
duethefacttherequestseceivedby leaf proxies(thoseat thelowestlevel) areforwardedto theirimmediateparents
if they do not cachethe objectandif neitherof the proxiesin the hierarcly cachethe requesteabject,this request
forwarding continuesall the way all to the sener beforea responsas nally generated.Hencewe borrown their
idea of hint caching, and organizea clusterof proxiesinto logical, perobject, one-level hierarchiedfor ef cient
disseminatiorof updatesand/orinvalidates.Suchhierarchiegake the burdenoff the sener in termsof the number
of proxiesit may nheedto communicatdo in orderto propa@tedupdates/igalidates(asmorethanone proxy may
cachean object). At the root of theselogical hierarchiesexist whatwe referto in the restof this reportasleader
proxiesor leades. The otherproxiescachingthe sameobjectwill henceforthbe referredto asmembeiproxiesor
membes, asthey arememberof the objects group. Thereforeanobjects groupcomprisesa leaderandpotentially
oneor moremembersandthe sener doesnot have to maintainstatefor all proxiesthat cachean object; rather it
only needmaintainperobjectstatestatefor oneproxy - theleader Theleaderin turn maintainsalist of proxyids or
IP Addressesepresentingts membersandin additionmanageshe leasedor objectsit representsi,e., in addition
to formingachannelia which updatesndinvalidatesmaybepropagted(asobjectchangeatthesener)to proxies
thatcacheanobijectit is theleaderfor (i.e.,its members)it alsomaintaindeaseinformationandmakesthedecision
of whetherto renev a leaseor not. Whena leasefor an objectexpires, it is the leaders responsibilityto decide
whetherto renav theleaseor not. A leaserenaval involvesaleadersendingarequesto the seneraskingfor afresh
leasefor anobject.

Giventheabove introduction,we studythe following issueghatareimportantfor scalableconsisteng solutions
for CDNs, usingextensve simulationsanda prototypeimplementatiorof our algorithms.

Leader selectionschemes:Thedecisionof which proxy becomedeaderfor anobjectis animportantone,as
wewill seelaterin thereport.We studytwo leaderselectiorschemeshy whichaproxyis pickedasleaderfor
aperobjectgroupandcompareéhow well theseschemedalancdoadacrosgproxiesandthenetwork overhead
generatedNotethatif the numberof proxiesincreaseby large numbersa one-level proxy organizationwill
not scaleasleaderghemselesmay suffer from overload.In suchcasesa multi-level hierarcly organization
of proxiesand/orthedivision of the proxiesinto morephysicalgroupsarepossiblesolutionthatcanscale(3).
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Cooperative caching: Suchtechniqguesvhenemployed amonga groupof proxiesareknown to helpin im-
proving hit ratiosanduserresponseimesbut at the costof increasedetwork bandwidthusage Cooperation
betweerproxiesgenerateaetwork traf ¢ asit necessitatesommunicatiorbetweertheproxiesfor locatingan
objectrequestedSeveralsuchtechniquefave beendevelopedandstudiedn detail[43,12,17,28,34,38,49].
While this is orthogonalto the goal of maintainingconsisteny, the trade-of of potentiallyachiezing better
userresponsdimesversushighernetwork bandwidthusagehasto be addressed.

Propagationof updatesand/or invalidates: Whenanobjectchangestthe sener, for senerbasedconsis-
teng/ schemest is necessarjo propagtethesechangegitherin theform of update®r invalidateso proxies
holding cachedversionsof the object. While [25] measuregainsinvolvedin piggybackingnvalidatesalong
with reply messagei orderto lower the numberof IMS requestsand[30] investigatesdelta-encodingasa
meansf updatepropagtion,only [13] proposestechniqudor decidingthe basisfor propa@tingupdatesr
invalidates.This decisionis animportantoneasthe propagtion of updatess potentiallymoreexpensve that
the propagtionof invalidatesin termsof network bandwidthconsumption[13] addressewaysto propagte
eitherupdatesr invalidatesbasedon the the numberof requestdor anobjectandits updatefrequeng atthe
sener. They proposea protocolwherereplicaorigin senerscommunicatehe numberof requestseceved
to their parentsand so on till the origin sener getsthe information, aggreatesit, and decideswhetherto
propagteupdatesor invalidates. While employing leaseswe proposepoliciesthatareapproximation®f the
abore mentionedechniqueandstudyhow theseaffect network bandwidthconsumption.

Eagervs. Lazy LeaseRenewal: The decisionof whetherto renav aleasefor anobjectin aneagemanner
or in alazy manneris alsoanissuethatneedsto be understood Leasesare saidto be renavedin aneager
mannefif leadergpro-actiely decideonsomebasiswhetherto renav aleaseor not. Ontheotherhand Jeases
aresaidto berenavedin alazy mannerif the leaderdoesnot renav aleaseon expire. In sucha situation,a
leasefor anobjectgetsrenaved only on the arrival of a requestor the object. We studythesetechniquesn
termsof network overheadsener overheadandresponsgimes.

Scalability issues:With the growth of a CDN andincreasén popularityof objects the statespaceoverhead
increasesn termsof amountof stateto be maintainedn the systemdueto growing numberof proxies,and

the network overheadncreaseslueto increasechumberof requestgprocessedncreasechumberof control

messagestc,to nameafew. Oneway to reducenetwork bandwidthconsumptioris notto propagteall the

updatesatthesener. Assuminguserscantolerateoccasionaviolationsof consisteng guaranteesye propose
techniquesdy which the frequeng of updateor invalidatepropagtion adaptso varying network andsener

load. In addition,we alsoevaluatethe scalabilityof leasesn multi-level hierarchicalorganizationof proxies
andalsowith increasinghumberof groupsof proxies.

Therestof the paperis organizedasfollows: Earlierin this sectionwe introducedsomeof therelatedwork in this
area.Section2 describesimilar work in moredetail. Section3 elucidatesour algorithms techniquesndpolicies.
In Section4, we presentresultsof experimentswve conductedusing simulationsand a prototypeimplementation.
Finally in Section5 we conclude.



2 Related Work

A lot of techniquegproxy-basedsenerbasedandhybrids of these)for maintainingproxy cacheconsisteng and
deplogyablein individual proxieshave beendeveloped.Someof theseinclude:

Periodic-polling [19] : Proxiespoll thesener periodicallyandpull changedo objectsit cachesSuchmech-
anismsresultin unnecessargonsumptiorof network bandwidthfor polling, especiallywhenobjectspolled
for arestaticor arechangingnfrequently

Time-to-live (TTL) values[29]: Senersassociatdime valueswith requestedbjects. Proxiescan sene
requestgo suchobjectsfor a durationequalto the associatedime value of the object. Oncethis time value
lapsesa laterrequestsiecessitatéhe proxy to issueanIMS requesto the senerto checkwhetherthe object
haschangedandif so, getthe new objectbeforeit responddo the client request. If TTL valuesare not
carefullyassignedsucha mechanismmayresultin alarge numberof IMS requestsif TTL valuesaresmall,
andobjectschangenfrequently

Adaptive TTL [6]: Hereproxiesprovide senerswith feedbackaboutanobject’s popularityandthusenable
thesenerto computesuitableTTL valuesfor objectsratherthanassignx edor arbitrary TTL values.

Time-to-refresh(TTR) techniques[39, 41]: Thesenvestigateproxy-basedechniquedor maintainingboth
individual and mutual consisteng for cachedweb objects. The ideahereis to provide userdesired delity
or consisteng guaranteeby makingproxiestrackthe rateof changeof objectsthey cache atthe senerand
thusintelligently adapttheir polling frequeng to the rate at which cachedobjectschange. This way, the
mechanismot only providesconsisteng guaranteedyut alsooptimizesnetwork bandwidthconsumptiorby
polling only whenrequired.

Server-basedinvalidation [25]: The sener takesthe onusof ensuringconsisteng of objectscachedat the
proxiesby maintainingstateaboutsuchproxiesand propagting invalidatesto proxiesasandwhenobjects
cachedat the proxieschange.Suchmechanisménvolve maintainingstateat the sener aboutwhich proxies
cachewhatobjects.

Adaptive Leases[10]: The sener employs the leasesnechanismwhich determinegor how long it should
propagteinvalidategto the proxies.Thiswork alsopresentpoliciesusingwhich appropriatdeasedurations
arecomputedsoasto balancehetrade-ofs of statespaceoverheadandcontrolmessageverhead.

Hybrid techniques- PoP, PaP [9]: Thiswork delvesinto the detailsof whenproxiesshouldpull datafrom
senersandwhensenersshouldpushdatato proxies/clientsandalsothoroughlyevaluatesschemes.

It shouldbe easyto seethatthesetechniquesannotbe deployeddirectly into large networks comprisingseveral
proxies,just becausehey do not scale. Thesetechniquesiave beendevelopedkeepingindividual proxiesin mind,
andnot taking into consideratiorthe existenceof a large numberof proxiesthat may needto communicatewith a
sener. However, someof them,if carefully extendedcansene the purpose.



Cacheconsisteng in CDNshasnotrecevedasmuchattentionasfor individual proxies.Recently[13] suggests
a schemefor managingconsisteng in CDNs, and hasbeenmentionedin the previous section. They addresses
consisteng issuesbetweenmasterorigin seners and replicaorigin seners. Therefore,maintainingconsisteng
betweerreplicaorigin senersandintermediatgroxiesis notanareathathasrecevedary attentionatall. While no
otherresearclinasgoneinto this speci c area,othershave toucheduponwaysto maintainconsisteng in large-scale
systems.
In [33], they suggestdistributedcachingarchitecturghatusesa centralcontrollerto keeptrack of popularobjects,
basedntheassumptiorthatwebrequestsollow Zipf-lik e distributionsandhencery to maintainfreshnes$or such
objectsonly. Client-baseaonsisteng solutionscanpossiblyprovide consisteng guaranteethatarecloseto sener
basedschemeshut arenotasgood,sinceall theinformationconcerninghe original copiesof the objectscachedat
theproxiesresideatthesener. Thesuggestedolutionis a centralizecbneandis notlikely to scalewith thegrowth
of suchnetworks. Moreover, this mechanisnonly addressepopularobjectsandnot all objectsandhencedoesnot
provide strongconsisteng guarantees[48] suggest mechanisnmwhich employ/s leasesand an application-leel
multicastschemeto propagte invalidates. However they assumanulti-level hierarchicalorganizationof caches,
they employ a lazy leaserenaval technigueandsuggesthe useof heartbeatmessgesto communicatenterestin
objectsbetweenchild and parentcaches. In [46, 45, 47], the authorsintroduceVolume Leasesas a consisteng
solution. This amortizeghe leaserenaval overheadover volumesof objects. Someothertechniqueghey suggest
include delayedinvalidation as a schemeto reducenetwork overhead;note that theseschemesdo not provide
consistencyguarantees In additionthey note that leaserenavals may be prefetchedo keepclientsandseners
syntironizedfor longerperiodsof time eitherby pull or push-basedechanisms.
While the abore mentionedechniquegocuson the useof application-l&#el multicastandgroupingof objectsinto
volumesto reduceleaserenaval overheadwe studysereral otherissuesand proposenovel scalabletechniquego
keepresourcausagdow andyet provide consisteng guarantees.

3 Consistenc y Semantics, Algorithms and Policies

Beforewe proceedwe shalltouchuponexisting typical architecture®f CDNs. See gure 1. As mentionecearliet
a CDN consist=f thefollowing:

Serves: Masterorigin senerandafew replicaorigin seners.
Proxies: Thesesit in betweerclientsandthe seners.

We assumehat strong consistencxists betweerthesemasterandreplicaorigin seners. For moreinformation
onthis,onemayread[13]. Giventhatthereplicasenersareconsistentvith themasteiorigin sener, in whatfollows,
we addressonsisteng semanticsalgorithmsandvariouspoliciesthatmaybe employedfor deplo/ing leasesasan
efcient mechanisnfor maintainingcacheconsisteng betweenreplicasenersanda x ed group of proxiesin a
CDN.



3.1 Consistenc y Semantics

Consideraproxyin a CDN which cachedrequentlyaccessedbjectsfrom areplicasenerto improve userresponse
times. Consideronesuchobjecta. Assumeall objectshave associatedrersionnumbers.Also assumehatthese
versionnumbersncreasanonotonicallyi.e., every updateto an objectcausests versionnumberto increaseanda
proxy cachenever replacesanexisting versionof anobjectwith anolderversion.

Now let P2 be the versionof a at the proxy and S be the correspondingrersionat the sener. We say that
a consisteng mechanismis strongly consistenwhen8t; P2 = S2. If we take network delaysinto account,and
assumea delay d in transferringa version of an objectfrom the sener to the proxy, thenthe above condition
becomest; P# = SE .

While it is mostdesirabldo provide strongconsisteng guaranteesometimesmeetingtheseguaranteemaynot
be practicaldueto the very high overheadnvolved (whichwe will seelaterin Sectiond). In suchcasesassuming
clientscantolerateoccasionaviolationsof consisteng guaranteesye relaxthe above de nition andsaythatsys-
temsneedonly provide a wealer notionof consisteng we call  -consistencyi.e., aclientmaynot seeall updates
to anobjectit is interestedn, but is guaranteedo seean updateonceevery time units. More formally, we say
thatmechanismshatprovide -consisteng guaranteeshouldsatisfythe conditionthat8t; 9 ;0 such
thatP? = S

CDNs shouldemplgy mechanismshat satisfythe above conditionsin orderto provide strongor  -consisteng
guaranteetherebyensuringthatthe populationof clientsthatthey sere, do noreceve staledata.

3.2 Deploying Leases in CDNs

We useleaseq18] asamechanismo achieve cacheconsisteng in CDNs. Givena x edphysicalgroupof proxies,
whichwe henceforttreferto asa cluster, we now describeneangy whichleasesnaybedeplo/edin CDNs. When
aproxy recevesarequesfor anobjectit doesnot have avalid leaseon, it forwardstherequesto the sener, which
thengrantsa leasefor the objectandsendsthe objectto the requestingoroxy. A leaseis a contractgiven by the
senerto the proxy, which saysthat, for the lengthof theleasethesenerwill propagteall changedo the objectat
the sener, to the proxy. [10] presentdlifferentpoliciesfor intelligentleasedurationestimation.At the endof the
leaseduration,if a proxy is still interestedn theobject,theleasegetsrenaved;in addition,proxiesensurehatthey
have valid leaseson objectsthey sene requestdor. As aresult,the systemensurestrongconsisteng betweerthe
senerandproxies.Now, sincemary proxiesmayrequesthe sameobject,it is inef cient for thesererto maintain
leasesn a perproxy basis.Moreover, the overheador maintainingmultiple leasedor an objectandpropagting
updatedor anobjectto multiple proxiesis not a scalablesolution,giventhatthe numberof proxiesin a CDN may
grow to severalthousandsHenceanapproachhatguaranteescalabilityis to electaleadermproxyviawhich changes
to an objectmay be propa@tedto otherproxiesthat cachethe objectusingan application-l@el multicastscheme.
However, useof a x edhierarcty with asingleleademroxy, sufersfrom the sameproblemsof high statespaceand
controlmessag®everheadhatthe sener suffersfrom. We thereforeemploy a dynamicgroupingmechanisnwithin
acluster Proxiesthatcachean object,form alogical multicastgroup,with onesuchproxy assumindeadershipof



the group. Hence,scalabilityachiezed andin addition,the load getssharedamongall proxiesin the group. More
simply said,thereareasmary leadersandmulticastgroupsasthereareobjectcachedn thecluster

With thisintroduction,we now presenteaderselectiorpolicies,consisteng algorithmsthatemploy co-operation
and how they differ from thosewhich do not employ co-operationgagerversuslazy renaval policies, and two
policies basedon which, updatesand/orinvalidatesmay be propa@ted. In Section4, we presentexperimental
evaluationsof all these.

3.2.1 Leader Selection Policies
Herewe presentwo policiesby which leademproxiesmay be selectedn a perobjectbasis:

First Proxy-basedscheme: Here,we emplgy a simplestratgy. The rst proxy in the groupto receve a
requestor an objectbecomedeaderfor the object. The proxy forwardsthe requesto the sener; the sener
thenmarksthis proxy asleaderandrepliesto therequestvith the objectrequeste@ndsendst aleasefor the
object.While suchaschemerovesto beef cient for asinglelevel hierarcly organizationof proxies,we shall
presenta schemeo scalethis techniqueto multi-level hierarchiedaterin this section. The experimentghat
comparehebene tsof this schemewith a hash-basedchemefor multi-level hierarchiesarenotincludedin
this report. However, resultswhich establishthe factthatthis methodindeedscaleswill be presented.

Hash-basedscheme:Here,the rst proxy to getarequestor anobjectin the grouphasheshe URL of the
objectrequestedo a number This numberrepresentsheid of a proxy, which is to be the leaderproxy for
theobject. Therequesalongwith theleaderproxyid getsforwardedto the sener; the sener notestheleader
id for the objectandsendghe objectto boththe requestingoroxy andthe leaderproxy (if differentfrom the
requestingoroxy). The sener alsosendghe leasefor the objectto theleader This methodmay be extended
to dealwith multiple levels of hierarcly, if the hashingfunctionis madeto returna hierarcly of proxyid's
giventhe objects URL andthe branchingfactordesired;i.e., the executionof sucha hashingfunction will
determinewhich proxy communicatesvith which otherproxyin thelogical multilevel hierarcly, on behalfof
requestgor anobject.

3.2.2 Co-operation between proxy caches

While co-operatie cachingtechniqueshave beenwidely studiedand are known to achieve betteruserresponse
times, they are also known to signi cantly increasethe communicationoverheadbetweenco-operatingentities.
We employ the following directory-basedo-operatre cachingtechniquel27, 15, 40]. Eachproxy in the cluster
maintainsa directory of object-leaderldmappings.Assuminga rst proxy-basedschemeof leaderselection,if a
proxy is the rst to receve arequesfor anobiject,it looksup its directoryandseegshata leaderdoesnot exist for
the object. It thenissuesa requesto the sener for the object. The sener repliesto this requestwith the object,
aleasefor the objectandrecordstheid of this proxy asleaderfor the object. This proxy whichis now theleader
for the objectissuesa broadcastmessagéeo the groupclaiming itself asleaderfor the object. All proxiesrecord
this informationin their directories. From this point on, ary otherproxy in the clusterthat recevesa requestfor
this object,neednot forwardthe requesto the sener, but forwardsthe requesto the existing leaderfor the object.
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Sincethe leaseon the objectimpliesall changego the objectwill be propagtedto the leaderproxy by the sener,
every otherproxy in the clusteris guaranteedo getthe latestversionof the objectfrom the leaderproxy. Thisis
considereadheapethanfetchingthe objectfrom the sener. Henceco-operatiorbetweerproxiesyieldsbetteruser
responsdime. In the casewherethereis no co-operatiorbetweencachesthe differencesareasfollows: Proxies
do not communicatevith eachotherfor the retrieval of an object,which may alreadybe cachedn a cluster All
requestdor objectsthatarenotlocally cachedareforwardedto the sener. However, logical multicastgroupswill
be formedfor update/inalidatepropagtion, to ensurescalability Leadersstill exist, but on becominga leader a
proxy doesnot broadcasthis informationto the group; however, the sener which electsthe rst proxy to request
anobjectasleader piggybackghis leaderinformationon all repliesto furtherrequestgor this object. Thisis done
sothat proxiesknow whereto communicatdheir disinterestin the object. The sener alsosendsa messagéo the
leaderaskingit to addadistinctrequestingproxy asmember Thisway, achanneis setup for ef cient logical group
maintenancéor update/inalidatepropagtion,on a perobjectbasis.

3.2.3 Lease Renewal and Termination

In additionto maintaininga directory eachproxy in the cluster which potentiallybecomes leaderfor anobjectat
somepoint, maintainsa membeshiplist dynamically Suchalist allows a proxy to identify which otherproxiesare
memberof amulticastgroup,for whichit is theleader Thisallows aleadeiproxyto multicastupdatesr invalidates
for anobject(usingan application-l&el multicast)only to memberproxiesin the group(i.e., thoseproxieswhich
cachethis object). The membershigist de nes thoseproxiesthatareinterestedin the object. A proxy is saidto
be interestedn an objectif it hasreceved a requestfor the objectwithin somet time units wheret, is a tunable
parameter If the proxy hasnot receved a requestfor an objectit cacheswithin the lastt time units, it issuesa
terminaterequesto its leader This s truefor the caseof no co-operatioralso. Theleaderthendeleteghis member
proxy from its group.

Hereis a simpleway to deplg this leaseterminationpolicy: We are primarily addressingonsisteng for static
objectsandnot streamingobjects;it is well-known thatLRU is the mostcommonlyusedcachereplacemenpolicy
for suchobjects. LRU may be implementedasfollows: If anobjectrecevesarequestplaceit atthe headof the
list. For suchanimplementationsomefractionof thetail of theLRU list, is wherecandidatesor terminationexist
i.e., this region of the LRU list hasobjectsthat have aged Note that one may argue that the whole point about
maintainingan LRU list is that future hits for objectsare expected.However, [7] shavs thatWebtrafc follows a
Zipf-lik e distribution andthat only 25% of the objectscontrikute to about70% of the trafc andarethereforehot.
Giventhis result,we expectthe restof the 75% of the objectsto residetowardsthetail of the LRU list. Therefore,
everyt time units,aproxy mayscanthe LRU tail for objectsthathave notrecevedrequestsor overt time unitsand
issueterminaterequestgor suchobjects. This aswe seeis very easyto implementin today's proxy cachesvhich
mostly employ the LRU cachereplacemenpolicy, the only additionalrequiremenbeingthe needfor a timer that
signalsa scanof the LRU tail everyt time units.

If aleaderrecevesterminaterequestsrom all its membersandit itself is notinterestedn the object,it terminates
the leaseandissuesa messagéo all proxiesin the clusterandto the sener informing all thatit is no moreleader
andthatthe leaseon the objecthasnot beenrenaved. If onthe otherhand,atthe endof aleaseduration,aleader
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hasat leastoneinterestednemberit issuesa messageo the sener requestingenaval of the lease.Note thatthis
approachs similarto pruningin multicastprotocols.After leasetermination the next proxyin theclusterto receve

arequesfor the objectassume$eadershindthe protocolexecutesasdescribed.

While it may be expectedthat the messageverheadindeedincreasedy emplgo/ing a mechanisnthat provides
consisteng guaranteed1 CDNs, suchanoptimizationshouldarguein favor of leasesasa candidatemechanisnior

achiezing strongconsisteny, in termsof pro-actve reductionin themessagandstatespaceoverheadoy discarding
stateof objectsthatno oneis interestedn. Also notethatthis optimizationis not compute-intensie anddoesnot
maintainary morestatethanis usuallymaintainedn proxy cachedoday

3.2.4 Lazy Lease Renewal

Therenaval policy describedabore is aneager renaval policy, whereif atleastoneinterestednembeifor anobject
exists, the leaderfor the objectissuesenav requestdo the sener. Anotherrenaval policy is thelazypolicy. Here,
whenaleasefor anobjectexpires,irrespectve of theexistenceof interestegroxies theleademproxy doesnotrenev
thelease.Theleaderinsteadsendsmessageto all currentmemberdor anobjectinforming themthattheleasefor
the objecthasexpired andthatthey shouldnot sene furtherrequestdor the objectlocally. In addition,the leader
discardsgts membershipist. However, the next requesfor the object,attheexistingleaderor ary otherproxyin the
cluster triggersarenaval of thelease andthe protocolexecutesasdescribedabore.

As we shallseein thefollowing section thetrade-ofs of the abore two policiesarethatwhile the controlmessage
overheadand the statespaceoverheadare lessfor the lazy renaval policy, the hit ratio, responsdime and data
transferoverheadaresigni cantly worse.We do expectthe performancef both eagerandlazy reneval policiesto
cornvergewith increasan the durationof theleasegrantedoy the sener.

3.2.5 Propagation of updates and invalidates

The costof propagting updatesor invalidatesdiffer widely (seeSection4). Sincenetwork overheads something
we would like to keeplow, the decisionof whento propagte updatesor invalidatesbecomesan interestingone.
While this problemhasrecevedlittle attention,arecentstudy[13] addressethis issueto someextent. Somestudy
hasmeasuredhe gainsin piggybackingof updatesalongwith repliesto IMS requestseducethe numberof IMS
messagef25] andanothehasstudieddeltaencoding 30] to make updatepropagtionlessexpensve. However, in
orderto computeandpropagte'deltas'of objects,a history of the changedo anobjecthasto be maintainedat the
sener; thisis extra staterequired.

Althoughit is not commonfor sener to propa@teupdatedo proxiesthesedays,the effectsof co-operatiorare
realizedonly whenpush-basedenersare usedfor updatepropagtion. Thereforeour default algorithmrequires
a sener to propagte updatego leaderswhile leaderspropagte invalidatesto their members.On receiptof an
invalidate,a memberproxy evicts the objectfrom its cache forcing the next requestfor objectto fetchthe current
versionfrom theleader if oneexists,or from the sener otherwise.

We now presenthefollowing policiesthatmaybe employedfor update/inalidatepropagtion:
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Popularity of an object: Intuitively, the propagtion of invalidatesis goodto help alleviate proxiesof the
work requiredto updateobjectsthey cachedueto changestthe sener. However, thisis usefulonly whenthe
popularityof anobjectis low. If anobjectis popular andasenerpropagtesonly invalidatesthenevery other
requesfor theobjectgenerateSET messagefor theobjectsithisresultsin prohibitive network overheador

large systemsHence|if anobjectis popular it shouldbe moreef cient to propagteupdateghaninvalidates.
Now usingour algorithm,we canestimateobjectpopularityor objectinterest by keepingtrackof thenumber
of successie leaserenavalsgrantedfor anobjectbeforealeaseis terminated A highernumberof successie

renavals indicatescontinuinginterestin the object. Let the numberof successie renavals be Rg,cc; then
a sener administratorcould associatea thresholdnumberof renavals for objectshousedat the sener (say
Rinr esh) andasserthefollowing:

if (Rsucc Rthr esh)
propagitelNVALID ATEs

else
propagite UPDATES

Object size: Anothersimple policy thata sener may employ is thatif the sizeof anobject, Sop;, is small
propa@tetheupdate sincetheincrementatostover propa@tinganinvalidateis small. Hereagain, choosing
athresholdsize(say Sy esh) is theadministrators job. Thuswe have:

if (Sobj Sthr esh)

propagite UPDATE messages
else

propa@gteINVALID ATE messages

Hybrid Policy We could combinethe above two policiesto work so asto propagte updatesnot only for
popularobjects but if they aresmalltoo.

if (Rsucc Rihr esh)
if (Sobj Sthr esh)
propagteUPDATE messages
else
propagteINVALID ATE messages
else
propagite UPDATES
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Now giventhatwe have ahandfulof possibilities thequestiorwe try to answelis whatthresholdoneshouldpick.
Saywe useaninvalidate-onlyscheme Let the numberof requestghatarrived at proxiesin the clusterfor objects
thathave beeninvalidatedin their cachedenj,, . We suggesthat, picking a thresholdthatallows the propagtion
of aboutnj,, updatess agoodapproximatiorof whatis required.Thisis intuitive becausdéf thenumberof updates
far exceedsjny , thenit is likely thatthe supply (humberof updategpropagted)exceedshe demandnumberof
requests)whichis thereforewastedeffort. Theseideasareevaluatedn Sectiorn4.

Note that the abore mentionedpolicies do not requirerecursve exchangeof informationin the systemto nally
accumulateatthesener beforea decisionof whetherto propagiteupdatesor invalidatess takenaswith techniques
proposedn [13].

3.2.6 Adapting to Server and Network Load

It is impossibleto predictsener andnetwork loadsin the Internettodaydueto unpredictablaiseraccesgatterns
andlargevariationin updatepatternsdependingon how dynamicobjectsare. If objectsata senerbecomehot, (i)
the network overheadncreasesiueto increasedequestgor the object,replies,renaval request®tc (ii) the sener
overheadnvolvedin maintainingconsisteng increasegstatefor leases|easedurationcomputation)eaderproxy
informationetc). If theseloadsbecomehigh, the performancef suchnetworks degrade.lt is necessaryo employ
mechanism#$o dealwith suchburstsof load.

Most applicationstoday cantolerateoccasionaviolations of consisteng guarantees Assumingthis, we suggest
thata way to dealwith suchburstsis to relaxthe strongconsisteng guaranteeandnot propagteall updatego an
object.Insteadthe sener needonly propagteonechangesvery timeunits,where is eitherauserinputto the
systemor parametethatis computedbasedn bottleneckresourcegthe sener or the network).

A simpleway to implementtheideais to keeptrackof bottleneckresource$or x edtimeintenalsandcomputethe
frequeng at which updates/isalidatesshouldbe propagtedto the usersfor the next suchtime interval, depending
ontheloadrecordedn the previousinterval. Thesenershouldpropagiteupdatestleastonceevery timeunitsin
orderto guarantee -consisteng or better If the sener propagtesoneupdateeveryt time unitswhereQ t :
thenwe saythatthefrequeng f = {. Thusf liesin therange[1;1 ].

Let Rynr esh denoteathresholdhatrepresentgitherthe senerloadthresholdor the network loadthreshold.Note
thatwe usethe numberof leasesnaintainecat the senerto measurdoadof the sener, andthe numberof messages
receved and sentby the sener to measurenetwork load. For the (k 1) x edintenval of lengtht, let Ry 1
representitherthe senerloador the network load.

We presentwo functionsor policiesthatwe useto computet, the time betweerntwo updatepropa@tionsand
hencethefrequeng for thek™ interval, f .

Policy 1:
Allow ty to vary directly with load asfollows andguaranteeonsisteng levelsbetween andstrongconsis-
teng: 8
2 0 if Rk 1 Rthr esh
tk = ifRk 1 2 Rinresh

.> Rk 1 Rihr esh t

R otherwise
thr esh
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Policy 2:
Use the following stepfunction that guaranteestrong consisteng if the load is belov thresholdand -
consisteng whentheloadgoesabove thethreshold.Notethat maybeauserinput.

o if Rk 1 Rthr esh

b = otherwise

Thesecondpolicy above, is relatively straight-forvard. We thereforeevaluateonly Policy 1 in Sectiord4.

3.2.7 Scaling the Leases technique

As CDNsbecomemoreandmoreusefulandpopularandthe demandof clientsincreaseit is logical to addmore
proxiesto the network to dealwith additionalload. Therearetwo waysin which this canbedone. (i) Proxiesmay
beaddedo eachclusterand(ii) the numberof clustersmaybeincreased.

Multiple Clusters: Here,while the consisteng algorithmfor a clusteraspresente@bose remainghe same,
additionalstatehasto be maintainedat the sener on a perclusterbasis.This includesmaintainingof leaders
andlease®n a perobject,perclusterbasis. Thereforejf proxiesin multiple clustersareinterestedn anob-
ject,thesener propagitesupdateso multiple leadersandthey in turn, propagteinvalidateso theirmembers.
Also, themaintenancef leasen aperclusterbasisallows thealgorithmto addressheneed=f eachcluster
independentlandthereforeadds e xibility to the system.For instancea seneradministratomay chooseo
employ aspeci ¢ leasedurationcomputatiortechniqudg10], for aspeci ¢ cluster and/ormonitortheloadon
eachclusterindependentletc.

Multile vel Hierar chies: If the numberof proxiesin a clustergrow, thenthelogical one-lesel hierarcly will
not scale,especiallywhen P multicastis not employed. This is so becausehe amountof work neededo
disseminatelatato andmanagdeasedor growing numberof proxies,increasesTo dealwith this scalability
problem,we presentagenericmethodof creatinglogical, N ary, L  level perobjecthierarchief prox-
ies,whereN maybeaninputto the system.This helpsreducethework leademroxiesneedto do in orderto
propa@teinvalidatesto their memberproxies. As we shall seein Section4, the r st proxy-basedgschemeof
leaderselectionis moreefcient in termsof network bandwidthusagethanhash-basedchemesMoreover,
the probability of makingproxieswhich arenotinterestedn anobjectpartof its groupis higherwith hash-
basedschemesin a multi-level hierarchicalorganization,if a hash-basedchemes used,while eachproxy
in aclusterwill know which otherproxy is its parentby executionof somefunction, it is notthateasyin the
rst proxy-basedchemeandadditionalmechanisméave to beemplosed. Sowhile it wasbrie y mentioned,
how thehash-basedchemanaybeextendedo multiple levelsearlierin this section theextensionof the rst
proxy-basedschemas not asstraightforward. While the extensionmay be accomplishedn mary ways,we
presenbnesuchmechanisnthatis ef cient for our purposesSomealreadyexisting protocolsinclude[14],
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Figure 2: Multilevel hierarcly examplewith branchingfactor= 2

[26].

Here,asthe namesuggeststhe rst proxy in the clusterthatrecevvesarequesfor anobject,becomedeader
for the object. This informationis broadcasto the cluster Hence,otherproxiesthat receve requestsn the
clusterforwardtherequesto the leader The leademalkessuchproxiesits immediatechildrenaslong asthe
numberof suchproxiesis N. To continuewith the descriptionof the protocol, we requirethat a proxy
keepstrack of the numberof childrenproxiesin the subtreerootedat eachof its members.If a proxy which
doesnot belongto the hierarcly requestdhe sameobject, the following protocolis emplg/ed: The leader
sendghe objectto the requestingoroxy andforwardsthe requesto ary oneof its memberproxiesthathas
theleastnumberof children;if all memberdave anequalnumberof children< N, thenamembelis picked
atrandom. If all the membershave N childreneach,andthe leaderproxy hasN children, it forwardsthe
requestcalled Add-Memberequestin the Section4) to oneof its children, picked at random. The process
recursvely continuesauntil at somelevel of the hierarcly, a proxy with thelowestnumberof childrenproxies
is located.Suchaproxy makestherequestingproxy its child andthenew parentsendsamessagécalledJoin-
Me requestsn Sectiond) to therequestingproxy informing it of its action. Therequestingoroxy makessuch
a proxy its parentandthusjoins the hierarcly. See gure 2 for anexample. The boxesrepresenproxiesin
the hierarcly andthe elds correspondo childids andthe numberof childrenin the subtreerootedat childid
respectiely. Sucha schemeaswe see,only involvesthoseproxiesthat are interestedin an object, unlike
the hash-basedchemeHowever, with time, if memberdn suchhierarchiedoseinterestin anobject,thisin
effectreducego a casewhereproxiesin the hierarcly becomesimpleforwarding proxies i.e., althoughthey
may not sene requestdor an objectary morebecausehey do notreceie ary requestdor the object,they

15



still forward updates/imalidatesto childrenproxiesthatareinterestedn the object. Note thatwhena proxy
losesinterestin an object, it sendsa terminaterequesto its parent. The parentin turn shouldintimateits
parent(this goesall theway to theroot) of the samesothat stateat the leaderconcerninghumberof children
in all subtreegietupdated.ThesemessagearecalledUpdateChildenStatanessagem Section4. Notethat
this "join andleave” algorithminvolvesno multicastor broadcasandis thereforeef cient in termsof its use
of availablenetwork bandwidth.Moreover, sincethatsubtreewith theleastnumberof children(or nodes)is
eventuallypicked,thetreeremaindairly balancedtall times.

4 Experimental Evaluation

In this sectionwe demonstratéheef cacy of leaseausingtrace-drvensimulationsanda prototypeimplementation.
In whatfollows, we presenbur experimentaimethodologyandresults.

4.1 Simulation Environment

We designedan event-basedimulatorto evaluatethe ef cacy of theleasestechniquan maintainingcacheconsis-
teng/ betweera senerandmary proxies.The simulatorsimulatesone/moreclustersof proxy cachegarny number)
that receve and servicerequestdrom several clients. Cachehits are servicedusinglocally cacheddatawhereas
cachemissesare simulatedby fetchingthe objecteitherfrom the sener or from anotherproxy in the cluster(the
leader),in caseco-operatie cachingtechniquesreemplosed. Theproxiesareassumedo employ theleasesmech-
anismfor maintainingconsisteng of cachedbbjectswith their versionsatthesener.

For our experimentswe assumehata proxy employs a disk-basedacheto storeobjects.We assumeén nite cache
sizes.Dataretrievalsfrom disk (cachehits) aremodeledusinganempirically derived disk model[] with a x edOS
overheadaddedto eachrequest.We choosehe Seagite BarracudadLP disk for parameterizinghe disk model(].
For cachemisses dataretrieval time over the network is modeledusingthe round-triplateng, the network band-
width andthe objectsize. Sinceproxiesareusuallydeployed closerto clients, but distantfrom seners,we choose
3msand 2MB/s asclient-proxylateny and bandwidth;the proxy-proxylateny andbandwidthare chosento be
75msand500KB/srespectiely andthe proxy-serer lateny andbandwidthare choseno be 250msand250KB/s
respectiely (theseparameterassume LAN ervironment).In reality theseparametersary dependingon network
conditionsdistancefrom sourceto destinatioretc. Sincewe aremoreinterestedn consisteng issuesthe useof a
simplenetwork modelsufces.

4.2 Workload characteristics

To generatehe workloadfor our experimentswe usetracesfrom actualproxies,eachservicingseveralthousands
of clientsover a periodof seseraldays.We employ two tracesfor our experiment§NLANR andDEC traces).The
characteristicef thesetracesareasfollows:

NLANR Trace:

— TraceDuration: About 15.5hours
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— Numberof ReadRequests750000
— Numberof SyntheticWrites: 14385

DEC Trace:

— TraceDuration: About11.1hours
— Numberof ReadRequests750000
— Numberof SyntheticWrites: 17126

Note: For few of the experiments,we neededhe numberof proxiesusedto grow to 15 or even 20. Dueto
memoryconstraintswe have not beenableto simulate750000requestdor thesecases.In mostof suchcasesve
managed00000requestgfor NLANR: it equalsl0.5hours,for DEC it equalst.5hours)andin onesuchcasewe
usedonly 490000requestgonly for NLANR: it equalsl0 hours).

Eachrequestin the traceprovidesinformationsuchasthe time of the requestthe requestedJRL, the size of
the object,the clientmakingthe requesktc. Determiningwhenobjectsaremodi ed is crucialto cacheconsisteng
mechanismsWe employ anempiricallydervedmodelto generatesynthetiowrite requestgandhencdast-modi ed
times) for our traces. Basedon obserationsin [], we assume90% of all web objectschangevery infrequently
(i.e., have anaveragelife time of 60 days).We assumehat 7% of all objectsaremutable(i.e., have anaveragdife
time of 20 days)andthe remaining3% of objectsarevery mutable(i.e., have an averagelife time of 5 days). We
partitionall objectsin thetracesnto these2 cateyoriesandgeneratavrite requestandlastmodi ed timesassuming
exponentiallydistributedlife times. The numberof syntheticwritesgeneratedor bothtracess asshavn above.

If correspondindNLANR and DEC resultsare compared subtledifferencesmay exist dueto (i) differencein
read/writeratiosand(ii) differencein theclientrequesdistribution acrosgroxiesin acluster

4.3 Experiments with NLANR Trace
4.3.1 Constants
Unlessexplicitly mentionedall our experimentshave thefollowing:
Trace used: About 15 hoursof NLANR Trace(750000requests).
Number of proxies: 10 Proxies.
Cooperation: Proxiesin a clusterco-operate.
LeaseDuration: We employ a x edleasedurationof 30 minsfor all leases.
RenewalPolicy: We employ aneagerrenaval policy for renaval of leases.

LeaseTermination Policy: If a proxy doesnotreceve arequestor anobjectfor 30 mins, it concludest is
notinterestedn theobject.

MessageCounting: We counta multicastmessag@asn messages.
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CacheHit: Ability of theclusterto sene arequeswithout contactinganexternalentity.
Client-Proxy mapping: is achiezedby useof a simplehashingfunction(clientld % NumberOfPoxies.

GET Message:is issuedf anobjectis notlocally availableOR if anobjecthasbeeninvalidated(countedas
1 message).

IMS Message:is issuedonly if anobjectexistsin a proxy cache,but thereexists no authority within the
clusterto seneit. i.e.,its leasehasexpired(countedas1l message).

Renew Messages:sene asIMS messagesalso, but are countedseparately This is doneto addressa real
scenariowhereanobjectchangesat the sener betweerthetime therenav requesis issuedandthetime the
requestreacheghe sener. In sucha case,the reply from the sener hasthe following (newLease nenOb-
ject\érsion).

304 Messages:arerepliesto IMS/Renav requestsf the objectasthe sener hasnot changedcountedas1
message).

Terminate Messagesareissuedrom memberproxiesto leaderproxiesif a proxy hasnotrecevedarequest
for 30mins(countedas1 message)We choosethis durationas30 mins sincewe areemploying x edleases
for our experiments Terminatemessageareissuedrom leademroxiesto senerandall proxiesin thecluster

if it hasno membersAND it hasnotrecevedrequest$or anobjectfor 30mins.(Countedasl + n messages:
1 unicastto sener, 1 broadcasto otherproxiesin thecluster).

Update/Invalidate Propagation Policy: Push-basednechanismsre not commonlydeplo/ed in practice.
However, the bene ts of cachecooperatiorare betterrealizedwhen updatesare propagted. We therefore
assumehat senerspropagte updatesto leaderproxies,andthesein turn propagteinvalidatesto member
proxies.Hencewhile objectsdo getreplicatedacrosgproxies,asmoreandmore proxiesgetreceve requests
for an object,if the objectchangesat the sener, therewill exist exactly onecopy of the new versionof the

objectin the cluster while all othercopiesgetinvalidated. Theseinvalidatedcopiesat memberproxiesget

replacedwith the new versionof the object,on request.

4.3.2 Leader Selection

We comparehe rst proxy-base@dndhash-basetbaderselectionrscheme termsof loadbalancingacrosgproxies
andnumberof messagegenerated.While the hash-basedchemeachieves betterdistribution of load acrossthe
proxies,for a 10-proxycasethe rst proxy-basedschemes loadbalancingis governedby the requestdistribution
acrossproxies(seeGraph3(a)). Graph3(a) plots the numberof requestsachproxy receved andalso plots the
numberof timeseachproxy in the clusterassumedeadershipusingboth schemeslf the requestingproxy hasthe
sameid asreturnedby the hashingfunction always,the hash-basedchemebecomessef cient asthe rst proxy-
basedschemen termsof network bandwidthconsumptionlf thisis notthe casethenumberof messagegenerated
is far more(seegraph3(b) - uptoa 10%increase) For instancetherewill be atleastonemoreterminatemessage
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Figure 3: ComparingLeaderSelectionSchemedn termsof load balancingandmessageverhead

issuedirom memberto leaderthanin the rst proxy-basedase.Sincethe sener hasto sendtheleaseto theleader
if theleaderis notthe sameastherequestingnembeyrthenanextra messagés incurredfor sendingheleaseto the
leader- calledExtraLeasemessagesAlso, sinceobjectupdatesaresentto theleademproxy rst, andthenlatersent
to the memberproxieson demand the numberof messagegequiredto transferdataare higherin the hash-based
schemgseeFileTransfermessages)owever, assuminghaton several occasionghis is the case whatwe should
noteis thatreplicationof the objecthappensat a ratefasterthanin the rst proxy-basedase andhencethereare
fewer GET messagesndmorelMS messages.

Compareheseresultswith the correspondindEC resultin gure 33. Therequesdistribution is notasskawedas
it isin NLANR, hencewhile the hash-basedchemeachievesclose-to-uniformoadbalancingthe rst proxy-based
schemas notfaroff. In any casethe rst proxy-basedchemeconsumesessnetwork bandwidth.

4.3.3 Cooperative Caching

In this experiment,we vary the numberof proxiesfrom 5 to 15 andcompareresultsthusgot. While thereis only a
slightincreasgabout2%) in the total control messag@verheadwvhenthereis no co-operatioremployed between
proxies,aswe go from 5 to 15 proxiesin a cluster the price paid for co-operationis the numberof broadcast
messagemadeby a proxy whenit becomedeaderfor an objectandwhena leaseis terminated. This causeghe
controlmessag®verheado increaseby 160%(Graphs4(a)and(b)). Suchahighernumberis dueto thevery high
read/writeratio of the NLANR traceused. The positive sideof this however, is thatthereis animprovementof up
to 12%in hit ratios(Graph5(a)) andabout5% in the meanresponseime (Graph5(b)). Anotherclearadvantageds
thatthe sener performslesswork (in termsof the numberof requestgprocessedyvhenco-operatioris emplo/ed.
Thisis becauséf anobjectexistsin the clusterandhasa valid leaseon it, thenit is alwayssenedfrom within the
cluster thustaking load off the sener. Fromthe graph5(c), we seethatthe sener overheadeducesy up to about
5%.

Fromtheabove results( gures 4 and5), alsonotehow the metricsvary with increasinghumberof proxiesin the
cluster With cooperationthe hit ratio, meanresponsdime andsener overheadremainpretty muchthe same as
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we distribute the sameworkload acrossincreasingnumberof proxies. This resulthowever, doesnot hold for the
no-cooperatiorctase. While the control messag@verheadncreasesvith increasingnumberof proxies,the mean
responseime andsener overheadncrease We seea visible decreasén hit ratio becaus¢he numberof rst-time
missedncreasawith increasinghumberof proxies.

For moredramaticdifferencespleaseseethe DEC resultsin gures 34 and35.

4.3.4 Eager vs. Lazy Renewals

In eagereaserenaval policies,while leasesarerenaved pro-actvely basedon criteria alreadystated,in the lazy
casetheleasesreleft to expire,all membershistateis discardecgndthealgorithmis madeto re-executeonreceipt
of the next request.Sowhatwe do expectis thatat the costof highermessag®verhead dataavailability is more
andhenceuserresponsdimesarelower. Thisis exactly whatwe obserein graphg(see gures 6 and7).

For our experimentswe kept mostvariables x ed andchangedon the leasedurationsof leasegrantedfrom 5
mins to 300 mins. The resultswe obsene are similar for shortto long leasedurations. The numberof renaval
messagegerminatemessagestcdecreasavill longerleasesHowever, notehow theresultstendto corvergefrom
shorterto longerleaseqsee gures 6, 7, 8, and9). For bettercorvergence seethe DEC resultsin gures 36to 39.

Looking morecloselyat the graphswe seethatwhile thereis a 60%to 150%increasen the numberof control
messagefor eagerrenavals over lazy renavals dependingon leasedurations(seegure 6), andup to 16% more
statespaceoverheaddueto leasemaintenance(segure 8(b)), the plusesof eagemrenavals include 25%to 80%
improvementin hit ratio andup to 7% improvementin meanresponsdime (see gure 7). For shorterleasesthe
numberof le transfermessagess lower becausaupdatesget propagtedonly for thoseobjectsthat have valid
leases.Moreover, eagerrenavals causea highernumberof le transfersasthe chanceshatthey arelongerlived
thanwhenusingthe lazy policy arehigher(see gure 8(a)). Figure9 re ect whatwe expectin thatthe numberof
updategpropagtedaremorein the eagerenaval caseasleasesare”alive” for longerdurationsof time. However,
for the numberof invalidatespropa@tedfrom leadersto membersthe numbersare higher for the lazy renaval
policy for shorterleasesThisis sobecausetheleaderis x edandhencechanceshatsuchmessagearegenerated
for otherproxiesarehigher In the eagercase pver long durationsof time, several proxiesmay becomdeadersand
hencechancesof membersalways existing are fewer. Hencethe fewer numberof invalidates. For longerleases,
sinceleadergemainputfor longerdurationswith moreupdatepropagted,we seemoreinvalidates.

We also study the effects of varying our terminationpolicy. For the abore resultswe assumedhat proxies
would issueterminaterequestgo their leadersif they do not receve requestdor 30mins(equvalentto a lease
duration). Graphsin gures 10, 11 and12 shav us resultsof experimentswve conductedby varying this duration
from 30minsup to 120mins. As we expect,the numberof terminatemessageand leaderldbroadcastnessages
decreasevhile numberof renev messagesicreaseasproxiesretaintheir groupmembershigor longerperiods.If
groupmembershipareretainedor longerperiods,t implieslongerdurationdor which leasesemainvalid. Hence
the numberof updatesandinvalidatespropa@tedalsoincreasgsee gure 11). Also from gure 12 we seethat
the hit ratio increasesdy about18% andthe meanresponsdime improvesby about26% This is becausanore
updategyetpropa@ted.However, notethatfor the abore mentionedbene ts, the controlmessageverheadandthe
statespaceoverheadat the sener (in termsof numberof leasesnaintainedjncreaseby up to about9% and209%
respectiely (see gure 10).
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Eager Renewal: Message Overhead (NLANR Trace) Lazy Renewal: Message Overhead (NLANR Trace)
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Figure 6: Messageverheaccomparisorfor eagerandlazy renaval policies.
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Figure 7: Hit RatioandResponsdime comparisorfor eagerandlazy renaval policies.
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Eager vs Lazy Renewal: File Transfers (NLANR Trace) Eager vs Lazy Renewal: Server State Space Overhead (NLANR Trace)
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Figure 8: File TransfersandStateSpaceOverheadcomparisorfor eagerandlazy renaval policies.

Eager vs Lazy Renewal: Updates Propagated from Server to Leaders(NLANR Trace) Eager vs Lazy Renewal: Invalidates propagated from Leaders to Members (NLANR Trace)
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Figure 9: Updateqfrom senerto leadersandinvalidategfrom leaderso membersfomparisorfor eagerandlazy
renaval policies.
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Termination Policy: Control Message Overhead (NLANR Trace) Termination Policy: Server State Space Overhead (NLANR Trace)
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Figure 13: Hit Ratiowith varyingthresholds
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Figure 14: Responsdime with varyingthresholds

4.3.5 Update vs. Invalidate Propagation

Here we presentthe evaluationof the schemesve proposedearlierfor update/inalidate propagtion. What we
expectis thatirrespectve of the schemeaused theresultsachiezed by varyingthethresholdghatdeterminevhether
to propagte an updateor not will pronouncewaysto bridge the gapsbetweenthe overheadf update-onlyand
invalidate-onlypropagtion schemes.The graphs13(a) and (b) shav the variation of hit ratio aswe move from
updates-onlyto invalidates-onlyschemesAs is expected,if fewer andfewer updategyet propagted,the hit ratio
is boundto decreaseSimilarly the meanresponsdime (seegraphsl4(a)and(b)) is boundto increasevhenmore
invalidatesarepropagtedasthey causefurtherrequestdgor the objectto "get” the objectfrom leaderproxies. This
changesaresmall,whichis adirectcauseof the high read/writeratio of thetraceused.

Graphsl5(a)and(b) shov how the total numberof controlmessageand le transfersvary. While thereis an
increasdan the numberof control messageghe numberof le transfermessagedecreaseThisis so,becausahe
morethenumberof invalidatespropa@ted themoreaschemdendstowardsto "sene-request-on-demandtheme,
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Renewal-based Update/Invalidate Propagation: Message Overhead (NLANR Trace) Size-based Update/Invalidate Propagation: Message Overhead (NLANR Trace)
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Figure 15: Messageverheadwith varyingthresholds

Renewal-based Update/Invalidate Propagation: Updates and Invalidates Propagated (NLANR Trace) Size-based Update/Invalidate Propagation: Updates and Invalidates (NLANR Trace)
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Figure 16: Numberof updatesandinvalidatespropagtedfrom Senerto Leaderswith varyingthresholds
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Hybrid Scheme for Update/Invalidate Propagation: Message Overhead (NLANR Trace) Hybrid Scheme for Update/Invalidate Propagation: Updates and Invalidates (NLANR Trace)
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Figure 17: Messageverheadandupdates/imalidatespropagtedfrom Sener to Leaderswith varyingthresholds
usingthe hybrid scheme
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Figure 18: Hit RatioandResponsd&ime, with varyingthresholdsisingthe hybrid scheme
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and hencethe numberof data-carrying-messageégcrease.On the otherhand,as mentionedabove, requestdor
invalidatedobjectsgeneratenoreandmore GET requeststhis causesin overall increasen the numberof control
messagedsraphsl6(a)and(b) shav how thetotal numberof updateandinvalidatemessagesary. As is expected,
with increasein the threshold,the numberof updatemessageslecreaseand the numberof invalidate messages
increase.Thesegraphsplot the numberof requestdhatarrive for objectsthatareinvalidatedalso(69 suchrequests
for theinvalidate-onlycase).As we cansee purideaof choosingathresholdbasednthisnumberfor theinvalidates-
ory casejs agoodpredictorfor whatthresholdoneshoulduse,whenemploying the reneval-basedschemdin the
resultshown, a renaval-basedhresholdof 2 sufces to bring the numberof suchrequestgionn to 45). This does
not work aswell with the size-basedcheme.In the hybrid schemewe x thethe numberof successie renavals
thatindicatepopularityto 2 andvary the sizethreshold.We seefrom graph17(b)thatsucha schemeallows oneto
propagteupto 1700more updatesf the sizethresoldis setto < 15K B; this schemds basedon the assumption
thatit is notexpensve to propagite”’small” updatesGraphsn gure 18 shav how the hit ratioandmeanresponse
time vary for the hybrid scheme.

4.3.6 The FrequencyParameter

In theprevioussectionwe introducedhenotionof "frequeny” asameango dealwith increasingsener or network
load. Theideais to avoid the propagtion of all the changedo objectshappeningtthe sener, in orderto consere
network bandwidth,assumingthat applicationsaccessingheseobjectsfrom the proxiescan tolerateoccasional
violationsor stalehits.

Frequeng can be incorporatedin two ways- we can either acceptit as an input to the system,and provide
userdesiredconsisteng or we could dynamicallytrack resourcegsener and network overhead)and decidethe
frequeng of updatepropagtionfrom the sener to the leaders.We rst presentesultsby assuminghatthetime
interval betweerntwo updatepropagtedis x edandlaterpresentesultsby computingirequeng dynamicallybased
on sener overhead(in termsof the numberof active leasesandnetwork overheadin termsof numberof control
messages).

In the xed frequencyexperimentswe vary the periodbetweerthe propagtion of ary two updatesrom values
assmallas5h secondgo valuesaslargeas1 hour. If every updateis not propagtedfrom the sener to theleaders,
we expectthefollowing: (i) violationsof strongconsisteng, thoughwe aremeeting -consisteng guarantees,
beingtheinterupdatepropa@tionperiod. (i) Asthefrequeny decreaseshecontrolmessageverheadwill reduce
dueto decreasedumberof updategpropagted.(iii) Thenumberof numberof timesrequestarrive for objectsthat
areinvalidatedwill be fewer, with fewer invalidatesare propagtedfrom leaderso members.Hencethe hit ratio
increasesvith decreasindrequeng.

Giventheabove intuitions,we now examineresultsin gures 19,20and21. Figure19(a)shaovs how thenumber
of control messageand le transfermessagesary with decreasingrequeng. While the decreasén network
bandwidthconsumptionis not clear from this graph, gures 19(b) and (c) accenuatehe decrease.The control
messag@verheads seento decreasdy about300 messageandthe numberof le transfersdecreaseby about
1200 Thedecreas@oesnot seento besigni cant becaus¢he updatefrequeng of objectsattheseneris not high;
about2000updatesare propagtedif thefrequeny parameters notintroduced- thereforethetotal decreasén the
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Variation of Server Load with Time (NLANR Trace) Server Load-based Frequency: Frequency with Time Server Load-based Frequency: Frequency with Time
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Figure 22: Variationof senerloadandfrequeng with time; alsofrequeng vs. senerload
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Figure 23:. Averagefrequeng, ViolationsandControlMessagesaryingwith thethresholdsenerload

controlmessagand le transferoverheadds small. Dueto fewer updatepropagted(see gure 20(a)),asstated
above,thehit ratiodecreaseBy smallamount.Themearnresponséime (see gure 21(a))is notseerto changehere.
However expectedresultsarebetterseenin the experimentsconductedvith the DEC Tracedueto a highernumber
of updategropagted. Figure21(b) shavs violationsof strongconsisteng guaranteeto be about0:0025%(if we
propagteupdatesonceevery 5 secondsjo about0:025%(if we propagteupdateonceevery hour).

Now we shav how we candynamicallyadaptfrequeny to aresourceonewouldliketo consere. Figures22,23,
24 and 25 shaw resultsof experimentswe conductedy settingdifferentthresholdgepresentinghe point beyond
which the seneris consideredo be overloaded.Sofor instancesaywe wantto provide consisteng guaranteesf
atleast30 minutes(i.e., proxiesin the cluserandthe sener arenever out-of-syncby morethan30 minutes)andlet
our sener load thresholdbe 12000leases.All updatesare propagtedif the numberof active leasesat the sener
is lessthanthis threshold.As describedn the earliersection,if the numberof active leasegyoesabore 1200Q our
algorithmcomputesan appropriatdrequeng at which updatesarepropagted. Also if the numberof active leases
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Multilevel Hierarchy: Control Message Overhead (NLANR Trace)

Multilevel Hierarchy: Work done by Leader (NLANR Trace)
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Figure 26: Comparingsingleandmultiple level hierarchicalproxy organizationsn acluster

is 2400Q updategietpropa@tedat afrequeng of 1 updateevery 30 mins,in accordancevith guaranteemeant
to beprovidedby the system.

Figure 22 shavs usthe following: how theload at the sener varieswith time (graph22(a)),how the frequeng
with which updatesrepropag@tedvarywith time correspondingo theloads(graph22(b))andhow frequeng varies
with senerload(graph22(c)). For thedifferentthresholdswe seethatall updategyetpropagteduntil thethreshold
is reached. The frequeny thenvarieslinearly with load until the peakload is reachedafter which updatesare
sentonceevery 30 minutes.Figure23(a)shavs how themeaninter-updateperiodvarieswith increasingsener load
thresholdsThehigherthethresholdthemoretheupdatepropagtedhencehemeaninterupdateperioddecreases;
the numberof timesstrongconsisteng violationsoccurdecreasewith increasinghreshold(graph23(b)) andthe
numberof controlmessagemcreaseggraph23(c)).

Theresultsfor frequeng adaptatiorbasedbn network load ( gures 24 and25) aresimilar. Network loadis mea-
suredin termsof the numberof messagegecevedandsentby the sener andthresholdselectedor the experiment
variedfrom 30000to 70000messagesvery half hour

4.3.7 Multi-le vel Hierarchies

Herewe shaw resultsof experimentsave conductedising15 proxiesin a cluster The branchingfactorinputto the
systemis 2. i.e., if all proxiesgot requestdor the sameobject,the perobjecthierarcty would be a 3-level binary
tree,with theleaderproxy at root. We simulate500000request®f the NLANR tracehere.

The graphsin gure 26 re ect the importantresultswe get of our evaluation. As we move from one-level to
multi-level hierarchiesn a cluster we expectthe numberof controlmessagew increasealueto the extra messages
involved in maintaininga hierarcly. However, the work requiredto be doneby the leaders(in form of invalidate
propagtionto membersperobject)is expectedto decreasedependingon the numberof proxiesin the clusterand
theinputbranchingfactorto the system.
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Clustering vs. No Clustering: Number of Leases Granted (NLANR Trace) Clustering vs. No Clustering: Lease Maintenance Overhead (NLANR Trace)
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Figure 27: Clusteringvs. No Clustering- Numberof LeasegyrantedandSener State

Graph26(a)shavs anincreaseof about4000control messagem all aswe adoptthe logical multi-level hierar
chical organization. The extra messagegeneratedn the multi-level case(AddMemberJoinMe and UpdateChil-
drenState alsorefer Section3) areplottedin graph26(b). At the costof the above increasesye seethe bene ts
of amulti-level hierarcly in graph26(c)wherethereis a decreasef about78%in the work doneby theleaderfor
propagtinginvalidates While invalidatesarepropa@tedat therateof about7:43 invalidatesperhourin the caseof
singlelevel hierarchiesleadersn the multi-level casepropagteinvalidatesat a rateof only 2:09 perhour.

4.3.8 Scalability achieved with Clustering

In earlierwork [], we presentec@ndevaluatedhow leasesnay be deployed individual proxies. In this sectionwe
study the scalability achiezed with clusteringof proxiesin termsof the amountof work doneby the sener for
grantingleasesmaintainingleasesandupdatepropagtionto leaderproxies.

We keepthetotal numberof proxies x edat 20 andsimulate490000requests.

If proxiesarenot organizedasgroups,thenthe perobjectstatemaintainedat the sener would be high asmore
thanoneproxy may requesin objectcausinghe sener to maintainperproxy stateaswell. Thisin turnwill cause
the sener to propagte multiple updatesper objectto the proxiesinterestedn the object(i.e., thosewhich have
leaseson the object). As the numberof proxiesincreasethis could causehigh overheadat the sener in termsof
the numberof leaseggranted,the numberof leaseamaintainedand thereforethe numberof updatespropagted.
Thereforedeploymentof leaseson a perproxy basisis indeednot scalable.However, if we group proxiesinto a
cluster thereis a needto maintainonly perobjectstatefor one proxy (the leaderproxy for the object). Hence
the sener needpropagte updatesonly to the leader(which in turn propagtesinvalidatesto its membersijf ary).
However, the costof suchbene tswill re ect in increasechumberof controlmessagedueto broadcastsequired
for co-operation.

In Graph27(a),we seethe decreasén the numberof leasegrantedwhenwe emplg clustering.This decrease,
thoughjust 4% for thistrace,is sobecausavith clustering,oncea proxy in the clusterrequests@nobject,becomes
leaderfor the objectandgetsthe leasefor the objectfrom the sener, all furtherrequestdor the objectarehandled
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Clustering vs. No Clustering: Updates Propagated (NLANR Trace) Clustering vs. No Clustering: Control Message Overhead (NLANR Trace)
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Figure 28: Clusteringvs. No Clustering- Numberof UpdatesPropagtedandControlMessageOverhead

by the leaderproxy (aslong asoneexists) anddo not go to the sener andthusdo not resultin furtherleasegrants
by thesener. Request$or anobjectgoto thesenerif andonly if theredoesnot exist aleadermproxy for the object.

Graph27(b) re ects the averagestatespaceoverheadrequiredto maintainleases.We seea 4:5% decreasen the

amountof staterequiredto be maintainedoy the sener. With clustering,sincethe sener now needcommunicate
with fewer proxiesper object,the numberof updategpropagtedby the seneris seento decreasédy 3:6% (graph

28(a)).However, for thesebene ts, we seeaneight-foldincreasen the numberof controlmessages graph28(b).

Possiblavaysto dealwith suchincreasesrementionedn thefollowing subsection.

4.3.9 Multiple Clusters

Herewe try to understandhow the numberof proxiesin a cluster(in effectthe numberof clustersgivena groupof
proxies)affecttherelevantoverheads.

First we addresgpossiblewaysto dealwith the increasein control messagesswe maove from no clustering
to clustering. The large increasesre dueto the broadcastmessagesequiredfor co-operatre cachingin clusters
(broadcastLeaderldndterminatemessages)A possibleandwell-knowvn way to getover this problemis to deploy
IP multicast. SincelP multicastis not widely deployed, we have not assumedt for all the experimentswe have
performed.However, if we assuméhe deploymentof IP multicastandalsoassumehatthe proxiesin a clustercan
form multicastgroups,the following gure depictthe effect of multicaston control messag®verhead.Note that
studieshave comparedcachingand multicastfor improved WWW performancd36]. Herewe suggesthe useof
bothfor scalableconsisteny.

Contrastthe above graphwith graph28(b). Insteadof an eight-foldincreaséen the total numberof controlmes-
sageswe seeonly a25%increasavhenwe employ IP multicast(the20-clusterplot for agroupof 20 proxiesre ects
no clusteringin effect; comparethis with the 1-clusterplot). Note thatwith decreasingiumberof clusters(from
10 down to 1), the numberof leadersdecreaseausinga decreasén the numberof broadcastLeaderldnessages.
This is oneof the causedor an overall decreasén the control messag®verhead.The otherreasonis, asproxies
get more and more distributed acrossclusters,chanceghat terminatesoccur are higher (hencelower numberof
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20 Proxies in Multiple Clusters: Message Overhead Using Multicast (NLANR Trace)
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Figure 29: Overcomingthe messageverheadusingclustering: Multicast

P1 and P2 in the same cluster

t1 t2 tl+d t1+2d
} } } } time
Proxy P1 gets request Proxy P2 gets request  P1 renews P1 terminates
for Object O and becomes for object O and lease lease |
leader . becomes member .
P1 and P2 in different clusters
t1 t2 ti+d t2+d
} } } } time
P1 gets request for P2 gets request for P1 terminates P2 terminates
object O and becomes object O and becomes  lease lease:
leader leader ! :
. No active lease
for object O

Figure 30: Possiblereasorasto why leasesareshorterlivedwhenwe distributea x ed numberof proxiesover an
increasinghumberof clusters.
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Figure 31: Messageverheadwith increasingnumberof clusters

terminatemessagewith a lower numberof clusters)andthereforeobjectleasesareshorterlived. Similarly, asthe
sizesof clustersdecreasethechanceshataleasegetsrenavedbecausef interestegroxies,is less.We thusseean
increasdan the numberof renavalswhenwe go from 10to 1 cluster Thisincreasds small (seebelow) andhence
the overall controlmessageverheaddecreasewith a decreasén the numberof clusters.To explain all this, let us
considera simple2-proxy cluster(alsorefer gure 30). Sayattimetl, P1 becomedeaderfor objectO. At alater
tl+ d, P2 getsarequestor objectO. At timetl + d, P2 doesnot satisfytheterminationconditionand
thereforetheleasegetsrenaved. Ontheotherhand,if P1 andP 2 werein differentclusters P 1 would terminateat
timetl+ dandP 2 wouldterminateits leaseattimet2+ d, of courseassumingho furtherrequestsAs adirectcon-
sequencethe numberof renavalsincreasesvith a decreasén the numberof clustersacrosswhicha x ednumber
of proxiesgetdivided. But asthisincreasds not high, we seeanoverall decreas@ thenumberof controlmessages
(about4%) with decreasén numberof clusters.

timet2

Therefore,deploying IP multicastis indeeda possibleway to dealwith large control messag@verheadnvolved
whentrying to provide scalableconsisteng solutions. It not only avoids the large increasdan network bandwidth
consumptioraswe go from no clusteringto 1 cluster thereincreasehereon (from 1 to 10 clusters)is only about
5%.

Now we studytheeffectsof varyingthenumberof clustersacrossvhicha x ednumberof proxiesgetdivided. For
this setof experimentswe assumathenumberof proxiesto be20in all andsimulate490000requestsWethenvary
thenumberof clustersfrom 1 to 20 comprising20to 1 prox(y)ieseach.With anincreasinghumberof clustersnote
thatthenumberof leademproxiesperobjectincreaseshowever the degreeof cooperatiordecreasewith decreasing
numberof proxiespercluster This causes decreasén the numberof broadcastnessageébroadcastLeaderl@nd
terminatemessages)Thesetwo componentsesultin a decreasén the total numberof control messagegabout
89%) aswe grow from oneto tenclusterg(seegraph31(a)). Graph31(c)plotsthenumberof le transfermessages
andthenumberof updatepropagtedfrom thesenerto theleader While thetotalnumberof le transfermessages
remainsaboutthe same,the numberof updatemessageicreasesdy about4:5% (1 to 10 clusters). Thereare
moreupdatedecausehe numberof leadergerobjectarelik ely to increaseawith increasinghumberof independent
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20 Proxies in Multiple Clusters: Hit Ratio 20 Proxies in Multiple Clusters: Response Time 20 Proxies in Multiple Clusters: Server Overhead (NLANR Trace)
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Figure 32: Hit Ratio,MeanResponsdime andSener StateSpacewith increasinghumberof clusters

clustershencethe numberof updatesa sener propagtesis likely to increase Graph32(c) plotsthe overheacdat the
sener. Notethatasthe numberof clustersincreasethe numberof leaderancreasecausingthe sener to maintain
more statefor anobject. We seea 10% increasdn statespaceoverheadat the sener aswe maove from oneto ten
clusters.Graphs32(a)and(b) examinehow the overall hit ratio andmeanresponseime vary with the numberof

clusters With increasén thenumberof clusterstherateatwhich objectsgetreplicatedreducedueto fewer number
of proxiesper cluster;hencewe seea 10%reductionin hit ratioanda 6% increasen meanresponséime.
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5 Concluding Remarks

Fromwhatwe have seenin all previoussectionswe shouldtake homethefollowing messages:

AnoteonlLeasesLeasess amechanisnthatcanprovide strongconsisteng guaranteesntheWeh However,
deploying leaseson a single-proxybasisis not a scalablesolutionfor the following reasonsi(i) The sener
hasto maintainperobjectand perproxy state. (i) The sener will have to computeandgrantleaseson a
perobject,perproxy basis.Theseproblemspave the way for swampingof webseners. (ii) Themechanism
requiresupdatesand/orinvalidatesto be propagtedasandwhenchangesccurat the sener. If the write
frequeng of objectsis high, or if thenumberof proxiesgrow andthereadfrequeng is high, it resultsin high
network overhead.

We presentegbossiblewaysof allowing theleasesnechanismo scale.

FrequencyTheintroductionof thefrequeng parameteallows asenerto dynamicallyadaptupdatepropag-
tion basedon senerand/ornetwork loads. Thisis of course pasedn the assumptionthatapplicationgoday
cantolerateoccasionaviolationsof consisteng guaranteesWe shavedthatin fact, with the introductionof
thefrequeng parameterour mechanisntouldguarantee -consisteny.

Clustering: By creatingsubgroupsof proxiesin a CDN that we call clusters, the statespaceoverheadat
the sener is greatly reducedas the sener now only needmaintain perobject, perclusterstate. This can
be achiared by electionof a leaderproxy perclusterand makingthe leadertake the responsibilityof lease
renavals and invalidate propagtion to othermemberproxiesin the cluster We studieddifferentways by

which leaderscould be electedandstudiedtheir trade-ofs. We alsostudiedthe effectsthe clusteringto shov

reducednumberof leasesgranted,leasesmaintainedand henceupdatespropagted. However, clustering
causes signi cant increasan the controlmessageverhead We suggestedhe employmentof IP multicast
asapossiblescalablesolutionto the problem.

Sizeand Numberof Clustes: We studiedthe effect of dividing a x ed numberof proxiesacrossvarying
numberof clusters.We saw thatwhile thereis signi cant decreasén the control messag@verheadthe hit
ratios decreasandthe meanresponsdimesincrease.In addition,the numberof leasesmaintainedby the
senerincreasebecausé maintaingnultiple leasegperobject,with multiple clusters.

Reneval Policies: We studiedtwo differentrenaval policies(the eagerandlazy policies). We sawv thateager
renavalsprovide betterhit ratio andresponséimesat the costof highernetwork bandwidthconsumptiorand
highersener statespaceoverhead We alsosav thatwith increasedn theleasedurationof leasegyrantedthe

resultsof the experimentalevaluationof the eagerandlazy policiestendto converge. If a CDN canprovide

even morenetwork bandwidth,we seethathit ratiosandresponsdimescanbe improved further by varying

theleaseterminationpolicy.

Updatesvs. Invalidates: Sincethe propa@tion of updatesaloneis potentiallymoreexpensve thanthe prop-
agation of invalidatesalone,we suggestedwo schemesy which the decisionof whetherto propagte an
updateor aninvalidatecouldbe dynamicallytakenandthusspantheupdate-inalidatespectrumWe saw that
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therenaval-basedolicy did betterthanthe size-basegolicy in propagtingthoseupdateghatwererequired
(i.e., for thoseobjectsthatwereaccessed/requestatbre)sincethe numberof successie renavalsis indeed
anindicatorof objectpopularity
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6 Appendix A - Results with the DEC Trace

Leader Selection Schemes: Message Overhead (DEC Trace)
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Figure 33: ComparingLeaderSelectionSchemedn termsof loadbalancingandmessageverhead

Figure33 correspond$o gure 3in Section4.

With Cooperation: Message Overhead (DEC Trace) No Cooperation: Message Overhead (DEC Trace)
1.2e+07 T T T T 1.2e+07 T T T
CtrIMsg CtriMsg
GETMsgC_—J GETMsgC_—J
IMSMMSg —— R MSNI\|/ISg [ —
L enewMs| i L enewMs| i
le+07 _304MsggI:I le+07 _304Ms§|:|
TermipateMsgr—_ TerminateMsgr——
BCastllIdMsgr—
1] 1%
L 8e+06[ - = L 8e+06[- =
© ©
172 o)
1% 1%
(5] (5]
= =
s 6e+06 - 3 5 6e+06 - 3
o] )
o o
S S
E 4e+06 b = 4e+06 [~ b
2e+06 HH 3 2e+06 - 3
0 L HH L. 1 L. 1 L. 0 —‘V_\ L. ’_‘ HV_\ L. ’_‘ HV_\ L. ﬂ HV_\ ﬂ
5 10 15 20 5 10 15
Number of Proxies in the Cluster Number of Proxies in the Cluster
(a) With Cooperation (b) No Cooperation

Figure 34: Messagéverheadccomparisorfor cooperatie caching

Figure34 correspond$o gure 4in Section4.

Figure35 correspond$o gure 5in Section4.

Figure36 correspondso gure 6in Section4.

Figure37 correspond$o gure 7in Sectiord.
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Figure 36: Messageverheadcomparisorfor eagerandlazy renaval policies.
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Eager vs Lazy Renewal: File Transfers (DEC Trace)
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Figure 38: File TransfersandStateSpaceOverheadcomparisorfor eagerandlazy renaval policies.
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Figure38 correspond$o gure 8in Sectiord.

Eager vs Lazy Renewal: Updates Propagated from Server to Leaders(DEC Trace) Eager vs Lazy Renewal: Invalidates propagated from Leaders to Members (DEC Trace)
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Figure 39: Updateg(from sener to leaderslandInvalidates(from leadersto membersomparisorfor eagerand

lazy renaval policies.

Figure39 correspond$o gure 9in Sectiord.

Termination Policy: Control Message Overhead (DEC Trace) Termination Policy: Server State Space Overhead (DEC Trace)
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Figure 40: TheControlMessageandSener StateSpaceOverheads

Figure40 correspond$o gure 10in Sectior4.

Figure41 correspond$o gure 11in Sectior4.

Figure42 correspond$o gure 12in Sectior4.
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Figure43 correspond$o gure 13in Sectiord.
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Figure 44: Responsdime with varyingthresholds

Figure44 correspond$o gure 14in Sectiord.

Renewal-based Update/Invalidate Propagation: Message Overhead (DEC Trace)
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Figure 45: Messageverheadwith varyingthresholds

Figure45 correspond$o gure 15in Sectior4.

Figure46 correspond$o gure 16in Sectior4.

Figure47 correspond$o gure 17in Sectior4.

Figure48 correspond$o gure 18in Sectior4.
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Renewal-based Update/| Propagation: Updates and Invalidates Propagated (DEC Trace)
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Figure 46: Numberof updatesandinvalidatespropa@gtedfrom Senerto Leaderswith varyingthresholds
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Figure 47: Messageverheadandupdates/imalidatespropagtedfrom Senerto Leaderswith varyingthresholds

usingthehybrid scheme
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Figure 48: Hit RatioandRespons&ime, with varyingthresholdsisingthe hybrid scheme
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Figure49 corresponds$o gure 19in Sectior4.
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Figure 50: Numberof updates/imalidatesandhit ratio with varyingfrequeng

Figure50 correspond$o gure 20in Sectior4.
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Figure 51: MeanResponsdime andPercentagef Violationsvaryingwith frequeng

Figure51 correspond$o gure 21in Sectior4.

Figure52 correspond$o gure 22in Sectior4.

Figure53 correspond$o gure 23in Sectior4.

Figure54 correspond$o gure 24in Sectiord.
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Figure 52: Variationof senerloadandfrequeng with time; alsofrequeng vs. senerload
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Figure 54: Variationof network loadandfrequeng with time; alsofrequeng vs. network load

49



NE:’:‘;’; Load d F v Vs Threshold Network Load s Network Load-b d of Strong C Network Load-hased frequency: Control Message Overhead (DEC Trace)
" Avg. inter-update period ——— Violation —— 8.3660+06 . . . . . . . . .
CtriMsg ——
1200 - ]
oL 83640406 |
& 1000 | ]
E g 830200
5 15 [ o
g £ 2 g36es06 [
S g 5
£ 00 |- g = 2
g 1 £
g 5
5 2 8358406 |-
5 a0l 4
osr 83566406 -
200 | E
°o 10 20 30 a0 50 50 70 °o 10 20 30 a0 50 60 70 % %0 % 4 45 50 5580 6 70T
Threshold Network Load (‘000 Messages) Threshold Network Load (‘000 Messages) Threshold Network Load (1000 Messages)
(a) AverageFrequeny (b) Violations (c) ControlMessageverhead

Figure 55: Averagefrequeng, ViolationsandControlMessagesaryingwith thethresholdnetwork load

Figure55 correspond$o gure 25in Sectiond4.
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Figure56 correspond$o gure 26in Sectiord.

Figure57 correspond$o gure 27in Sectior4.

Figure58 correspondso gure 28in Sectiord.

Figure59 correspondso gure 29in Sectiord.

Figure60 correspond$o gure 31in Sectiord.

(b) The ExtraMessages

Figure 56: Comparingsingleandmultiple level hierarchicalproxy organizationsn acluster
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Clustering vs. No Clustering: Number of Leases Granted (DEC Trace) Clustering vs. No Clustering: Lease Maintenance Overhead (DEC Trace)
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Figure 58: Clusteringvs. No Clustering- Numberof UpdatesPropagtedandControlMessagéverhead
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Figure 59: Overcomingthe messageverheadusingclustering: Multicast

20 Proxies in Multiple Clusters: Message Overhead - Il (DEC Trace)
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Figure 60. Messageverheadwith increasinghumberof clusters
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20 Proxies in Multiple Clusters: Hit Ratio 20 Proxies in Multiple Clusters: Response Time

20 Proxies in Multiple Clusters: Server Overhead (DEC Trace)
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Figure 61: Hit Ratio,MeanResponsdime andSener StateSpacewith increasinghumberof clusters

Figure61 correspond$o gure 32in Sectiord.
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7 Appendix B - Grammar for lease related requests

entity-headeextension
lease-control
object-control
lease-directie

lease-request-diregt
lease-response-diread
lease-period
lease-start
lease-end
lease-ivalidate-directe
lease-update-direot
lease-info-directie
leaseend-time
Imleaderbroadcast
Addto-group
addproxy
lookup-directie
lease-ivalidate-ack
lease-update-ack
lease-terminate-ack
lookup-ack
Addto-group-ack
Imleaderack
lease-ack

ack

lease-controj object-controlCRLF lease-control
"Lease-Control™”:" lease-directie

"Object™:” HTTP-URL

lease-request-diregt j lease-response-direatij lease-inalidate-directie |
lease-update-direwt j lease-info-directiej leaseend-time
Imleaderbroadcast Addto-groupj lookup-directve
lease-inalidate-ack lease-upate-aglease-terminate-agk
lookup-ackj Addto-group-ack ImLeaderackj lease-ack
"Grant-Lease’] "Renen-Lease”™— "Terminate-Lease”
"Lease™.” lease-period "Deny-Lease™— "Granted-Lease”
lease-start-" lease-end

HTTP-date

HTTP-date

"Object-Invalidated”

"Object-Updated”

"Lease-Info™:” lease-period

"GetLastref-Tme”

"Leaderfor-Object”

addproxyj addproxyHTTP-1D

"AddProxy-to-Group”

"Lookup”

"Invalidate-Ack”ack

"Update-Ack”ack

"Terminate-Ack’ack

"Lookup” ackHTTP-ID

"AddProxy-to-Group”ack

"Leaderfor-Object” ack

"Lease-Info”ack

"OK” j "FAILED”

Figure 62: Userde ned extensiongo HTTP/1.1to incorporatdeases.
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