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ABSTRACT
In this paperwe presentthe Cataclysmserver platform for handlingex-
tremeoverloadsin hostedInternetapplications.The primary contribution
of ourwork is to developa low overhead,highly scalableadmissioncontrol
techniquefor Internetapplications.Cataclysmprovidesseveral desirable
features,suchasguaranteeson responsetime by conductingaccuratesize-
basedadmissioncontrol,revenuemaximizationat multiple time-scalesvia
preferentialadmissionof importantrequestsanddynamiccapacityprovi-
sioning, and the ability to be operationaleven underextremeoverloads.
Cataclysmcantransparentlytrade-off the accuracy of its decisionmaking
with the intensityof the workloadallowing it to handleincomingratesof
several tensof thousandsof requests/second.We implementa prototype
CataclysmhostingplatformonaLinux clusteranddemonstratethebene�ts
of our integratedapproachusingavarietyof workloads.

Categoriesand SubjectDescriptors
D.4.7[Software]: OperatingSystems—OrganizationandDesign;
D.4.8[Software]: OperatingSystems—Performance

GeneralTerms
Performance,Design,Experimentation

Keywords
Internetapplication,Overload,Sentry

1. INTRODUCTION
Duringthepastdecade,therehasbeenadramaticincreasein the

popularityof Internetapplicationssuchasonlinenews,onlineauc-
tions,andelectroniccommerce.It is well known thattheworkload
seenby Internetapplicationsvariesover multiple time-scalesand
oftenin anunpredictablefashionCertainworkloadvariationssuch
astime-of-dayeffectsareeasyto predictandhandleby appropriate
capacityprovisioning [10]. Othervariationssuchas�ash crowds
areoften unpredictable.On September11th, 2001, for instance,
the workload on a popularnews Web site increasedby an order
of magnitudein thirty minutes,with theworkloaddoublingevery
seven minutesin that period. Similarly, the load on e-commerce
retail Web sitescanincreasedramaticallyduring the �nal daysof
thepopularholidayseason.
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CNS-0323597,andEIA-0080119.
Copyright is heldby the InternationalWorld Wide WebConferenceCom­
mittee(IW3C2). Distribution of thesepapersis limited to classroomuse,
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WWW2005, May 10­14,2005,Chiba,Japan.
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In this paper, we focuson handlingextremeoverloadsseenby
Internetapplications.Informally, anextremeoverloadis ascenario
wherethe workloadunexpectedlyincreasesby up to an orderof
magnitudein a few tensof minutes.Our goalsare(i) to designa
systemthatremainsoperationalevenin thepresenceof anextreme
overloadandevenwhentheincomingrequestrateis several times
greaterthansystemcapacity, and(ii) to maximizetherevenuedue
to therequestsservicedby theapplicationduringsuchanoverload.
We assumethat Internetapplicationsor servicesrun on a hosting
platform—essentiallyaserverclusterthatrentsits resourcesto ap-
plications. Application providerspay for server resources,andin
turn, areprovided performanceguarantees,expressedin the form
of a servicelevel agreement(SLA). A hostingplatform can take
oneor moreof threeactionsduring an overload: (i) addcapacity
to theapplicationby allocatingidle or under-usedservers,(ii) turn
away excessrequestsandpreferentiallyserviceonly “important”
requests,and(iii) degradetheperformanceof admittedrequestsin
orderto servicea largernumberof aggregaterequests.

We arguethat a comprehensive approachfor handlingextreme
overloadsshouldinvolve a combinationof all of the above tech-
niques. A hostingplatform should,whenever possible,allocate
additionalcapacityto an applicationin order to handleincreased
demands.The platform shoulddegradeperformancein order to
temporarilyincreaseeffective capacityduringoverloads.Whenno
capacityadditionis possibleor whentheSLA doesnot permitany
furtherperformancedegradation,theplatformshouldturnawayex-
cessrequests.While doing so, the platform shouldpreferentially
admit importantrequestsandturn away lessimportantrequeststo
maximizeoverall revenue. For instance,small requestsmay be
preferredover largerequests,or �nancial transactionsmaybepre-
ferredovercasualbrowsingrequests.

Wepresentthedesignof theCataclysmserverplatformtoachieve
thesegoals. Cataclysmis speci�cally designedto handleextreme
overloadsin Internetapplicationsanddiffersfrom pastwork in two
signi�cant respects.

First, sincean extremeoverloadmay involve requestratesthat
arean order of magnitudegreaterthanthecurrentlyallocatedca-
pacity, the admissioncontrollermustbe able to quickly examine
requestsanddiscarda largefractionof theserequests,whenneces-
sary, with minimaloverheads.Thus,theef�ciency of theadmission
controlleris importantduringheavy overloads.To addressthis is-
sue,we proposevery low overheadadmissioncontrolmechanisms
thatcanscaleto veryhighrequestratesunderoverloads.Pastwork
on admissioncontrol [6, 8, 21, 24] hasfocusedon the mechan-
ics of policing anddid not speci�cally considerthe scalability of
thesemechanisms.In additionto imposingverylow overheads,our
mechanismscanpreferentiallyadmit importantrequestsduringan
overloadandtransparentlytrade-off theaccuracy of their decision
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Figure1: The CataclysmHosting Platform Ar chitecture.

makingwith the intensityof theworkload. The trade-off between
accuracy andef�ciency is anothercontributionof ourwork anden-
ablesour implementationto scaleto incomingratesof up to a few
tensof thousandsof requests/s.

Second,ourdynamicprovisioningmechanismemploysaG/G/1-
basedqueuingmodelof areplicableapplicationin conjunctionwith
onlinemeasurementsto dynamicallyvarythenumberof serversal-
locatedto eachapplication.A novel featureof our platform is its
ability to notonly vary thenumberof serversallocatedto anappli-
cationbut alsoothercomponentssuchastheadmissioncontroller
andtheloadbalancingswitches.Dynamicprovisioningof thelatter
componentshasnotbeenconsideredin prior work.

We have implementeda prototypeCataclysmhostingplatform
onaclusterof twentyLinux servers.Wedemonstratetheeffective-
nessof our integratedoverloadcontrolapproachvia anexperimen-
tal evaluation. Our resultsshow that (i) preferentiallyadmitting
requestsbasedon importanceandsizecanincreasetheutility and
effective capacityof an application,(ii) our admissioncontrol is
highly scalableandremainsfunctionaleven for arrival ratesof a
few thousandrequests/s,and(iii) oursolutionbasedonacombina-
tion of admissioncontrolanddynamicprovisioning is effective in
meetingresponsetime targetsandimproving platformrevenue.

Therestof thispaperis organizedasfollows. Section2 provides
an overview of the proposedsystem. Sections3 and 4 describe
themechanismsthatconstituteouroverloadmanagementsolution.
Section5 describestheimplementationof ourprototype.In Section
6 we presenttheresultsof our experimentalevaluation.Section7
presentsrelatedwork andSection8 concludesthispaper.

2. SYSTEM OVERVIEW
In this section,we presentthesystemmodelfor our Cataclysm

hostingplatform andthe modelassumedfor Internetapplications
runningon theplatform.

2.1 CataclysmHosting Platform
The Cataclysmhostingplatform consistsof a clusterof com-

modity serversinterconnectedby a modernLAN technologysuch
as gigabit Ethernet. One or more high bandwidthlinks connect
this clusterto the Internet. Eachnodein thehostingplatformcan
take on oneof threeroles: cataclysmserver, cataclysmsentry, or
cataclysmcontrolplane(seeFigure1).

CataclysmServers: Cataclysmserversarenodesthat run Inter-
netapplications.Thehostingplatformmayhostmultiple applica-
tionsconcurrently. Eachapplicationis assumedto run on a subset

of thenodes,andanodeis assumedto runnomorethanoneappli-
cationatany giventime. A subsetof theserversmaybeunassigned
andform thefreeserverpool. Thenumberof serversassignedto an
applicationcanchangeover time dependingon its workload.Each
serveralsorunsthecataclysmnucleus—asoftwarecomponentthat
performsonlinemeasurementsof application-speci�cresourceus-
ages,whicharethenconveyedto theothertwo componentsthatwe
describenext.

CataclysmSentry: Eachapplicationrunningon the platform is
assignedoneor moresentries.A sentryguardstheserversassigned
to anapplicationandis responsiblefor two tasks.First, thesentry
policesall requeststo an application's server pool—incomingre-
questsaresubjectedto admissioncontrolatthesentryto ensurethat
thecontractedperformanceguaranteesaremet;excessrequestsare
turnedaway during overloads.Second,eachsentryimplementsa
layer-7 switchthatperformsloadbalancingacrossserversallocated
to anapplication.Sincetherehasbeensubstantialresearchon load
balancingtechniquesfor clusteredInternetapplications[17], wedo
notconsiderloadbalancingtechniquesin thiswork.

CataclysmControl Plane: The control planeis responsiblefor
dynamicprovisioningof serversandsentriesin individualapplica-
tions. It tracksthe resourceusageson nodes,asreportedby cata-
clysmnuclei,anddeterminestheresources(in termsof thenumber
of servers and sentries)to be allocatedto eachapplication. The
controlplanerunsonadedicatedserverandits scalabilityis notof
concernin thedesignof ourplatform.

2.2 Model for Inter net Applications
The Internetapplicationsconsideredin this work areassumed

to be inherentlyreplicable. That is, the applicationis assumedto
run on a clusterof servers,andit is assumedthat runningthe ap-
plication on a larger numberof servers resultsin an effective in-
creasein capacity. Many, but by no meansall, Internetapplica-
tions fall into this category. Vanilla clusteredWeb serversarean
exampleof a replicableapplication.Multi-tiered Internetapplica-
tionsarepartially replicable.A typicalmulti-tieredapplicationhas
threecomponents:a front-endHTTP server, a middle-tierapplica-
tion server, anda back-enddatabaseserver. The front-endHTTP
server is easilyreplicablebut is notnecessarilythebottleneck.The
middle-tier—a frequentbottleneck—canbe implementedin dif-
ferent ways. One populartechniqueis to useserver-side script-
ing suchas Apache's php functionality, or to usecgi-bin script-
ing languagessuchasperl. If the scriptsarewritten carefully to
handleconcurrency, it is possibleto replicatethe middle-tier as
well. More complex applicationsuseJava applicationservers to
implementthemiddle-tier. Dynamicreplicationof Javaapplication
serversis morecomplex andtechniquesfor doingsoarebeyondthe
scopeof this paper. Dynamicreplicationof back-enddatabasesis
an openresearchproblem. Consequently, mostdynamicreplica-
tion techniquesin the literature,including this work, assumethat
thedatabaseis suf�ciently well provisionedanddoesnotbecomea
bottleneckevenduringoverloads.

Given a replicableInternetapplication,we assumethat the ap-
plicationspeci�esthedesiredperformanceguaranteesin the form
of aservicelevel agreement(SLA). An SLA providesadescription
of theQoSguaranteesthattheplatformwill provide to theapplica-
tion. TheSLA weconsiderin ourwork is de�ned asfollows:

Avg resptimeR of admreq=

8
><

>:

R 1 if arrival rate2 [0; � 1)
R 2 if arrival rate2 [� 1 ; � 2)
: : :
R k if arrival rate2 [� k � 1 ; 1 )

(1)



Arrival rate Avg. resp.time
for admittedrequests

< 1000 1 sec
1000-10000 2 sec

> 10000 3 sec

Table1: A sampleservice-level agreement.

TheSLA speci�estherevenuethat is generatedby eachrequest
thatmeetsits responsetime target. Table1 illustratesanexample
SLA.

EachInternetapplicationconsistsof L (L � 1) requestclasses:
C1 ; : : : ; CL . Eachclasshasanassociatedrevenuethatanadmit-
ted requestyields—requestsof classC1 areassumedto yield the
highestrevenueand thoseof CL the least. The numberof re-
questclassesL and the function that mapsrequeststo classesis
application-dependent.To illustrate,anonlinebrokerageWebsite
mayde�ne threeclassesandmaymap�nancial transactionsto C1 ,
other typesof requestssuchas balanceinquiries to C2 , and ca-
sualbrowsingrequestsfrom non-customersto C3 . An application's
SLA mayalsospecifylowerboundsontherequestarrival ratesthat
its classesshouldalwaysbeableto sustain.

3. CATACLYSM SENTRY DESIGN
In thissection,wedescribethedesignof acataclysmsentry. The

sentryis responsiblefor two tasks—requestpolicing andloadbal-
ancing. As indicatedearlier, the loadbalancingtechniqueusedin
the sentryis not a focusof this work, andwe assumethe sentry
employs a layer-7 loadbalancingalgorithmsuchas[17]. The�rst
key issuethat drivesthe designof the requestpolicer is to maxi-
mizetherevenueyieldedby theadmittedrequestswhile providing
the following notion of class-baseddifferentiationto the applica-
tion: eachclassshouldbeableto sustaintheminimumrequestrate
speci�ed for it in theSLA. Givenour focuson extremeoverloads,
the designof the policer is also in�uenced by the secondkey is-
sueof scalability—ensuringvery low overheadadmissioncontrol
testsin orderto scaleto very high requestarrival ratesseenduring
overloads.Thissectionelaborateson thesetwo issues.

3.1 RequestPolicing Basics
The sentrymapseachincoming requestto one of the classes

C1 ; :::; CL . The policer needsto guaranteeto eachclassan ad-
missionrateequalto the minimum sustainableratedesiredby it
(recallourSLA from Section2). It doessoby implementingleaky
buckets,onefor eachclass,thatadmitrequestscon�rming to these
rates. Requestscon�rming to theseleaky buckets are forwarded
to the application. Leaky bucketscanbe implementedvery ef�-
ciently, sodeterminingif an incomingrequestcon�rms to a leaky
bucket is an inexpensive operation. Requestsin excessof these
ratesundergofurtherprocessingasfollows. Eachclasshasaqueue
associatedwith it (seeFigure2); incomingrequestsareappendedto
thecorrespondingclass-speci�cqueue.Requestswithin eachclass
canbe processedeitherin FIFO orderor in orderof their service
times. In the former case,all requestswithin a classareassumed
to beequallyimportant,whereasin thelattercasesmallerrequests
aregivenpriority over largerrequestswithin eachclass.Admitted
requestsarehandedto theloadbalancer, whichthenforwardsthem
to oneof thecataclysmserversin theapplication's serverpool.

The policer incorporatesthe following two featuresin its pro-
cessingof therequeststhatarein excessof theguaranteedratesto
maximizerevenue.

(1) Thepolicer introducesdifferentamountsof delayin thepro-

cessingof newly arrived requestsbelongingto different classes.
Speci�cally, requestsof classCi areprocessedby thepoliceronce
every di time units (d1 = 0 � d2 � : : : � dL ); requestsar-
riving during successive processinginstantswait for their turn in
theirclass-speci�cqueues.Thesedelayvalues,determinedperiod-
ically, arechosento reducethechanceof admittinglessimportant
requestsinto the systemwhen they are likely to deny serviceto
more importantrequeststhat arrive shortly thereafter. In Section
3.4 we show how to pick thesedelayvaluessuchthat the proba-
bility of a lessimportantrequestbeing admittedinto the system
anddenying serviceto a moreimportantrequestthatarrives later
remainssuf�ciently small.

(2) Thepolicerprocessesqueuedrequestsin thedecreasingor-
derof importance—requestsin C1 aresubjectedto theadmission
controltest�rst, andthenthosein C2 andsoon. Doing soensures
thatrequestsin classCi aregivenhigherpriority thanthosein class
Cj , j > i . Theadmissioncontroltest—whichis describedin detail
in thenext section—admitsrequestssolong asthesystemhassuf-
�cient capacityto meetthecontractedSLA. Note that, if requests
in a certainclassCi fail theadmissioncontrol test,all queuedre-
questsin lessimportantclassescanberejectedwithoutany further
tests.

Observethattheaboveadmissioncontrolstrategy meetsoneof our
two goals—itpreferentiallyadmitsonly importantrequestsduring
anoverloadandturnsaway lessimportantrequests.However, the
strategy needsto invoke the admissioncontrol teston eachindi-
vidual request,resultingin a complexity of O(r ), wherer is the
numberof queuedup requests.Further, when requestswithin a
classareexaminedin orderof servicetimesinsteadof FIFO, the
complexity increasesto O(r � log(r )) dueto the needto sort re-
quests.Sincetheincomingrequestratecanbesubstantiallyhigher
thancapacityduring an extremeoverload,runningthe admission
control teston every requestor sortingrequestsprior to admission
control may be simply infeasible.Consequently, in what follows,
we presenttwo strategiesfor very low overheadadmissioncontrol
thatscalewell duringoverloads.

Wenotethatanewly arriving requestimposestwo typesof com-
putationaloverheadson the policer—(i) protocol processingand
(ii) the admissioncontrol test itself. Clearly, both thesecompo-
nentsneedtoscalefor effectivehandlingof overloads.Whenproto-
col processingstartsbecomingbottleneck,we respondby increas-
ing thenumberof sentriesguardingtheoverloadedapplication—a
techniquethatwe describein detail in Section4.2. In this section
we presenttechniquesto dealwith thescalabilityof theadmission
controltest.

3.2 Ef�cient Batch Processing
Onepossibleapproachfor reducingthe policing overheadis to

processrequestsin batches. Requestarrivalstendto beverybursty
during severeoverloads,with a large numberof requestsarriving
in ashortdurationof time. Theserequestsarequeuedup in theap-
propriateclass-speci�cqueuesatthesentry. Ourtechniqueexploits
this featureby conductingasingleadmissioncontroltestonanen-
tire batchof requestswithin a class,insteadof doing so for each
individual request.Suchbatchprocessingcanamortizetheadmis-
sioncontroloverheadover a largernumberof requests,especially
duringoverloads.

To perform ef�cient batch-basedadmissioncontrol, we de�ne
b bucketswithin eachrequestclass. Eachbucket hasa rangeof
requestservicetimesassociatedwith it. The sentryestimatesthe
servicetime of a requestand then hashesit into the bucket cor-
respondingto that servicetime. To illustrate, a requestwith an



estimatedservicetime in the range(0; s1] is hashedto bucket 1,
thatwith servicetime in therange(s1; s2] to bucket 2, andsoon.
By de�ning anappropriatehashingfunction,hashingarequestto a
bucketcanbeimplementedef�ciently asaconstanttimeoperation.

Bucket-basedhashingismotivatedby two reasons.First,it groups
requestswith similar servicetimesandenablesthepolicer to con-
duct a singleadmissioncontrol testby assumingthat all requests
in a bucket imposesimilar servicedemands.Second,sincesuc-
cessive bucketscontainrequestswith progressively larger service
times, the techniqueimplicitly gives priority to smallerrequests.
Moreover, nosortingof requestsis necessary—thehashingimplic-
itly “sorts” requestswhenmappingtheminto buckets.
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Figure 2: Working of the cataclysmsentry. First, the classa
requestbelongsto is determined. If the requestcon�rms to the
leaky bucket for its class,it is admitted to the application with-
out any further processing. Otherwise, it is put into its class-
speci�c queue. The admission control processesthe requests
in various queuesat fr equenciesgiven by the class-speci�cde-
lays. A requestis admitted to the application if there is enough
capacity, elseit is dropped.

Whentheadmissioncontrolis invokedonarequestclass,it con-
siderseachnon-emptybucket in that classandconductsa single
admissioncontrol test on all requestsin that bucket (i.e., all re-
questsin a bucket aretreatedasa batch). Consequently, no more
thanbadmissioncontroltestsareneededwithin eachclass,onefor
eachbucket. SincethereareL requestclasses,this reducesthead-
missioncontroloverheadto O(b�L ), whichis substantiallysmaller
thantheO(r ) overheadfor admittingindividual requests.

Havingprovidedtheintuitionbehindbatch-basedadmissioncon-
trol, we discussthehashingprocessandtheadmissioncontrol test
in detail. In orderto hasha requestinto a bucket, thesentrymust
�rst estimatetheinherentservicetimeof thatrequest.Theinherent
servicetime of a requestis the time neededto servicethe request
on a lightly loadedserver (i.e., whenthe requestdoesnot seeany
queuingdelays). The inherentservicetime of a requestR is de-
�ned to be

Sinher ent = R cpu + � � R data (2)

whereR cpu is the total CPU time neededto serviceR , R data is
the IO time of the request(which includesthe time to fetch data
from disk, thetime therequestis blockedon a databasequery, the
network transfertime, etc.), and � is an empirically determined
constant.Theinherentservicetime is thenusedto hashtherequest
into anappropriatebucket—therequestmapsto abucketi suchthat
si � Sinher ent � si +1 .

The speci�c admissioncontrol test for eachbatchof requests
within a bucket is asfollows. Let � denotethebatchsize(i.e., the
numberof requests)in a bucket. Let Q denotetheestimatedqueu-
ing delayseenby eachrequestin thebatch.Thequeuingdelayis
the time the requesthasto wait at a cataclysmserver beforeit re-
ceivesservice;the queuingdelayis a functionof the currentload
on theserver andits estimationis discussedin Section3.5. Let �
denotethe averagenumberof requests(connections)that arecur-
rently beingservicedby a server in the application's server pool.
Thenthe � requestswithin a batchareadmittedif andonly if the
sumof the queuingdelayseenby a requestandits actualservice
timedoesnotexceedthecontractedSLA. Thatis,

Q +
�

� +
�

�
n

��
� S � Rsla (3)

whereS is the averageinherentservicetime of a requestin the
batch,n is thenumberof serversallocatedto theapplication,and
Rsla is the desiredresponsetime. The term

�
� + d�

n e
�

� S is an
estimateof theactualservicetime of the last requestin thebatch,
and is determinedby scalingthe inherentservicetime S by the
server load—whichis thenumberof therequestscurrentlyin ser-
vice, i.e., � , plusthenumberof requestsfrom thebatchthatmight
beassignedto theserver i.e,d �

n e.1 Ratherthanactuallycomputing
the meaninherentservicetime of the requestin a batch,it is ap-
proximatedasS = (si + si +1 )=2, where(si ; si +1 ] is theservice
time rangeassociatedwith thebucket.

As indicatedabove, the admissioncontrol is invoked for each
classperiodically—onceevery di time units for newly arrived re-
questsof classCi . The invocation is more frequentfor impor-
tant classesand less frequentfor less importantclasses,that is,
d1 = 0 � d2 � : : : � dL . Sincea requestmaywait in a bucket
for up to di time units beforeadmissioncontrol is invoked for its
batch,theabove testis modi�ed as

Q +
�

� +
�

�
n

� �
� S � Rsla � di (4)

In the event this condition is satis�ed, all requestsin the batch
areadmittedinto the system.Otherwiserequestsin the batchare
dropped.

Observe thatintroducingthesedelaysinto theprocessingof cer-
tain requestsdoesnot causea degradationin theresponsetimeof
the admittedrequestsbecausethey now undergo a morestringent
admissioncontroltestasgivenby (4). However, thesedelayswould
have theeffect of reducingtheapplication's throughputwhenit is
notoverloaded.Therefore,thesedelaysshouldbechangeddynam-
ically asworkloadsof variousclasseschange.In particular, they
shouldtendto 0 whentheapplicationhassuf�cient capacityto han-
dle all the incomingtraf�c. We discussin Section3.4 how these
delayvaluesaredynamicallyupdated.Techniquesfor estimating
parameterssuchas the queuingdelay, inherentservicetime, and
thenumberof existingconnectionsarediscussedin Section3.5.

3.3 ScalableThr eshold­basedPolicing
Wenow presentasecondapproachto furtherreducethepolicing

overhead.Our techniquetradesef�ciency of thepolicer for accu-
racy andreducesthe overheadto a few arithmeticoperationsper
request.Thekey ideabehindthis techniqueis to periodicallypre-
computethefractionof arriving requeststhatshouldbeadmittedin

1Notethatwe have madetheassumptionof perfectloadbalancing
in theadmissioncontrol test(3). Oneapproachfor capturingload
imbalancescanbe to scale� andn by suitablychosenskew fac-
tors.Theseskew factorscanbebasedonmeasurementsof theload
imbalanceamongthereplicasof theapplication.



eachclassandthensimplyenforcetheselimits withoutconducting
any additionalper-requesttests.Again, incomingrequestsare�rst
classi�edandundergoaninexpensive testto determineif they con-
�rm to theleaky bucketsfor their classes.Con�rming requestsare
admittedto theapplicationwithoutany furthertests.Otherrequests
undergoamorelightweightadmissioncontroltestthatwedescribe
next.

Our techniqueusesestimatesof future arrival ratesandservice
demandsin eachclassto computea threshold, which is de�ned to
be a pair (classi , fraction padmit ). The thresholdindicatesthat
all requestsin classesmore importantthan i shouldbe admitted
(padmit = 1), requestsin classi shouldbeadmittedwith probabil-
ity padmit , andall requestsin classeslessimportantthani should
be dropped(padmit = 0). We determinetheseparametersbased
on observationsof arrival ratesandservicetimes in eachclasses
over periodsof moderatelength(we useperiodsof length15 sec).
Denotingthe arrival ratesto classes1; : : : ; L by � 1 ; : : : ; � L and
theobservedaverageservicetimesby s1 ; : : : ; sL , thethreshold(i ,
padmit ) is computedsuchthat

j = iX

j =1

� j sj � 1 �
j = LX

j =1

� min
j sj (5)

and

padmit � � i si +
j = i � 1X

j =1

� j sj < 1 �
j = LX

j =1

� min
j sj (6)

where� min
j denotestheminimumguaranteedratefor classj .

Thus,admissioncontrol now merely involvesapplying the in-
expensive classi�cation function on a new requestto determine
its class,determiningif it con�rms to the leaky bucket for that
class(also a lightweight operation),and then using the equally
lightweightthresholdingfunction(if it doesnotcon�rm to theleaky
bucket) to decideif it shouldbe admitted. Observe that this ad-
missioncontrol requiresestimatesof per-classarrival rates.These
ratesareclearly dif�cult to predictduring unexpectedoverloads.
However, it is possibleto reactfastby updatingour estimatesof
thearrival ratesfrequently. Our implementationof threshold-based
policingestimatesarrival ratesbycomputingexponentiallysmoothed
averagesof arrivalsover 15 secperiods.We will demonstratethe
ef�cacy of thispolicerin anexperimentin Section6.3.

Thethreshold-basedandthebatch-basedpolicingstrategiesneed
not be mutually exclusive. The sentrycan employ the more ac-
curatebatch-basedpolicing so long as the incoming requestrate
permitsoneadmissioncontrol testperbatch. If the incomingrate
increasessigni�cantly, theprocessingdemandsof thebatch-based
policing may saturatethe sentry. In suchan event,whenthe load
at the sentryexceedsa threshold,the sentrycan tradeaccuracy
for ef�ciency by dynamicallyswitchingto a threshold-basedpolic-
ing strategy. This ensuresgreaterscalabilityandrobustnessduring
overloads.Thesentryrevertsto thebatch-basedadmissioncontrol
whenthe loaddecreasesandstaysbelow the thresholdfor a suf�-
ciently long duration. We would like to notethat several existing
admissioncontrolalgorithmssuchas[8, 11,24] (discussedin Sec-
tion 7) arebasedon dynamicallysetthresholdssuchasadmission
ratesandcanbeimplementedasef�ciently asour threshold-based
admissioncontrol. Thenovel featurein our approachis the �e xi-
bility to trade-off theaccuracy of admissioncontrol for its compu-
tationaloverheaddependingon theloadon thesentry.

3.4 Analysisof the Policer
In this sectionwe show how the sentrycan, undercertainas-

sumptions,computethe delayvaluesfor variousclassesbasedon

onlineobservations.Thegoal is to pick delayvaluessuchthat the
probability of a newly arrived requestbeingdeniedservicedueto
analreadyadmittedlessimportantrequestis smallerthanadesired
threshold.

Considerthefollowing simpli�ed versionof theadmissioncon-
trol algorithmpresentedin Section3.2: Assumethattheapplication
runsononly oneserver—it is easyto extendtheanalysisto thecase
of multiple servers.Theadmissioncontrollerlets in a new request
if andonly if the total numberof requeststhat have beenadmit-
ted andarebeingprocessedby the applicationdoesnot exceeda
thresholdN . Assumetheapplicationconsistsof L requestclasses
C1 ; : : : ; CL in decreasingorderof importance.We make thesim-
plifying assumptionof Poissonarrivalswith rates� 1 ; : : : ; � L , and
servicetimeswith known CDFsFs1 (:); : : : ; FsL (:) respectively.
As before,d1 = 0. For simplicity of expositionwe assumethat
thedelayfor classC2 is d, and8i > 2; di +1 = ki � di ; (ki � 1).
Denoteby A i theeventthata requestof classCi hasto bedropped
at theprocessinginstantm � di ; (m > 0) andthereis at leastone
requestof alessimportantclassCj ; (j > i ) still in service.Clearly,

P r (A1) = 0 andPr (AL ) = 0:

Weareinterestedin ensuring

8i > 1; P r (A i ) < �; 0 < � < 1: (7)

Consider1 < i < L . For A i to occur, all of the following must
hold: (1) X i : at leastone requestof classCi arrivesduring the
period [(m � 1) � di ; m � di ], (2) Yi : the numberof requestsin
serviceat time m � di is N , (3) Z i : at leastoneof the requests
beingservicedbelongsto oneof the classesCi +1 ; : : : ; CL . We
have,

P r (A i ) = Pr (X i ^ Yi ^ Z i )

During overloads,we can assumethat the numberof requests
in servicewould beN with a high probabilitypdr op . Thepolicer
will recordpdr op over shortperiodsof time. Also, X i andZ i are
independent.This letsushave

Pr (A i ) � P r (X i ) � pdr op � P r (Z i ) (8)

P r (X i ) = 1 � e� � i � d i (9)

Denoteby Z j
i ; (i < j � L ) the event that at leastone of the

requestsbeingservicedattimem�di belongsto theclassj . Clearly,

P r (Z i ) =
j = LX

j = i +1

Pr (Z j
i ) (10)

Let usnow focuson thetermPr (Z j
i ). TheeventZ j

i is thedis-
junction of the following events,onefor eachl ; (l > 0): P l

j : at
leastonerequestof classj arrivesduringtheperiod[m � di � (l +
1) � dj ; m � di � l � dj ] and Ql

j : at leastonerequestof classj is
admittedat theprocessinginstantm � di � l � dj andR l

j : theservice
timeof at leastoneadmittedrequestis longenoughsothatit is still
in serviceat timem � di . As in Equation(9),

P r (P l
j ) = 1 � e� � j � d j (11)

ConsiderR l
j . During an overloadeachadmittedrequestcom-

petesat theserverwith (N -1) otherrequestsduringmostof its life-
time. A fair approximationthenis to assumethatarequesttakesN
timesits servicetime to �nish. Therefore,wehave,

P r (R l
j ) = 1 � Fs j

�
l � dj

N

�
(12)



WeapproximateQl
j usingthefollowing reasoning.Duringover-

loads,a requestof classCj will beadmittedat processinginstant
t only if thenumberof requestsin serviceat time t is lessthanN
(theprobabilityof this is approximatedas(1 � pdr op )) andno re-
questof amoreimportantclassCh arrivedduring[t � dh ; t ]. That
is,

P r (Ql
j ) � (1 � pdr op )

h = j � 1Y

h =1

e� � h dh (13)

CombiningEquations(8)-(13), we get the following approxima-
tion. P r (A i ),

P r (A i ) � pdr op (1 � pdr op )(1 � e� � i d i )�
P j = L

j = i +1 (1 � e� � j d j )
Q h = j � 1

h =1 e� � h dh
P 1

l =1

�
1 � Fs j

�
ld j
N )

��

The above approximationof P r (A i ) providesa procedurefor
iteratively computingthedi valuesusingnumericalmethods.We
pick delayvaluesthatmake thetermon theright handsidesmaller
thanthedesiredbound� for all i . This in turn guaranteesthat the
inequalitiesin (7) aresatis�ed.

3.5 Online Parameter Estimation
Thebatch-basedandthreshold-basedpolicingalgorithmsrequire

estimatesof a numberof systemparameters.Theseparameters
areestimatedusingonline measurements.The nuclei runningon
thecataclysmserversandsentriescollectively gatherandmaintain
variousstatisticsneededby thepolicer. Thefollowing statisticsare
maintained:

� Arrival rate� i : Sinceeachrequestis mappedontoaclassat
thesentry, it is trivial to usethis informationto measurethe
incomingarrival ratesin eachclass.

� QueuingdelayQ: Thequeuingdelayincurredby a request
is measuredat the cataclysmserver. The queuingdelay is
estimatedasthedifferencebetweenthe time the requestar-
rivesat the server andthe time it is acceptedby the HTTP
server for service(we assumethat the delayincurredat the
sentryis negligible). The nuclei canmeasurethesevalues
by appropriatelyinstrumentingtheoperatingsystemkernel.
The nuclei periodically report the observed queuingdelays
to the sentry, which thencomputesthe meandelaysacross
all serversin theapplication's pool.

� Numberof requestsin service� : Thisparameteris measured
at the cataclysmserver. The nuclei track the numberof ac-
tiveconnectionsservicedby theapplicationandperiodically
report the measuredvaluesto the sentry. The sentry then
computesthemeanof the reportedvaluesacrossall servers
for theapplication.

� Requestservicetime s: This parameteris alsomeasuredat
theserver. Theactualservicetime of a requestis measured
asthe differencebetweenthe arrival time at the server and
the time at which the last byte of the responseis sent. The
measurementof the inherentservicetime is morecomplex.
Doingsorequiresinstrumentationof theOSkernelandsome
instrumentationof the applicationitself. This instrumenta-
tion enablesthenucleusto computetheCPUprocessingtime
for a requestaswell asthedurationfor which therequested
is blocked on I/O. Together, thesevaluesdeterminethe in-
herentservicetime (seeEquation2).

� Constant� : Theconstant� in Equation2 is measuredusing
of�ine measurementson thecataclysmservers. We execute
several requestswith differentCPU demandsanddifferent-
sizedresponsesunderlight loadconditionsandmeasuretheir
executiontimes.WealsocomputetheCPUdemandsandthe
I/O timesas indicatedabove. The constant� is thenesti-
matedasthevaluethatminimizesthedifferencebetweenthe
actualexecutiontimeandtheinherentservicetime in Eq. 2.

The sentryusespaststatisticsto estimatethe inherentservice
timeof anincomingrequestin orderto mapit ontoabucket. To do
so,thesentryusesa hashtablefor maintainingtheusagestatistics
for therequestsit hasadmittedsofar. Eachentryin this tablecon-
sistsof therequestedURL (which is usedto computetheindex of
theentryin thetable)andavectorof theresourceusagesfor thisre-
questasreportedby thevariousservers.Requestsfor staticcontent
possessthesameURL every time andsoalwaysmapto thesame
entryin thehashtable.TheURL for requestsfor dynamiccontent,
on theotherhand,maychange(e.g.,theargumentsto a scriptmay
bespeci�edaspartof theURL). For suchrequests,wegetrid of the
argumentsandhashbasedon thenameof thescript invoked. The
resourceusagesfor requeststhat invoke thesescriptsmay change
dependingon the arguments.We maintainexponentiallydecayed
averagesof their usages.

4. PROVISIONING FOR CATACLYSMS
Policingmechanismsmayturnawayasigni�cant fractionof the

requestsduringoverloads.In suchascenario,anincreasein theef-
fective applicationcapacityis necessaryto reducetherequestdrop
rate. Thecataclysmcontrolplaneimplementsdynamicprovision-
ing to vary the numberof allocatedserversbasedon application
workloads.Theapplication's server pool is increasedduringover-
loadsby allocatingservers from the free pool or by reassigning
under-usedserversfrom otherapplications.Thecontrolplanecan
alsodynamicallyprovision sentryserverswhenthe incomingre-
questrateimposessigni�cant processingdemandson theexisting
sentries.Therestof this sectiondiscussestechniquesfor dynami-
cally provisioningcataclysmserversandsentries.

4.1 Model­basedProvisioningfor Applications
We usequeuingtheoryto modelthe revenueobtainedfrom as-

signingacertainnumberof serversto areplicableapplicationunder
agivenworkload.Ourmodeldoesnotmakeany assumptionsabout
thenatureof therequestarrival processesor theservicetimes.Our
abstractionof a singlereplicaof a serviceis a G/G/1queuingsys-
temfor which thefollowing boundis known [13]:

� �
�
E [S] +

� 2
a + � 2

b

2 � (E [R] � E [S])

� � 1

(14)

HereE [R] is theaverageresponsetime,E [S] is theaverageservice
time, � is the requestarrival rate,� = � � E [S] is the utilization,
and� 2

a and� 2
b arethe varianceof inter-arrival time andthe vari-

anceof servicetime respectively. It shouldbe pointedout that a
numberof similar modelsfor simple,replicableapplicationshave
beenproposedin recentwork ([7, 19, 22]) andany of thesecould
potentiallybe usedby our provisioning algorithm. The compar-
ison of our modelwith theseothermodelsis not relevant to our
currentdiscussionof overloadmanagementandthereforebeyond
the scopeof this work. Modeling of morecomplex, multi-tiered
Internetapplicationsis partof ourongoingresearch.

Inequality(14) is usedby theprovisioningmechanismto deter-
mine the numberof serversneededby an applicationto sustaina
given requestarrival rate. The dynamicprovisioning mechanism



normallyoperatesin apredictivefashion.It is invokedperiodically
(onceevery30minutesin ourprototype)andusestheworkloadob-
servationsin thepastto predictfuturerequestarrival rates.It then
determinesapartitionof serversamongtheapplicationsthatwould
maximizethe expectedrevenueduring the next period. Sincethe
focusof this paperis on scalableadmissioncontrol, we omit the
detailsof ourworkloadpredictionandserverallocationalgorithms
here[20].

Since overloadsare often unanticipated,a sentry of an over-
loadedapplicationcandynamicallyinvoke theprovisioningmech-
anismwhenever therequestdroprateexceedsacertainpre-de�ned
value. In sucha scenario,theprovisioningmechanismoperatesin
a reactivemodeto counterthe overload. The mechanismmoni-
torsdeviationsin theactualworkloadfrom thepredictedworkload
andusestheseto detectoverloadedapplications.It allocatesaddi-
tionalserversto theoverloadedapplications—theseserversmaybe
from thefreeserverpoolor underutilizedserversfrom otherappli-
cations.Undesirableoscillationsin suchallocationsareprevented
usingtwo constraints:(i) a limit of � is imposedon the number
of servers that canbe allocatedto an applicationin a singlestep
in thereactive modeand(ii) a delayof � time units is imposedon
thedurationbetweentwo successive invocationsof theprovision-
ing mechanismin the reactive mode(� is set to 5 minutesin our
prototype). Recall that our SLA permitsdegradedresponsetime
targetsfor higherarrival rates. The provisioning mechanismmay
degradetheresponsetime to theextentpermittedby theSLA, add
morecapacity, or a bit of both. Theoptimizationdrivesthesede-
cisions,andtheresultingtargetresponsetimesareconveyedto the
requestpolicers.Thus,theseinteractionsenablecouplingof polic-
ing, provisioning,andadaptiveperformancedegradation.

4.2 Sentry Provisioning
In general,allocationanddeallocationof sentriesis signi�cantly

lessfrequentthanthatof cataclysmservers.Further, thenumberof
sentriesneededby anapplicationis muchsmallerthanthenumber
of serversrunningit. Consequently, a simpleprovisioningscheme
suf�ces for dynamicallyvaryingthenumberof sentriesassignedto
anapplication.OurschemeusestheCPUutilizationof theexisting
sentryserversasthebasisfor allocatingadditionalsentries(or deal-
locatingactivesentries).If theutilizationof asentrystaysin excess
of a pre-de�nedthresholdhighcpu for a certainperiodof time, it
requeststhecontrolplanefor anadditionalsentryserver. Uponre-
ceiving suchrequestsfrom oneor moresentriesof anapplication,
the control planeassignseachan additionalsentry. Similarly, if
theutilization of a sentrystaysbelow a thresholdlowcpu , it is re-
turnedto the free pool while ensuringthat the applicationhasat
leastonesentryremaining.Whenever thecontrolplaneassigns(or
removes)a sentryserver to anapplication,it repartitionstheappli-
cation'sserverspoolequallyamongthevarioussentries.TheDNS
entry for the applicationis also updatedupon eachallocationor
deallocation;a round-robinDNS schemeis usedto looselyparti-
tion incomingrequestsamongsentries.Sinceeachsentrymanages
a mutuallyexclusive pool of servers,it canindependentlyperform
admissioncontrolandloadbalancingonarriving requests;theSLA
is collectively maintainedby virtueof maintainingit ateachsentry.

5. IMPLEMENT ATION CONSIDERATIONS
We implementeda prototypeCataclysmhostingplatform on a

clusterof 20 Pentiummachinesconnectedvia a 1Gbpsethernet
switchandrunningLinux 2.4.20.Eachmachinein theclusterruns
oneof thefollowing entities:(1) anapplicationreplica,(2) a cata-
clysmsentry, (3) thecataclysmprovisioning,(4) aworkloadgener-
atorfor anapplication.

CataclysmSentry: WeusedKernelTCPVirtual Server(ktcpvs)
version0.0.14[14] to implementthepolicingmechanismsdescribed
in Section3. ktcpvsis anopen-source,Layer-7 loadbalancerim-
plementedasa Linux module. It acceptsTCP connectionsfrom
clients,opensseparateconnectionswith servers(onefor eachclient)
andtransparentlyrelaysdatabetweenthese.Wemodi�ed ktcpvsto
implementall the sentrymechanismsdescribedin Sections3 and
4. Thedetailsof our implementationcanbefoundin [20].

Cataclysm Provisioning: Cataclysmprovisioning was imple-
mentedasa user-spacedaemonrunningon a dedicatedmachine.
At startup,it readsinformationneededto communicatewith the
sentriesand information about the servers in the cluster from a
con�guration �le. Thesentriesgatherandreportvariousstatistics
neededby the provisioning algorithmperiodically.The provision-
ing algorithmcanbe invoked in the reactive or predictive modes
asdiscussedin Section4. After determininga partitioningof the
cluster's servers amongthe hostedapplications,the provisioning
daemonusesscriptsto remotelylog on to the nodesrunning the
sentriesto enforcethepartitioning.

6. EXPERIMENT AL EVALUATION
In thissectionwepresenttheexperimentalsetupfollowedby the

resultsof ourexperimentalevaluation.

6.1 Experimental Setup
The cataclysmsentrieswere run on dual-processor1GHz ma-

chineswith 1GB RAM. The cataclysmcontrol plane (responsi-
ble for provisioning) was run on a dual-processor450MHz ma-
chine with 1GB RAM. The machinesusedas cataclysmservers
had2.8GHzprocessorsand512MB RAM. Finally, the workload
generatorswere run on machineswith processorspeedsvarying
from 450MHzto 1GHzandwith RAM sizesin therange128MB-
512MB. All machinesran Linux 2.4.20. In our experimentswe
constructedreplicableapplicationsusingtheApache 1.3.28Web
server with PHP supportenabled. The �le set servicedby these
Webserverscomprised�les of sizevaryingfrom 1kB to 256kBto
representthe rangefrom small text �les to large image�les. In
addition,the Web servershostPHPscriptswith differentcompu-
tationaloverheads.Thedynamiccomponentof our workloadcon-
sist of requestsfor thesescripts. In all the experiments,the SLA
presentedin Figure1 wasusedfor the applications.Application
requestsaregeneratedusinghttperf [16], anopen-sourceWeb
workloadgenerator.

6.2 Revenue Maximization and Class­based
Differ entiation

Our �rst experimentinvestigatestheef�cacy of themechanisms
employed by the cataclysmsentryfor revenuemaximizationand
to provide class-baseddifferentiationto requestsduringoverloads.
Thecataclysmprovisioningwaskeptturnedoff in thisexperiment.
WeconstructedareplicatedWebserverconsistingof threeApache
servers.Thisapplicationsupportedthreeclassesof requests—Gold,
SilverandBronzein decreasingorderof revenue.Theclassof are-
questcouldbeuniquelydeterminedfrom its URL. Thedelayvalues
for thethreeclasseswere�x edat0,50,and100msec,respectively.
Theminimumsustainablerequestsratesdesiredby all threeclasses
werechosento be0.

Theworkloadconsistedof requestsfor asetof PHPscripts.The
capacityof eachApacheserver for this workload(i.e., therequest
arrival ratefor which the 95th percentileresponsetime of the re-
questswasbelow theresponsetime target)wasdeterminedof�ine
and was found to be nearly 60 requests/sec.Figure 3(a) shows
the workloadusedin this experiment. Nearly all the requestsar-
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Figure 3: Demonstration of the working of the admissioncon-
tr ol during an overload.

riving till t=130secwereadmittedby the sentry. Betweent=130
secand t=195 sec,the Bronzerequestsweredroppedalmostex-
clusively. At t=195 secthe arrival rateof Silver requestsshotup
andreachednearly120requests/sec.Theadmissionrateof Bronze
requestsdroppedto almostzeroto admit asmany Silver requests
as possible. At t=210 sec,the arrival rate of Gold requestsshot
up to 200 requests/sec.The sentrytotally suppressedall arriving
BronzeandSilver requestsnow and let in only Gold requestsas
long asthe increasedarrival rateof Gold requestspersisted.Fig-
ure3(c) is analternaterepresentationof thesystembehavior in this
experimentanddepictsthevariationof the fractionof requestsof
thethreeclassesthatwereadmitted.Figure3(d)depictstheperfor-
manceof admittedrequests.We�nd thatthesentryis successfulin
maintainingtheresponsetimebelow 1000ms.

6.3 ScalableAdmissionControl
We measuredtheCPUutilization at thesentryserver for differ-

entrequestarrival ratesfor boththebatch-basedandthethreshold-
basedadmissioncontrol. Figure4 shows our observationsof CPU
utilization with 95% con�dence intervals. Sincewe were inter-
estedonly in the overheadsof the admissioncontrol and not in
the datacopying overheadsinherentin the designof the ktcpvs
switch, we forcedthe sentryto drop all requestsafter conducting
the admissioncontrol test. We increasedthe requestarrival rates
till theCPUat thesentryserver becamesaturated(nearly90%uti-
lization). We observe more thana four-fold improvementin the
sentry's scalability—whereasthesentryCPUsaturatedat 4000re-
quests/secwith the batch-basedadmissioncontrol, it wasable to
handlealmost19000requests/secwith thethreshold-basedadmis-
sioncontrol.

A secondexperimentwasconductedto investigatethedegrada-
tion in the decisionmakingdueto the threshold-basedadmission
controller. Werepeatedtheexperimentreportedin Section6.2(Fig-
ure3) but forcedthesentryto employ the threshold-basedadmis-
sioncontroller. Thethresholdsusedby theadmissioncontrolwere
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Figure 5: Performance of the thr eshold-basedadmissioncon-
tr ol. At t=135 sec,the thr eshold was set to reject all Bronze
requests;at t=180 sec,it wasupdated to reject all Bronzeand
Silver requests;at t=210 secit wasupdated to alsoreject Gold
requestswith a probability 0.5; �nally , at t=390sec,it wasagain
setto rejectonly Bronzerequests.

computedonceevery 15 sec.Figure5(a)shows changesin thead-
missionratesfor requestsof the threeclasses.The impactof the
inaccuraciesinherentin the threshold-basedadmissioncontroller
resultedin degradedperformanceduringperiodswhenthethresh-
old chosenwasincorrect. We observe two suchperiods(120-135
secduring which all Bronzerequestsweredroppedand190-210
secduringwhichall BronzeandSilverrequestsweredroppedwhile
Gold requestswereadmittedwith probabilityof 0.5)duringwhich
the 95th percentileof the responsetime deterioratedcomparedto
thetargetof 1000msec.Theresponsetimesduringtherestof the
experimentwere kept undercontrol due to the thresholdgetting
updatedto astrict enoughvalue.

6.4 Sentry Provisioning
We conductedan experimentto demonstratethe ability of the

systemto dynamicallyprovision additionalsentriesto a heavily
overloadedservice. Figure 6 shows the outcomeof our experi-
ment.Theworkloadconsistedof requestsfor smallstatic�les sent
to the sentrystartingat 4000requests/secandincreasingby 4000
requests/secevery minuteandis shown in Figure6(a). If theCPU
utilization of thesentryserver remainedabove 80%for morethan
30 sec,a requestwasissuedto thecontrolplanefor anadditional
sentry. Figure6(b) shows the variationof the CPU utilization at
the �rst sentry. At t=210 sec,a secondsentrywas addedto the
service.Subsequentrequestsweredistributedequallybetweenthe
two sentriescausingthearrival rateandtheCPUutilization at the
�rst sentryto drop. A third sentrywasaddedat t=420sec,when
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Figure 6: Dynamic provisioning of sentries. [S=n] meansthe
number of sentriesis n now.

the total arrival rateto theservicehadreached32000requests/sec
overwhelmingboththeexistingsentries.

6.5 CataclysmProvisioning
We conductedanexperimentwith two Webapplicationshosted

on our Cataclysmplatform.Thetotal numberof cataclysmservers
available in this experimentwas 11. The SLAs for both the ap-
plicationswere identical and are describedin Figure 1. Further,
the SLAs imposeda lower boundof 3 on the numberof servers
that eachapplicationcould be assigned.The default provisioning
durationusedby thecontrolplanewas30 min.

Theworkloadsfor thetwo applicationsconsistedof requestsfor
anassortmentof PHPscriptsand�les in thesizerange1kB-128kB.
Requestsweresentat a sustainablebaserate to the two applica-
tionsthroughouttheexperiment.Overloadswerecreatedby send-
ing increasednumberof requestsfor a small subsetof the scripts
andstatic�les (to simulatea subsetof thecontentbecomingpop-
ular). Theexperimentbeganwith thetwo applicationsrunningon
3 serverseach.Sentriesinvoked theprovisioningalgorithmwhen
morethan50% of therequestsweredroppedovera5 min interval.
Figures7(a) and 7(c) depict the arrival ratesto the two applica-
tions. Thearrival ratefor Application1 wasmadeto increasein a
step-like fashionstartingfrom 100 requests/sec,doublingroughly
onceevery 5 min till it reacheda peakvalueof 1600requests/sec.
At thispointApplication1 washeavily overloadedwith thearrival
rateseveral timeshigherthansystemcapacity(which wasroughly
60 request/secperserver assignedto theserviceasdeterminedby
of�ine measurements).At t=910 secthe sentry, having observed
more than 50% of the requestbeing dropped,triggeredthe pro-
visioning algorithm as describedin Section4. The provisioning
algorithmrespondedby pulling oneserver from the freepool and
addingit to Application1. At t=1210sec,anotherserverwasadded
to Application 1 from the free pool. Observe in Figure 7(a) the
increasesin the admissionratescorrespondingto theseadditional
serversbeingmadeavailableto Application 1. The next interest-
ing eventwasthedefault invocationof provisioningat t=1800sec.
The provisioning algorithm addedall the 3 servers remainingin
thefreepool to theheavily overloadedApplication1. Also, based
on recentobservation of arrival rates,it predictedan arrival rate
in the range1000-10000requests/secanddegradedthe response
timetarget for Application1 to 2000msecbasedon its QoStable
(seeFigure1). In the latter part of the experiment,the overload
of Application1 subsidedandApplication2 got overloaded.The
functioningof the provisioning wasqualitatively similar to when
Service1 was overloaded. Figures7(b) and 7(d) show the 95th

percentileresponsetimes for the two servicesduring the experi-
ment.Thecontrolplanewasableto predictchangesto arrival rates
anddegradetheresponsetime targetaccordingto theSLA result-
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Figure 7: Dynamic provisioning and admissioncontrol: Per-
formanceof Applications 1 and 2. D: Default invocationof pro-
visioning, T: Provisioning triggered by excessive drops,[N=n]:
sizeof the server setis n now. Only selectedprovisioning events
areshown.

ing in anincreasednumberof requestsbeingadmitted.Moreover,
thesentrieswereableto keeptheadmissionrateswell below sys-
temcapacityto achieveresponsetimeswithin theappropriatetarget
with only sporadicviolations(whichwereon fewer than4% of the
occasions).

7. RELATED WORK
Previous work on overloadcontrol in Internetplatformsspans

several areas.We brie�y review prior work that is most relevant
to the Cataclysmplatform andrefer the readerto [20] for a more
extensivesurvey.

Admission Control for Inter net Services: Voigt et al. [23]
presentkernel-basedadmissioncontrolmechanismsto protectWeb
serversagainstoverloads—SYNpolicingcontrolstherateandburst
atwhichnew connectionsareaccepted,prioritized listenqueuere-
ordersthe listenqueuebasedon pre-de�nedconnectionpriorities,
HTTP header-basedcontrol enablesratepolicing basedon URL
names. WelshandCuller [24] proposean overloadmanagement
solutionfor Internetservicesbuilt usingtheSEDA architecture.A
salientfeatureof their solution is feedback-basedadmissioncon-
trollersembeddedinto individualstagesof theservice.A modelof
a Webserver for thepurposeof performancecontrolusingclassi-
cal feedbackcontrol theorywasstudiedin [2]; an implementation
andevaluationusingtheApacheWebserver wasalsopresentedin
the work. In [12], KanodiaandKnightly utilize a modelingtech-
nique called serviceenvelopsto devise an admissioncontrol for
Web servicesthat attemptsto provide differentresponsetime tar-
getsfor multiple classesof requests.Li and Jamin[15] present
a measurement-basedadmissioncontrol to distribute bandwidth
acrossclientsof unequalrequirement.In [8], the authorspresent
anadmissioncontrol solutionfor multi-tier e-commercesitesthat



externallyobservesexecutioncostsof requests,distinguishingdif-
ferentrequeststypes. Kamraet al. presenta control theoreticap-
proachfor admissioncontrol in [11]. AbdelzaherandBhatti [1]
proposeto dealwith server overloadsby adaptingdeliveredcon-
tentto loadconditions.This is a differentkind of QoSdegradation
thanwhat we have proposedin our work, but it canbe integrated
into a Cataclysmplatformby de�ning appropriateSLAs basedon
it.

In this work, we focuson thescalabilityof thepolicing mecha-
nism— animportantissueduringoverloads— asopposedto prior
work thatmostlyfocusedonthemechanicsof thepolicing. Further,
unlike prior work, our work hasconsideredthe trade-off between
accuracy andef�ciency of policing to scaleto large requestrates,
aswell astechniquesto provisionsentries.

Dynamic Provisioning in Clusters: Thenotionof anover�ow
serverpool to handleunexpectedsurgesin workloadwasproposed
by Fox etal. [9]. Severaleffortshaveaddressedtheproblemof pro-
visioningresourcesat thegranularityof individual servers[3, 19].
Muse [4] presentsan architecturefor resourcemanagementin a
hostingcenter. Museemploysaneconomicmodelfor dynamicpro-
visioningof resourcesto multipleapplications.Cluster-on-demand
providesmechanismsfor constructinghierarchicalvirtual clusters
in anon-demandfashion[5]. Doyle etal. [7] presentamodel-based
utility resourcemanagementfocusingoncoordinatedmanagement
of memoryandstorage. They develop an analyticalmodel for a
Web servicewith staticcontent. Ranjanet al. [18] make a case
for multipledatacentershostingreplicasof anapplication.In case
of onedatacenterbecomingoverloaded,requestsmaybediverted
over a WAN to others. Our focus in this work was on overload
managementwithin asingledatacenter.

In this paperwe showed the utility of coupling policing and
provisioning, in contrastto prior approachesthatconsideredthese
techniquesin isolation.

8. CONCLUSIONS
In thispaperwepresentedCataclysm, acomprehensiveapproach

for handlingextremeoverloadsin a hostingplatformrunningmul-
tiple Internetservices.The primarycontribution of our work was
to developa low overhead,highly scalableadmissioncontroltech-
niquefor Internetapplications.Cataclysmprovidesseveral desir-
able features,such as guaranteeson responsetime by conduct-
ing accuratesize-basedadmissioncontrol, revenuemaximization
at multiple time-scalesvia preferentialadmissionof importantre-
questsanddynamiccapacityprovisioning,andtheability to beop-
erationalevenunderextremeoverloads.Thecataclysmsentrycan
transparentlytrade-off theaccuracy of its decisionmakingwith the
intensityof theworkloadallowing it to handleincomingratesof up
to 19000requests/second.We implementedaprototypeCataclysm
hostingplatform on a Linux clusteranddemonstratedits bene�ts
usingavarietyof workloads.

As part of future work, we plan to extend our overloadman-
agementtechniquesto complex, multi-tieredInternetapplications
servicingsession-orientedworkloads.
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