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ABSTRACT

In this paperwe presentthe Cataclysmsener platform for handling ex-
tremeoverloadsin hostedinternetapplications.The primary contrikution
of ourwork is to developalow overheadhighly scalableadmissiorcontrol
techniquefor Internetapplications. Cataclysmprovides several desirable
featuressuchasguaranteesn responséime by conductingaccuratesize-
basedadmissioncontrol, revenuemaximizationat multiple time-scalewvia
preferentialadmissionof importantrequestsand dynamiccapacityprovi-
sioning, and the ability to be operationaleven under extreme overloads.
Cataclysmcantransparentlytrade-of the accurayg of its decisionmaking
with the intensity of the workloadallowing it to handleincomingratesof
several tensof thousand®of requests/secondWe implementa prototype
Cataclysmhostingplatformonalinux clusteranddemonstrat¢hebene ts
of ourintegratedapproactusinga variety of workloads.
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D.4.7[Software]: OperatingSystems—Organizationand Design
D.4.8[Software]: OperatingSystems—Performance
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PerformanceDesign,Experimentation
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1. INTRODUCTION

Duringthepastdecadetherehasbeena dramaticincreasen the
popularityof Internetapplicationssuchasonlinenews, onlineauc-
tions,andelectroniccommercelt is well known thattheworkload
seenby Internetapplicationsvariesover multiple time-scalesand
oftenin anunpredictabldashionCertainworkloadvariationssuch
astime-of-dayeffectsareeasyto predictandhandleby appropriate
capacityprovisioning [10]. Othervariationssuchas ash crowvds
are often unpredictable.On Septembed 1th, 2001, for instance,
the workload on a popularnews Web site increasecby an order
of magnitudein thirty minutes,with the workloaddoublingevery
seven minutesin that period. Similarly, the load on e-commerce
retail Web sitescanincreasedramaticallyduringthe nal daysof
thepopularholiday season.
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In this paper we focuson handlingextremeoverloadsseenby
InternetapplicationsInformally, anextremeoverloadis a scenario
wherethe workload unexpectedlyincreasesy up to an order of
magnitudein a few tensof minutes. Our goalsare (i) to designa
systenthatremainsoperationakvenin the presencef anextreme
overloadandevenwhentheincomingrequestateis severaltimes
greaterthansystemcapacity and(ii) to maximizetherevenuedue
to therequestservicedby theapplicationduringsuchanoverload.
We assumehat Internetapplicationsor servicesrun on a hosting
platform—essentiallya sener clusterthatrentsits resourceso ap-
plications. Application providers pay for sener resourcesandin
turn, are provided performanceguaranteesgxpressedn the form
of a servicelevel agreementSLA) A hostingplatform can take
oneor moreof threeactionsduring an overload: (i) addcapacity
to the applicationby allocatingidle or underusedseners,(ii) turn
away excessrequestsand preferentiallyserviceonly “important”
requestsand(iii) degradethe performancef admittedrequestsn
orderto servicealargernumberof aggreaterequests.

We amguethat a comprehensie approachfor handlingextreme
overloadsshouldinvolve a combinationof all of the above tech-
niques. A hosting platform should, wheneer possible,allocate
additionalcapacityto an applicationin orderto handleincreased
demands. The platform should degradeperformancen orderto
temporarilyincreasesffective capacityduring overloads.Whenno
capacityadditionis possibleor whenthe SLA doesnot permitary
furtherperformancelegradationtheplatformshouldturn away ex-
cessrequests.While doing so, the platform shouldpreferentially
admitimportantrequestandturn avay lessimportantrequestgo
maximize overall revenue. For instance,small requestsmay be
preferredover largerequestspr nancial transactionsnay be pre-
ferredover casuabrowsingrequests.

We presenthedesignof theCataclysnsenerplatformto achieve
thesegoals. Cataclysmis speci cally designedo handleextreme
overloadsn Internetapplicationsanddiffersfrom pastwork in two
signi cant respects.

First, sincean extremeoverloadmay involve requestratesthat
arean order of magnitudegreaterthanthe currently allocatedca-
pacity, the admissioncontrollermustbe ableto quickly examine
requestanddiscarda largefractionof theserequestswhenneces-
sary with minimaloverheadsThus,theef ciency of theadmission
controlleris importantduring heary overloads.To addresghis is-
sue,we proposevery low overheadadmissiorcontrolmechanisms
thatcanscaleto very highrequestatesunderoverloads. Pastwork
on admissioncontrol [6, 8, 21, 24] hasfocusedon the mechan-
ics of policing anddid not speci cally considerthe scalability of
thesemechanismsin additionto imposingvery low overheadsour
mechanismsanpreferentiallyadmitimportantrequestsluringan
overloadandtransparentlyrade-of the accurag of their decision
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Figure 1: The CataclysmHosting Platform Ar chitecture.
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makingwith the intensityof the workload. The trade-of between
accurag andef ciency is anothercontritution of ourwork anden-
ablesourimplementatiorto scaleto incomingratesof up to a few

tensof thousand®f requests/s.

Secondpurdynamicprovisioningmechanisnemplo/saG/G/1-
basedjueuingmodelof areplicableapplicationin conjunctionwith
onlinemeasurement® dynamicallyvary thenumberof senersal-
locatedto eachapplication. A novel featureof our platformis its
ability to notonly vary thenumberof senersallocatedo anappli-
cationbut alsoothercomponentsuchasthe admissioncontroller
andtheloadbalancingswitches .Dynamicprovisioningof thelatter
component$iasnot beenconsideredn prior work.

We have implementeda prototypeCataclysmhostingplatform
onaclusterof twentyLinux seners.We demonstratéhe effective-
nessof ourintegratedoverloadcontrolapproachvia anexperimen-
tal evaluation. Our resultsshaw that (i) preferentiallyadmitting
requestdasedon importanceandsize canincreasehe utility and
effective capacityof an application,(ii) our admissioncontrol is
highly scalableand remainsfunctional even for arrival ratesof a
few thousandequests/sand(iii) our solutionbasednacombina-
tion of admissioncontrolanddynamicprovisioningis effective in
meetingresponseime targetsandimproving platformrevenue.

Therestof this paperis organizedasfollows. Section2 provides
an overview of the proposedsystem. Sections3 and 4 describe
themechanismshatconstituteour overloadmanagemergolution.
Sectiorb describesheimplementatiorof ourprototype.In Section
6 we presenthe resultsof our experimentalevaluation. Section7
presentselatedwork andSection8 concludeghis paper

2. SYSTEM OVERVIEW

In this section,we presenthe systemmodelfor our Cataclysm
hostingplatform andthe modelassumedor Internetapplications
runningontheplatform.

2.1 CataclysmHosting Platform

The Cataclysmhosting platform consistsof a clusterof com-
modity senersinterconnectedy a modernLAN technologysuch
as gigabit Ethernet. One or more high bandwidthlinks connect
this clusterto the Internet. Eachnodein the hostingplatform can
take on one of threeroles: cataclysmsener, cataclysmsentry or
cataclysncontrolplane(seeFigurel).

CataclysmServes: Cataclysmsenersarenodesthatrun Inter
netapplications.The hostingplatform may hostmultiple applica-
tions concurrently Eachapplicationis assumedo run on a subset

of thenodesandanodeis assumedo run no morethanoneappli-
cationatary giventime. A subsebf thesenersmaybeunassigned
andform thefreeserverpool Thenumberof senersassignedo an
applicationcanchangeover time dependingon its workload. Each
seneralsorunsthecataclysmmucleus—asoftwarecomponenthat
performsonline measurementsf application-speci cresourcaus-
ageswhich arethencorveyedto theothertwo componentshatwe
describenext.

CataclysmSentry: Eachapplicationrunningon the platformis
assigneaneor moresentries A sentryguardshesenersassigned
to anapplicationandis responsibldor two tasks.First, the sentry
policesall requestdo an applications sener pool—incomingre-
questsaresubjectedo admissiorcontrolatthesentryto ensurehat
thecontractegerformanceyuaranteearemet; excessequestare
turnedaway during overloads. Secondeachsentryimplementsa
layer7 switchthatperformdoadbalancingacrossenersallocated
to anapplication.Sincetherehasbeensubstantiatesearctonload
balancingechniquesor clusterednternetapplicationg17], wedo
not considerdoadbalancingechniquesn this work.

CataclysmControl Plane: The control planeis responsibleor
dynamicprovisioning of senersandsentriesn individual applica-
tions. It tracksthe resourceusagen nodes,asreportedby cata-
clysmnuclei,anddeterminesheresourcesin termsof thenumber
of senersand sentries)to be allocatedto eachapplication. The
controlplanerunson adedicatedsener andits scalabilityis not of
concernin the designof our platform.

2.2 Model for Inter net Applications

The Internetapplicationsconsideredn this work are assumed
to beinherentlyreplicable. Thatis, the applicationis assumedo
run on a clusterof seners,andit is assumedhatrunningthe ap-
plication on a larger numberof senersresultsin an effective in-
creasein capacity Many, but by no meansall, Internetapplica-
tions fall into this category. Vanilla clusteredWeb senersarean
exampleof areplicableapplication. Multi-tiered Internetapplica-
tionsarepartially replicable.A typical multi-tieredapplicationhas
threecomponentsa front-endHTTP sener, amiddle-tierapplica-
tion sener, anda back-enddatabaseener. The front-endHTTP
seneris easilyreplicablebut is notnecessarilghebottleneck.The
middle-tie—a frequentbottleneck—carbe implementedin dif-
ferentways. One populartechniqueis to use sener-side script-
ing suchas Apaches php functionality, or to use cgi-bin script-
ing languagesuchasperl. If the scriptsare written carefully to
handleconcurreny, it is possibleto replicatethe middle-tier as
well. More comple applicationsuse Jasa applicationsenersto
implementhemiddle-tier Dynamicreplicationof Jasaapplication
senersis morecomples andtechniquegor doingsoarebeyondthe
scopeof this paper Dynamicreplicationof back-enddatabases
an openresearctproblem. Consequentlymostdynamicreplica-
tion techniquesn the literature,including this work, assumethat
thedatabasés sufciently well provisionedanddoesnotbecomea
bottleneckevenduringoverloads.

Given a replicablelnternetapplication,we assumehat the ap-
plication speci esthe desiredperformancegyuarantee the form
of aservicelevel agreemen{SLA). An SLA providesadescription
of the QoSguaranteethattheplatformwill provideto theapplica-
tion. The SLA we considerin ourwork is de ned asfollows:

8
> Ri ifarrivalrate2 [0; 1)
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Arrival rate Avg. resp.time

for admittedrequests

< 1000 1sec
1000-10000 2sec
> 10000 3sec

Table 1: A sampleselvice-level agreement.

The SLA speci estherevenuethatis generatedby eachrequest
that meetsits responseime target. Table1 illustratesan example
SLA.

Eachinternetapplicationconsistsof L(L 1) requestlasses:
Ci;:::;CL. Eachclasshasan associatedevenuethat an admit-
ted requestyields—requestsf classC; areassumedo yield the
highestrevenueand thoseof C. the least. The numberof re-
guestclassed. andthe function that mapsrequestdo classeds
application-dependento illustrate,an online brokerageWeb site
mayde ne threeclassesndmaymap nancial transactionso C,
other typesof requestssuchas balanceinquiriesto C,, and ca-
sualbrowsingrequestdérom non-customers Cz. An applications
SLA mayalsospecifylowerboundsontherequestrrival ratesthat
its classeshouldalwaysbe ableto sustain.

3. CATACLYSM SENTRY DESIGN

In this sectionwe describehedesignof a cataclysnsentry The
sentryis responsibldor two tasks—requegtolicing andload bal-
ancing. As indicatedearlier the load balancingtechniqueusedin
the sentryis not a focus of this work, and we assumehe sentry
emplgys alayer7 loadbalancingalgorithmsuchas[17]. The rst
key issuethat drivesthe designof the requestpolicer is to maxi-
mizetherevenueyieldedby the admittedrequestsvhile providing
the following notion of class-basedlifferentiationto the applica-
tion: eachclassshouldbeableto sustaintheminimumrequestate
speci edfor it in the SLA. Givenour focuson extremeoverloads,
the designof the policeris alsoin uenced by the secondkey is-
sueof scalability—ensuringvery low overheadadmissioncontrol
testsin orderto scaleto very high requestrrival ratesseenduring
overloads.This sectionelaborate®n thesetwo issues.

3.1 RequestPolicing Basics

The sentry mapseachincoming requestto one of the classes
Ci;:;;CL. The policer needsto guarantedo eachclassan ad-
missionrate equalto the minimum sustainableate desiredby it
(recallour SLA from Section2). It doessoby implementindeaky
buckets,onefor eachclass thatadmitrequestgon rming to these
rates. Requestxon rming to theseleaky buckets are forwarded
to the application. Leaky buckets canbe implementedvery ef -
ciently, sodeterminingif anincomingrequeston rms to aleaky
bucket is an inexpensve operation. Requestsn excessof these
ratesundego furtherprocessingsfollows. Eachclasshasaqueue
associategith it (seeFigure?2); incomingrequestareappendedo
thecorrespondinglass-speci cqueue Requestsvithin eachclass
canbe processecitherin FIFO orderor in orderof their service
times. In the former case all requestswithin a classareassumed
to beequallyimportant,whereasn thelattercasesmallerrequests
aregiven priority over largerrequestithin eachclass.Admitted
requestarehandedo theloadbalancerwhichthenforwardsthem
to oneof the cataclysnsenersin theapplications sener pool.

The policer incorporateghe following two featuresin its pro-
cessingof therequestghatarein excessof the guaranteedatesto
maximizerevenue.

() Thepolicerintroducedifferentamountsof delayin the pro-

cessingof newly arrived requestsbelongingto different classes.
Speci cally, request®f classC; areprocessedy the policeronce
every d; timeunits(d,s = 0 dy d. ); requestsar
riving during successie processingnstantswait for their turn in
their class-speci cqueuesThesedelayvaluesdeterminecberiod-
ically, arechoserto reducethe chanceof admittinglessimportant
requestdnto the systemwhenthey arelikely to dery serviceto
more importantrequestghat arrive shortly thereafter In Section
3.4 we shawv how to pick thesedelay valuessuchthat the proba-
bility of a lessimportantrequestbeing admittedinto the system
andderying serviceto a moreimportantrequesthatarrives later
remainssufciently small.

(2) The policer processegueuedrequestsn the decreasingr-
der of importance—requesta C; aresubjectedo the admission
controltest rst, andthenthosein C, andsoon. Doing soensures
thatrequestsn classC; aregivenhigherpriority thanthosein class
Cj,j > i. Theadmissiorcontroltest—whichis describedn detail
in the next section—admitsequestsolong asthe systemhassuf-
cient capacityto meetthe contractedSLA. Notethat, if requests
in a certainclassC; fail the admissioncontroltest,all queuedre-
questsn lessimportantclassesanberejectedwithout any further
tests.

Obsenethattheabove admissiorcontrolstrategly meetsoneof our

two goals—itpreferentiallyadmitsonly importantrequestsiuring

anoverloadandturnsaway lessimportantrequests However, the

strat@gy needsto invoke the admissioncontrol teston eachindi-

vidual requestresultingin a compleity of O(r), wherer is the

numberof queuedup requests. Furthey when requestawithin a

classare examinedin orderof servicetimesinsteadof FIFO, the

compleity increasego O(r  log(r)) dueto the needto sortre-

guests Sincetheincomingrequestratecanbe substantiallyhigher
than capacityduring an extremeoverload,runningthe admission
controlteston every requesbr sortingrequestgrior to admission
controlmay be simply infeasible. Consequentlyin whatfollows,

we presentwo stratgiesfor very low overheadadmissioncontrol

thatscalewell duringoverloads.

We notethatanewly arriving requestmposeswo typesof com-
putationaloverheadson the policer—(i) protocol processingand
(ii) the admissioncontrol testitself. Clearly, both thesecompo-
nentsneedo scalefor effective handlingof overloads Whenproto-
col processingstartshecomingbottleneckwe respondy increas-
ing the numberof sentriegguardingthe overloadedapplication—a
techniguethatwe describein detailin Section4.2. In this section
we presentechniquedo dealwith the scalabilityof the admission
controltest.

3.2 Efcient Batch Processing

Onepossibleapproachor reducingthe policing overheads to
processequestsn batches Requesarrivalstendto bevery bursty
during severe overloads,with a large numberof requestsarriving
in ashortdurationof time. Theserequestarequeuedipin theap-
propriateclass-speci qqueuestthesentry Ourtechniquesxploits
this featureby conductinga singleadmissiorcontroltestonanen-
tire batchof requestswithin a class,insteadof doing so for each
individual request.Suchbatchprocessinganamortizethe admis-
sion control overheadover a larger numberof requestsespecially
duringoverloads.

To performefcient batch-base@dmissioncontrol, we de ne
b buckets within eachrequestclass. Eachbucket hasa rangeof
requestservicetimesassociatedvith it. The sentryestimateghe
servicetime of a requestand then hashest into the bucket cor-
respondingto that servicetime. To illustrate, a requestwith an



estimatedservicetime in the range(0; s1] is hashedo bucket 1,
thatwith servicetime in therange(s1; s2] to bucket 2, andsoon.
By de ning anappropriatéhashingfunction,hashingarequesto a
bucketcanbeimplementecef ciently asaconstantime operation.

Bucket-basedhashings motivatedby two reasonsFirst, it groups
requestsvith similar servicetimesandenableshe policerto con-
ducta single admissioncontrol testby assuminghatall requests
in a bucket imposesimilar servicedemands. Second,sincesuc-
cessve buckets containrequestswith progressiely larger service
times, the techniqueimplicitly gives priority to smallerrequests.
Moreover, no sortingof requestss necessary—thbashingmplic-
itly “sorts” requestsvhenmappingtheminto buckets.

e 0.,
class gold

Hj] Ysitver

class silver

Admission control
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Classifier

Leaky buckets Class specific queues

Figure 2: Working of the cataclysmsentry. First, the classa
requestbelongsto is determined. If the requestcon rms to the

leaky bucket for its class,it is admitted to the application with-

out any further processing Otherwise, it is put into its class-
speci ¢ queue. The admission control processeghe requests
in various queuesat frequencieggiven by the class-speci cde-
lays. A requestis admitted to the application if thereis enough
capacity, elseit is dropped.

Whentheadmissiorcontrolis invokedonarequestlass,t con-
siderseachnon-emptybucket in that classand conductsa single
admissioncontrol teston all requestsn that bucket (i.e., all re-
guestsn a bucket aretreatedasa batch). Consequentlyno more
thanb admissiorcontroltestsareneededvithin eachclass,onefor
eachbucket. Sincetherearel requestlassesthis reduceghead-
missioncontroloverheado O(b L), whichis substantiallysmaller
thanthe O(r) overheador admittingindividual requests.

Having providedtheintuition behindbatch-baseddmissiorcon-
trol, we discusshe hashingprocessaandthe admissiorcontroltest
in detail. In orderto hasha requestnto a bucket, the sentrymust
rst estimateheinherentservicetime of thatrequestTheinherent
servicetime of arequests the time neededo servicethe request
on alightly loadedsener (i.e., whenthe requestdoesnot seeary
queuingdelays). The inherentservicetime of a requestR is de-
ned to be

R data (2)

whereR ¢pu is thetotal CPU time neededo serviceR, Rgaa IS
the 10 time of the request(which includesthe time to fetch data
from disk, thetime therequesis blocked on a databasejuery the
network transfertime, etc.),and is an empirically determined
constantTheinherentservicetimeis thenusedto hashtherequest
into anappropriatéucket—therequestapsto abucketi suchthat
Si Sinher ent

Sinher ent = Repu +

Si+1 .

The speci ¢ admissioncontrol testfor eachbatch of requests
within abucketis asfollows. Let denotethebatchsize(i.e., the
numberof requests)n abucket. Let Q denotethe estimatedjueu-
ing delayseenby eachrequesin the batch. The queuingdelayis
the time the requestasto wait at a cataclysmsener beforeit re-
ceivesservice;the queuingdelayis a function of the currentload
on the sener andits estimationis discussedn Section3.5. Let
denotethe averagenumberof requestgconnections}hatarecur
rently beingservicedby a sener in the applications sener pool.
Thenthe requestsvithin a batchareadmittedif andonly if the
sumof the queuingdelay seenby a requestandits actualservice
time doesnotexceedthe contractedSLA. Thatis,

Q+ + = S Rsa 3)
whereS is the averageinherentservicetime of a requestin the
batch,n is the numberof senersallocatedto the application,and
Rsa is the desiredresponsdime. Theterm + d-e Sisan
estimateof the actual servicetime of the last requesin the batch,
andis determinedby scalingthe inherentservicetime S by the
sener load—whichis the numberof the requesturrentlyin ser
vice,i.e., , plusthe numberof requestdrom the batchthatmight
beassignedo theseneri.e,d- e.! Ratherthanactuallycomputing
the meaninherentservicetime of the requestin a batch,it is ap-
proximatedasS = (si + Si+1 )=2, where(s;; Si+1 ] is theservice
time rangeassociateavith the bucket.

As indicatedabove, the admissioncontrol is invoked for each
classperiodically—onceevery d; time units for newly arrivedre-
questsof classCi. The invocationis more frequentfor impor-
tant classesand lessfrequentfor lessimportantclassesthat is,
d=0 d; d. . Sincearequesimaywait in a bucket
for upto d; time units beforeadmissioncontrolis invoked for its
batch,theabove testis modi ed as

Q+ + 0 S Rga d (4)
In the event this conditionis satis ed, all requestsn the batch
areadmittedinto the system. Otherwiserequestsn the batchare
dropped.

Obsenre thatintroducingthesedelaysinto the processin®f cer
tain requestsloesnot causea deggradationin the responsdime of
the admittedrequestdecausahey nov undego a more stringent
admissiorcontroltestasgivenby (4). However, thesedelayswvould
have the effect of reducingthe applications throughputwhenit is
notoverloaded Thereforethesedelaysshouldbe changedlynam-
ically asworkloadsof variousclasseshange.In particulay they
shouldtendto 0 whentheapplicatiorhassufcient capacityto han-
dle all theincomingtrafc. We discussin Section3.4 how these
delayvaluesare dynamicallyupdated. Techniquedor estimating
parametersuchasthe queuingdelay inherentservicetime, and
thenumberof existing connectionarediscussedn Section3.5.

3.3 ScalableThreshold-basedPolicing

We now presentasecondcapproacho furtherreducethepolicing
overhead.Our techniquetradesef ciency of the policerfor accu-
ragy andreduceshe overheadto a few arithmeticoperationgper
request.The key ideabehindthis techniqueis to periodicallypre-
computehefractionof arriving requestshatshouldbeadmittedin

!Notethatwe have madethe assumptiorof perfectioad balancing
in the admissioncontroltest(3). Oneapproackfor capturingload
imbalancesanbeto scale andn by suitably chosenskew fac-
tors. Theseskew factorscanbebasedn measurementsf theload
imbalanceamongthereplicasof the application.



eachclassandthensimply enforcethesdimits without conducting
ary additionalperrequestests.Again, incomingrequestsare rst
classi edandundego aninexpensve testto determinef they con-
rm to theleaky bucketsfor their classesCon rming requestsare
admittedto theapplicatiorwithoutary furthertests.Otherrequests
undego amorelightweightadmissiorcontroltestthatwe describe
next.

Our techniqueusesestimatef future arrival ratesandservice
demandsn eachclassto computea threshold whichis de ned to
be a pair (classi, fraction pagmit ). The thresholdindicatesthat
all requestsn classeamoreimportantthani shouldbe admitted
(Padmit = 1), requestsdn classi shouldbeadmittedwith probabil-
ity padmit , andall requestsn classedessimportantthani should
be dropped(paamit = 0). We determinetheseparameterbased
on obsenationsof arrival ratesand servicetimesin eachclasses
over periodsof moderatdength(we useperiodsof length15 sec).

Denotingthe arrival ratesto classedl;::: ;L by q;:::; ( and
theobsenedaverageservicetimesby si;::: ; s, thethreshold(i,
Padmit ) IS computedsuchthat
xi xt
s 1 " s (5)
j=1 j=1
and
ix 1 xL
Padmit  iSi + jisj<1 B (6)
j=1 j=1
where j”“" denoteghe minimumguaranteedatefor classj .

Thus, admissioncontrol now merely involves applyingthe in-
expensve classi cation function on a new requestto determine
its class,determiningif it con rms to the leaky bucket for that
class(also a lightweight operation),and then using the equally
lightweightthresholdingunction(if it doesnotcon rm totheleaky
bucket) to decideif it shouldbe admitted. Obsere that this ad-
missioncontrolrequiresestimate®f perclassarrival rates. These
ratesare clearly dif cult to predictduring unexpectedoverloads.
However, it is possibleto reactfastby updatingour estimatesof
thearrival ratesfrequently Ourimplementatiorof threshold-based
policingestimatesrrival rateshy computingexponentiallysmoothed
averagef arrivals over 15 secperiods. We will demonstratehe
efcacy of this policerin anexperimentin Section6.3.

Thethreshold-basedndthebatch-basegolicing stratgiesneed
not be mutually exclusive. The sentrycanemplg the more ac-
curatebatch-basegbolicing so long asthe incoming requestrate
permitsoneadmissioncontrol testper batch. If theincomingrate
increasesigni cantly, the processinglemandf the batch-based
policing may saturatethe sentry In suchan event, whenthe load
at the sentry exceedsa threshold,the sentry can trade accurag
for ef ciency by dynamicallyswitchingto a threshold-basepolic-
ing stratgy. This ensuregreaterscalabilityandrobustnessiuring
overloads.The sentryrevertsto the batch-baseddmissioncontrol
whenthe load decreaseandstaysbelawv the thresholdfor a suf-
ciently long duration. We would like to notethat several existing
admissiorcontrolalgorithmssuchas[8, 11, 24] (discussedn Sec-
tion 7) arebasedon dynamicallysetthresholdsuchasadmission
ratesandcanbeimplementedasef ciently asourthreshold-based
admissioncontrol. The novel featurein our approachs the e xi-
bility to trade-of theaccurag of admissiorncontrolfor its compu-
tationaloverheaddependingon theloadonthe sentry

3.4 Analysis of the Policer

In this sectionwe shav how the sentrycan, undercertainas-
sumptions,computethe delayvaluesfor variousclassedasedon

online obsenations. The goalis to pick delayvaluessuchthatthe
probability of a newly arrived requesteingdeniedservicedueto
analreadyadmittedessimportantrequests smallerthanadesired
threshold.

Considerthefollowing simpli ed versionof theadmissiorcon-
trol algorithmpresenteih Section3.2: Assumethattheapplication
runsononly onesener—it is easyto extendtheanalysigo thecase
of multiple seners. Theadmissiorcontrollerletsin a new request
if andonly if the total numberof requestghat have beenadmit-
ted and are being processedy the applicationdoesnot exceeda
thresholdN . Assumethe applicationconsistsof L requestlasses
Ci;:::; Cp in decreasingrderof importance We male the sim-
plifying assumptiorof Poissorarrivalswith rates 1;:::; ,and
servicetimeswith known CDFsFs, (3);::: ;Fs_ (:) respectiely.
As before,d; = 0. For simplicity of expositionwe assumehat
thedelayfor classC; isd, and8i > 2;di+1 = ki di;(ki 1).
Denoteby A; theeventthatarequesbf classC; hasto bedropped
attheprocessingnstantm d;; (m > 0) andthereis atleastone
requesbf alessimportantclassCi ; (j > i) still in service.Clearly,

Pr(Ay) = OandPr(A.) = 0:
We areinterestedn ensuring

8i > 1,Pr(Aj)< ;0< <1 (7)

Considerl < i < L. For A; to occur all of the following must
hold: (1) X;: atleastonerequestof classC; arrivesduring the
period[(m 1) di;m di], (2) Yi: the numberof requestsn

serviceattimem di is N, (3) Z;: atleastone of the requests
being servicedbelongsto one of the classeCi+1 ;:::;CL. We

have,

PI’(Ai) = Pr(Xi NY A Zi)

During overloads,we canassumehat the numberof requests
in servicewould be N with a high probability par op. The policer
will recordpgr op Over shortperiodsof time. Also, X; andZ; are
independentThisletsushave

Pr(Ai) Pr(Xi) Pdr op Pr(Zi) (8)

Pr(X;)=1 e '% 9)

Denoteby Z!; (i < j L) the event that at leastone of the
requestdeingservicedattimem d; belonggotheclasg . Clearly,

L

Pr(zi) = Pr(z!) (10)

j=i+l

Let usnow focusonthetermPr(Z}). TheeventZ! is thedis-
junction of the following events,onefor eachl; (I > 0): Pj': at
leastonerequesbf class arrivesduringtheperiodm d;i (I +
1) d;m d | d] andQ}: at leastonerequesbf classj is
admittedattheprocessingnstantm d; | dj andR} : theservice
time of atleastoneadmittedrequests long enoughsothatit is still
in serviceattimem d;. Asin Equation(9),

Pr(Py=1 e 19 11)

ConsiderR} . During an overloadeachadmittedrequestcom-
petesatthesenerwith (N -1) otherrequestsluringmostof its life-
time. A fair approximatiorthenis to assumehatarequestakesN
timesits servicetimeto nish. Thereforewe have,
I dj

Pr(Rj)=1 F; N

(12



WeapproximateQ} usingthefollowing reasoningDuring over-
loads,a requesiof classC; will be admittedat processingnstant
t only if the numberof requestsn serviceattimet is lessthanN
(the probability of thisis approximatedis(1  padrop)) andnore-

questof amoreimportantclassCy arrivedduring[t  dp;t]. That
is,
h=Yj 1
PrQ) (@ paop) & " (13)
h=1

Combining Equations(8)-(13), we get the following approxima-
tion. Pr(Aj),

P F’I’(A-J)dJ ) %,, op(l

pdrop)g- e idi)
e =

fe "L 1 Fy {D)

The above approximationof Pr(A;) providesa procedurefor
iteratively computingthe di valuesusingnumericalmethods.We
pick delayvaluesthatmake thetermontheright handsidesmaller
thanthe desiredbound for all i. Thisin turn guaranteeghatthe
inequalitiesn (7) aresatis ed.

3.5 Online Parameter Estimation

Thebatch-basedndthreshold-basepolicingalgorithmsrequire
estimatesof a numberof systemparameters. Theseparameters
are estimatedusingonline measurementsThe nuclei runningon
the cataclysnmsenersandsentriescollectively gatherandmaintain
variousstatisticsneededy thepolicer. Thefollowing statisticsare
maintained:

Arrival rate ;: Sinceeachrequesis mappedntoaclassat
the sentry it is trivial to usethis informationto measurehe
incomingarrival ratesin eachclass.

QueuingdelayQ: The queuingdelayincurredby a request
is measuredit the cataclysmsener. The queuingdelayis
estimatedasthe differencebetweernthe time the requesiar
rivesat the sener andthe time it is acceptedoy the HTTP
sener for service(we assumeahatthe delayincurredat the
sentryis negligible). The nuclei can measurghesevalues
by appropriatelyinstrumentinghe operatingsystemkernel.
The nuclei periodically reportthe obsered queuingdelays
to the sentry which then computeshe meandelaysacross
all senersin theapplications pool.

Numberof requestsn service : This parameteis measured
at the cataclysmsener. The nucleitrack the numberof ac-
tive connectionservicedby theapplicationandperiodically
reportthe measuredraluesto the sentry The sentrythen
computeshe meanof the reportedvaluesacrossall seners
for theapplication.

Requesservicetime s: This parameteis alsomeasuredat
thesener. Theactualservicetime of arequesis measured
asthe differencebetweenthe arrival time at the sener and
the time at which the last byte of the responseés sent. The
measurementf the inherentservicetime is more comple.
Doingsorequirednstrumentatiorof theOSkernelandsome
instrumentatiorof the applicationitself. This instrumenta-
tion enableghenucleugo computeghe CPUprocessingime
for arequestaswell asthe durationfor which therequested
is blocked on 1/0. Together thesevaluesdeterminethe in-
herentservicetime (seeEquation2).

Constant : Theconstant in Equation2 is measuredising
of ine measurementsn the cataclysmseners. We execute
several requestswith different CPU demandsand different-
sizedresponseanderight loadconditionsandmeasureheir
executiontimes. We alsocomputehe CPUdemandsndthe
I/O timesasindicatedabore. The constant is thenesti-
matedasthevaluethatminimizesthedifferencebetweerthe
actualexecutiontime andtheinherentservicetimein Eq. 2.

The sentryusespaststatisticsto estimatethe inherentservice
time of anincomingrequestn orderto mapit ontoabucket. To do
so0,the sentryusesa hashtablefor maintainingthe usagestatistics
for therequestst hasadmittedsofar. Eachentryin this tablecon-
sistsof therequestedJRL (which is usedto computethe index of
theentryin thetable)andavectorof theresourcaisagedgor thisre-
questasreportedby thevariousseners.Requestsor staticcontent
possesshe sameURL every time andso alwaysmapto the same
entryin thehashtable. The URL for request$or dynamiccontent,
ontheotherhand,maychangge.g.,theagumentdo a scriptmay
bespeci edaspartof theURL). For suchrequestswe getrid of the
agumentsandhashbasedon the nameof the scriptinvoked. The
resourceusagedor requestghatinvoke thesescriptsmay change
dependingon the aguments.We maintainexponentiallydecayed
averagesf theirusages.

4. PROVISIONING FOR CATACLYSMS

Policingmechanismsnayturn away a signi cant fractionof the
requestsluringoverloads.ln suchascenariognincreasen theef-
fective applicationcapacityis necessaryo reducetherequestdrop
rate. The cataclysmcontrol planeimplementsdynamicprovision-
ing to vary the numberof allocatedseners basedon application
workloads. The applications sener poolis increasedluring over
loadsby allocatingseners from the free pool or by reassigning
underusedsenersfrom otherapplications.The control planecan
alsodynamicallyprovision sentryseners whenthe incomingre-
guestrateimposessigni cant processinglemandsn the existing
sentries.Therestof this sectiondiscussesechniquegor dynami-
cally provisioning cataclysnsenersandsentries.

4.1 Model-basedProvisioningfor Applications

We usequeuingtheoryto modelthe revenueobtainedfrom as-
signingacertainnumberof senersto areplicableapplicationunder
agivenworkload.Ourmodeldoesnotmake ary assumptionabout
thenatureof therequestrrival processesr the servicetimes. Our
abstractiorof a singlereplicaof a serviceis a G/G/1 queuingsys-
temfor which thefollowing boundis known [13]:

e g
EISI* 2 ER ES) (14

HereE [R] istheaverageresponséime, E [S] is theaverageservice
time, istherequestarrival rate, = E[S] is the utilization,
and 2 and 2 arethevarianceof inter-arrival time andthe vari-
anceof servicetime respectiely. It shouldbe pointedout thata
numberof similar modelsfor simple,replicableapplicationshave
beenproposedn recentwork ([7, 19, 22]) andary of thesecould
potentially be usedby our provisioning algorithm. The compar
ison of our modelwith theseother modelsis not relevant to our
currentdiscussiorof overloadmanagemenand thereforebeyond
the scopeof this work. Modeling of more comple, multi-tiered
Internetapplicationds partof our ongoingresearch.
Inequality (14) is usedby the provisioning mechanisnto deter
mine the numberof senersneededoy an applicationto sustaina
givenrequestarrival rate. The dynamicprovisioning mechanism



normallyoperatesn apredictivefashion.It is invokedperiodically
(onceevery 30 minutesin our prototype)andusesheworkloadob-
senationsin the pastto predictfuture requestrrival rates.It then
determines partitionof senersamongtheapplicationghatwould
maximizethe expectedrevenueduring the next period. Sincethe
focus of this paperis on scalableadmissioncontrol, we omit the
detailsof our workloadpredictionandsener allocationalgorithms
here[20].

Since overloadsare often unanticipated,a sentry of an over-
loadedapplicationcandynamicallyinvoke the provisioningmech-
anismwheneertherequestroprateexceedsacertainpre-de ned
value. In sucha scenariothe provisioningmechanisnoperatesn
a reactivemodeto counterthe overload. The mechanismmoni-
torsdeviationsin the actualworkloadfrom the predictedworkload
andusestheseto detectoverloadedapplications.lt allocatesaddi-
tional senersto theoverloadedapplications—thessenersmaybe
from thefree sener pool or underutilizedsenersfrom otherappli-
cations.Undesirableoscillationsin suchallocationsareprevented
usingtwo constraints:(i) a limit of is imposedon the number
of senersthat canbe allocatedto an applicationin a single step
in thereactve modeand(ii) adelayof time unitsis imposedon
the durationbetweenwo successie invocationsof the provision-
ing mechanismin the reactve mode( is setto 5 minutesin our
prototype). Recallthat our SLA permitsdegradedresponsdime
targetsfor higherarrival rates. The provisioning mechanisnmmay
degradetheresponsgime to the extentpermittedby the SLA, add
more capacity or a bit of both. The optimizationdrivesthesede-
cisions,andtheresultingtargetresponseimesarecorveyedto the
requespolicers.Thus,theseinteractionsenablecouplingof polic-
ing, provisioning,andadaptve performancealegradation.

4.2 Sentry Provisioning

In generalallocationanddeallocatiorof sentrieds signi cantly
lessfrequentthanthatof cataclysmseners. Further thenumberof
sentriemeededy anapplicationis muchsmallerthanthe number
of senersrunningit. Consequentlya simpleprovisioningscheme
sufces for dynamicallyvaryingthe numberof sentriesassignedo
anapplication.Ourschemauseshe CPU utilization of theexisting
sentrysenersasthebasisfor allocatingadditionalsentriegor deal-
locatingactive sentries)If theutilization of asentrystaysin excess
of a pre-de nedthresholdhighcu for a certainperiodof time, it
requestshe controlplanefor anadditionalsentrysener. Uponre-
ceiving suchrequestdrom oneor moresentriesof anapplication,
the control planeassignseachan additionalsentry Similarly, if
the utilization of a sentrystaysbelov a thresholdlowcpy , it is re-
turnedto the free pool while ensuringthat the applicationhasat
leastonesentryremaining.Wheneer the control planeassigngor
removes)a sentrysener to anapplication,it repartitionsthe appli-
cation's senerspool equallyamongthe varioussentriesThe DNS
entry for the applicationis also updatedupon eachallocationor
deallocation;a round-robinDNS schemads usedto loosely parti-
tion incomingrequestamongsentries Sinceeachsentrymanages
amutually exclusive pool of seners,it canindependentlyperform
admissiorcontrolandloadbalancingon arriving requeststhe SLA
is collectively maintainedoy virtue of maintainingit ateachsentry

5. IMPLEMENT ATION CONSIDERATIONS

We implementeda prototypeCataclysmhostingplatform on a
clusterof 20 Pentiummachinesconnectedvia a 1Gbpsethernet
switchandrunningLinux 2.4.20.Eachmachinein theclusterruns
oneof thefollowing entities: (1) anapplicationreplica,(2) a cata-
clysmsentry (3) thecataclysnprovisioning, (4) aworkloadgener
atorfor anapplication.

CataclysmSentry: We usedKernel TCP Virtual Server(ktcpvg
version0.0.14[14] toimplementhepolicingmechanismdescribed
in Section3. ktcpvsis anopen-sourcel.ayer7 load balancefim-
plementedas a Linux module. It acceptsTCP connectionfrom
clients,opensseparateonnectionsvith seners(onefor eachclient)
andtransparentlyelaysdatabetweerthese We modi ed ktcpvsto
implementall the sentrymechanismslescribedn Sections3 and
4. Thedetailsof ourimplementatiorcanbefoundin [20].

Cataclysm Provisioning: Cataclysmprovisioning was imple-
mentedas a userspacedaemonrunning on a dedicatedmachine.
At startup,it readsinformation neededto communicatewith the
sentriesand information aboutthe senersin the clusterfrom a
con guration le. Thesentriesgatherandreportvariousstatistics
neededby the provisioning algorithm periodicallyThe provision-
ing algorithm canbe invoked in the reactie or predictve modes
asdiscussedn Sectiond. After determininga partitioningof the
clusters seners amongthe hostedapplications the provisioning
daemonusesscriptsto remotelylog on to the nodesrunningthe
sentriego enforcethe partitioning.

6. EXPERIMENT AL EVALUATION

In this sectionwe presentheexperimentaketupfollowedby the
resultsof our experimentalevaluation.

6.1 Experimental Setup

The cataclysmsentrieswere run on dual-processolGHz ma-
chineswith 1GB RAM. The cataclysmcontrol plane (responsi-
ble for provisioning) was run on a dual-processod50MHz ma-
chinewith 1GB RAM. The machinesusedas cataclysmseners
had 2.8GHzprocessorand 512MB RAM. Finally, the workload
generatorsvere run on machineswith processorspeedsvarying
from 450MHzto 1GHzandwith RAM sizesin therange128MB-
512MB. All machinesran Linux 2.4.20. In our experimentswe
constructedeplicableapplicationsusingthe Apache 1.3.28Web
sener with PHP supportenabled. The le setservicedby these
Websenerscomprisedles of sizevaryingfrom 1kB to 256kBto
representhe rangefrom small text les to large image les. In
addition,the Web senershost PHP scriptswith differentcompu-
tationaloverheadsThe dynamiccomponentf our workloadcon-
sist of requestdor thesescripts. In all the experimentsthe SLA
presentedn Figure 1 was usedfor the applications. Application
requestsaregeneratedisinghttperf  [16], anopen-sourcéVeb
workloadgeneratar

6.2 Revenue Maximization and Class-based
Differ entiation

Our rst experimentinvestigatesthe ef cacy of themechanisms
emplogyed by the cataclysmsentryfor revenuemaximizationand
to provide class-basedifferentiationto requestsiuring overloads.
Thecataclysnprovisioningwaskeptturnedoff in this experiment.
We constructea replicatedWeb sener consistingof threeApache
seners.Thisapplicationsupportedhreeclasse®f requests—Gold,
SilverandBronzein decreasingrderof revenue.Theclassof are-
questcouldbeuniquelydeterminedromits URL. Thedelayvalues
for thethreeclassesvere x edat0, 50,and100msecrespectiely.
Theminimumsustainableequestsatesdesiredby all threeclasses
werechoserto be0.

Theworkloadconsistedf requestdgor a setof PHPscripts.The
capacityof eachApachesener for this workload(i.e., therequest
arrival ratefor which the 95" percentileresponseime of the re-
guestavashelow the responsdime target) wasdeterminedf ine
andwas found to be nearly 60 requests/sec.Figure 3(a) shavs
the workload usedin this experiment. Nearly all the requestsar
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Figure 3: Demonstration of the working of the admissioncon-
trol during an overload.

riving till t=130secwere admittedby the sentry Betweent=130
secandt=195 sec,the Bronzerequestsvere droppedalmostex-
clusively. At t=195 secthe arrival rate of Silver requestshotup
andreachedearly120requests/sed headmissiorrateof Bronze
requestgdroppedto almostzeroto admitasmary Silver requests
aspossible. At t=210 sec, the arrival rate of Gold requestsshot
up to 200 requests/secThe sentrytotally suppressedll arriving
Bronzeand Silver requestsnow andlet in only Gold requestsas
long asthe increasedarrival rate of Gold requestpersisted.Fig-
ure3(c)is analternataepresentationf the systembehaior in this
experimentanddepictsthe variationof the fraction of requestof
thethreeclasseshatwereadmitted.Figure3(d) depictsthe perfor
manceof admittedrequestsWe nd thatthesentryis successfuin
maintainingthe responséime belov 1000ms.

6.3 ScalableAdmission Control

We measuredhe CPU utilization at the sentrysener for differ-
entrequestrrival ratesfor boththe batch-basedndthethreshold-
basedadmissiorcontrol. Figure4 shavs our obsenationsof CPU
utilization with 95% con denceintenals. Sincewe were inter-
estedonly in the overheadsof the admissioncontrol and not in
the data copying overheadsinherentin the designof the ktcpvs
switch, we forcedthe sentryto drop all requestsafter conducting
the admissioncontrol test. We increasedhe requestarrival rates
till the CPUatthe sentrysener becamesaturatednearly90% uti-
lization). We obsere morethana four-fold improvementin the
sentrys scalability—whereathe sentryCPU saturatecht 4000re-
guests/seavith the batch-base@dmissioncontrol, it wasableto
handlealmost19000requests/sewith thethreshold-baseddmis-
sioncontrol.

A secondexperimentwasconductedo investigatethe degrada-
tion in the decisionmakingdueto the threshold-baseddmission
controller Werepeatedheexperimenteportedn Section6.2(Fig-
ure 3) but forcedthe sentryto emplgy the threshold-baseddmis-
sioncontroller Thethresholdsisedby theadmissiorcontrolwere
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Figure 4: Scalability of the admissioncontrol.
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Figure 5: Performance of the thr eshold-basedadmissioncon-
trol. At t=135 sec,the thresholdwas setto reject all Bronze
requests;at t=180 sec,it wasupdated to rejectall Bronzeand
Silver requests;at t=210 secit wasupdated to alsoreject Gold
requestsvith aprobability 0.5; nally , att=390sec,it wasagain
setto rejectonly Bronzerequests.

computednceevery 15 sec.Figure5(a) shavs changesn the ad-
missionratesfor requestof the threeclasses.The impactof the
inaccuraciesnherentin the threshold-baseddmissioncontroller
resultedin degradedperformanceduring periodswhenthe thresh-
old chosenwasincorrect. We obsere two suchperiods(120-135
secduring which all Bronzerequestsvere droppedand 190-210
secduringwhichall BronzeandSilverrequestsveredroppedwhile
Goldrequestsvereadmittedwith probability of 0.5) duringwhich
the 95" percentileof the responsedime deteriorateccomparedo
thetametof 1000msec.Theresponsd¢imesduringthe restof the
experimentwere kept undercontrol due to the thresholdgetting
updatedo astrictenoughvalue.

6.4 Sentry Provisioning

We conductedan experimentto demonstratehe ability of the
systemto dynamically provision additional sentriesto a heavily
overloadedservice. Figure 6 showns the outcomeof our experi-
ment. Theworkloadconsistedf requestgor smallstatic les sent
to the sentrystartingat 4000requests/seandincreasingoy 4000
requests/seevery minuteandis shovn in Figure6(a). If the CPU
utilization of the sentrysener remainedabove 80% for morethan
30 sec,arequestwasissuedto the control planefor an additional
sentry Figure 6(b) shaws the variation of the CPU utilization at
the rst sentry At t=210 sec,a secondsentrywas addedto the
service.Subsequentequestsveredistributedequallybetweerthe
two sentriescausingthe arrival rateandthe CPU utilization at the

rst sentryto drop. A third sentrywasaddedat t=420 sec,when
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Figure 6: Dynamic provisioning of sentries. [S=n] meansthe
number of sentriesis n now.

thetotal arrival rateto the servicehadreached2000requests/sec
overwhelmingboththeexisting sentries.

6.5 CataclysmProvisioning

We conductedan experimentwith two Web applicationshosted
on our Cataclysnplatform. Thetotal numberof cataclysnseners
availablein this experimentwas11. The SLAs for both the ap-
plicationswere identical and are describedn Figure 1. Further
the SLAs imposeda lower boundof 3 on the numberof seners
that eachapplicationcould be assigned.The default provisioning
durationusedby the controlplanewas30 min.

Theworkloadsfor thetwo applicationsconsistef requestgor
anassortmendf PHPscriptsand les in thesizerangelkB-128kB.
Requestavere sentat a sustainablébaserate to the two applica-
tionsthroughoutthe experiment.Overloadswerecreatecby send-
ing increasechumberof requestdor a small subsetof the scripts
andstatic les (to simulatea subseif the contentbecomingpop-
ular). The experimentbegan with the two applicationgunningon
3 senerseach. Sentriesnvoked the provisioning algorithmwhen
morethan50% of therequestsveredroppedover a5 min intenal.
Figures7(a) and 7(c) depictthe arrival ratesto the two applica-
tions. Thearrival ratefor Application 1 wasmadeto increasen a
step-like fashionstartingfrom 100 requests/sedoublingroughly
onceevery 5 min till it reachecdh peakvalueof 1600requests/sec.
At this point Application 1 washeavily overloadedwith thearrival
rateseveraltimeshigherthansystemcapacity(which wasroughly
60 request/seper sener assignedo the serviceasdeterminedoy
of ine measurements)At t=910 secthe sentry having obsered
more than 50% of the requestbeing dropped,triggeredthe pro-
visioning algorithm as describedn Section4. The provisioning
algorithmrespondedy pulling onesener from the free pool and
addingit to Application1. At t=1210sec,anotheisenerwasadded
to Application 1 from the free pool. Obsenre in Figure 7(a) the
increasesn the admissionratescorrespondindo theseadditional
senersheing madeavailableto Application 1. The next interest-
ing eventwasthe defaultinvocationof provisioningatt=1800sec.
The provisioning algorithm addedall the 3 seners remainingin
thefree pool to the hearily overloadedApplicationl. Also, based
on recentobsenation of arrival rates,it predictedan arrival rate
in the range1000-10000 requests/seand degradedthe response
timetarget for Application1 to 2000 msecbasedon its QoStable
(seeFigurel). In the latter part of the experiment,the overload
of Application 1 subsidedand Application 2 got overloaded.The
functioning of the provisioning was qualitatively similar to when
Servicel was overloaded. Figures7(b) and 7(d) shav the 95"
percentileresponsdimes for the two servicesduring the experi-
ment. Thecontrolplanewasableto predictchangeso arrival rates
anddegradethe responseime targetaccordingto the SLA result-
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Figure 7: Dynamic provisioning and admission control: Per-
formanceof Applications 1 and 2. D: Default invocation of pro-
visioning, T: Provisioning triggered by excessie drops, [N=n]:

sizeof the sewver setis n now. Only selectedprovisioning events
areshown.

ing in anincreasechumberof requestdeingadmitted.Moreover,
the sentrieswereableto keepthe admissiorrateswell belov sys-
temcapacityto achievze responséimeswithin theappropriat¢arget
with only sporadicviolations(which wereon fewer than4% of the
occasions).

7. RELATED WORK

Previous work on overloadcontrolin Internetplatformsspans
several areas.We brie y review prior work thatis mostrelevant
to the Cataclysmplatform andrefer the readerto [20] for a more
extensie suney.

Admission Control for Internet Services: Voigt et al. [23]
presenkernel-baseddmissiorcontrolmechanismg protectWeb
senersagainstoverloads—SYNpolicing controlstherateandburst
atwhich new connectionsreacceptedprioritized listenqueuere-
ordersthe listen queuebasedon pre-de nedconnectiorpriorities,
HTTP headerbasedcontol enablesate policing basedon URL
names. Welshand Culler [24] proposean overloadmanagement
solutionfor Internetservicesuilt usingthe SEDA architecture A
salientfeatureof their solutionis feedback-baseddmissioncon-
trollersembeddedhto individual stagesof theservice.A modelof
aWeb sener for the purposeof performancecontrol usingclassi-
cal feedbackcontrol theorywasstudiedin [2]; animplementation
andevaluationusingthe ApacheWeb sener wasalsopresentedn
thework. In [12], KanodiaandKnightly utilize a modelingtech-
nique called serviceervelopsto devise an admissioncontrol for
Web servicesthat attemptsto provide differentresponsdime tar-
getsfor multiple classesof requests.Li and Jamin[15] present
a measurement-basemtimissioncontrol to distribute bandwidth
acrossclientsof unequalrequirement.In [8], the authorspresent
an admissioncontrol solutionfor multi-tier e-commercesitesthat



externally obseresexecutioncostsof requestsdistinguishingdif-

ferentrequestdypes. Kamraet al. presenta control theoreticap-
proachfor admissioncontrol in [11]. Abdelzaherand Bhatti [1]

proposeto dealwith sener overloadsby adaptingdeliveredcon-
tentto load conditions.Thisis a differentkind of QoSdegradation
thanwhatwe have proposedn our work, but it canbe integrated
into a Cataclysnplatform by de ning appropriateéSLAs basedon

it.

In this work, we focuson the scalabilityof the policing mecha-
nism— animportantissueduringoverloads— asopposedo prior
work thatmostlyfocusedonthemechanic®f thepolicing. Further
unlike prior work, our work hasconsideredhe trade-of between
accurag andefciency of policing to scaleto large requestrates,
aswell astechniquego provision sentries.

Dynamic Provisioning in Clusters: The notionof anover ow
sener pool to handleunexpectedsuigesin workloadwasproposed
by Fox etal. [9]. Severaleffortshave addressetheproblemof pro-
visioning resourcest the granularityof individual seners[3, 19].
Muse [4] presentsan architecturefor resourcemanagemenin a
hostingcenter Museemplo/saneconomianodelfor dynamicpro-
visioningof resource$o multiple applications Clusteron-demand
providesmechanismgor constructinghierarchicalvirtual clusters
in anon-demandashion[5]. Doyle etal. [7] presenamodel-based
utility resourcenanagemenfbcusingon coordinatednanagement
of memoryand storage. They develop an analyticalmodelfor a
Web servicewith staticcontent. Ranjanet al. [18] malke a case
for multiple datacentershostingreplicasof anapplication.In case
of onedatacenterbecomingoverloadedyequestsnay bediverted
over a WAN to others. Our focusin this work was on overload
managemenwithin a singledatacenter

In this paperwe shaved the utility of coupling policing and
provisioning, in contrastto prior approacheshat consideredhese
techniquesn isolation.

8. CONCLUSIONS

In thispapemwe presente€ataclysmacomprehensieapproach
for handlingextremeoverloadsin a hostingplatformrunningmul-
tiple Internetservices.The primary contritution of our work was
to developalow overheadhighly scalableadmissiorcontroltech-
niguefor Internetapplications.Cataclysmprovides several desir
able features,such as guarantee®n responsetime by conduct-
ing accuratesize-baseddmissioncontrol, revenuemaximization
at multiple time-scalesvia preferentialadmissionof importantre-
guestanddynamiccapacityprovisioning,andtheability to be op-
erationalevenunderextremeoverloads.The cataclysmsentrycan
transparentlyrade-of theaccurag of its decisionmakingwith the
intensityof theworkloadallowing it to handleincomingratesof up
to 19000requests/seconilVe implementedh prototypeCataclysm
hostingplatform on a Linux clusteranddemonstratedts bene ts
usingavariety of workloads.

As part of future work, we plan to extend our overload man-
agementechniquego comple, multi-tiered Internetapplications
servicingsession-orientediorkloads.
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